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1.1 UOeHMudgukayus dokymeHma

/laHHOE PYKOBOACTBO KPAaTKO MOXHO UAEHTUPULMPOBATL COr/1acHO Tabaumue

Tabauua 1 - UgeHTUdUKaLMNA AOKYMEHTa

Ha3sBaHuWe g0KyMeHTa

«RT Protect EDR»
PyKoBOACTBO AgMUHUCTPATOpa

Bepcua goKkymeHTa

Bepcua 1.0.15

NaeHTudrKauma nporpammbl

COB «RT Protect EDR»

NaeHTuduKauma paspaboTymka

AO «PT-UHpopmaLmoHHaa 6e30nacHOCTb»

YpoBeHb goBepus

OueHoYHbIN ypoBeHb goBepus 3 (OYA3), ycuneHHbIN
KomnoHeHTamun ADV_IMP.2 «Peanunsauus ¢yHKumi
6e3onacHocTM o6bekTa oueHkn (PEO)», ADV_LLD.1
«OnucaTe/bHbI NPOEKT HMXHero yposHaA», ALC_FLR.1
«ba3oBoe ycTpaHeHue HegocTaTkoB», ALC TAT.1
«[TONHOCTBIO Onpepe/ieHHble MHCTPYMEHTa/IbHble CpeacTBa
pa3paboTku», AVA VLA.3 «YMepeHHO CTOMKMIN» U1
paclIMpeHHbIit kKomrnoHeHTamu ALC_UPI_EXT.1
«[poueaypbi

o6HOBeHMA 6a3bl pelwatowmnx npasua» u AMA_SIA_EXT.3
«JKCnepTu3a aHan3a BAMAHUA OOHOB/IeHMI H6asbl
peLuaroLwmx

npaBwma Ha 6e3onacHocTb OO».

OueHouHbIi ypoBeHb gosepus 3 (OYA3), ycuneHHbIN
KomnoHeHTamu ADV_FSP.4 «[MosHaA

dYyHKUMOHabHAA cneyundukayma», ADV_IMP.2
«[lo/HOe oTOOparkeHWe NpeACcTaB/1€HUA pean3auum
®BO», ADV_TDS.3 «ba30Bbii MOAY/IbHbI MPOEKT»,
ALC_CMC.4 «[Toapaep:kKa reHepauuu, npoueaypbl
npuemMku n astomatmsauma», ALC_FLR.1 «ba3osoe
ycTpaHeHue HegocTtaTtkoB», ALC TAT.1 «[ToAHOCTbIO
onpege/ieHHble MHCTPYMEeHTa/IbHble Cpe/CTBa
pa3paboTku», AVA VAN.5 «YCuaeHHbIM

MeTOANYECKUI aHa/IM3», PACLUMPEHHbIA KOMMOHEHTaMM
ADV_IMP_EXT.3 «Peannsauma OO»,

ALC_FPU_EXT.1 «[lpoueaypbl 06HOB/NEHMA
NMpOrpamMmmHoro obecnevyeHma MexxceTeBoro 3KkpaHa» u
AMA_SIA_EXT.3 «AHanu3 BAnAHMA OOHOB/I€HUIA Ha
6e30nacHOCTb MeXCeTeBOro 3KkpaHa»

FIRT
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NaeHTUdMKaLmsa M3 Mpodwuab 3awnTbl CUCTEM OBHAPYXEHMA BTOPXKEHUM
YPOBHA y3/1a TMNa «Y» 4eTBEPTOro K/1acca 3aluThbl.
NT.COB.Y4.M3. YtBepxaeH PCTIK Poccuu oT 3.02.2012r.

NaeHTUdMKaLma OK «TpeboBaHUA K cucTemam OBHapy»KeHUA BTOPXKEHW,
yTBepKAeHHble npukazom PCTIK Poccum o1 6 gekabps
2011r. N2 638.

FOCT P MCO/M3K 15408 MHDOPMALMOHHAA TEXHO/IOMUA.
MeTtopapl 1 cpeacTBa obecneyeHma 6e30nacHOCTH.
Kputepumn

OLLeHKM 6e30MacHOCTM MHPOPMALMOHHBIX TEXHO/IOTUM»

KAtouyeBble ¢/10Ba Cucrema obHapy»keHuAa BTop»KeHuit, COB, OY/A3

1.2 AHHOMaAyus 0oKymeHmd

AOKYMEHT npegHasHa4yeH A/A O3HAaKOM/IeHMA aAMWHUCTPATOpPOB CepBepa
yrpaB/ieHUA C TeXHUYeCKoM uHdopMaLmelt o nporpamme «RT Protect EDR» (ganee no
TEKCTY NPOrpaMma) U CoAepKUT obLyme cBegeHua O NporpammMe, OpraHn3aLMOHHO-
pacrnopAauTe/ibHble Mepbl, CBEAEHUA O CTPYKTYpe, ONMCAaHME HACTPOEK MPOrpaMmbl U
TEKCTbl COOOLLEHM, BblAaBaeMbIX B XOA€e BbIMO/NHEHUA HACTPOMKKU, MPOBEPKM, a

TaK)Ke O npouecce PyHKLUMOHUPOBAHMUA NPOrpPaMMbl.

1.3 TepmuHbI U onpedeseHuA

B HacToALWEM AOKYMEHTEe UCNO/Ib3YHOTCA TEPMUHbI U ONpeae/IeHUA COr/1IacHo
FrOCT P NCO/M3K 15408 «MHPOpMaunoHHasa TexHosoruAa. MeTtoabl U cpeacTBa
obecneyeHuna HesonacHOCTU. Kputepun oueHkn 6e30macHOCTM UHGOPMALMOHHBIX
TexHonorun» u FOCT P UCO/M3K 12207-2010 «MHPOpPMALMOHHAA TEXHO/OruA.
CuctemMHaas MW nporpamMmHas UHXeHepuA. [lpoueccbl  »KM3HEHHOro  LMK/a

NMpOrpaMMHbIX CpeaCTB» COr/IacHO Tabauue 2.

Tab/uua 2 — TepmuHbl U onpeae/ieHUs

TepmuH OnucaHue
A4MUHUCTPATOP YNO/IHOMOY€EHHbIH N0/1b30BaTe/lb, OTBETCTBEHHbIN 3
YCTAHOBRY, agMUHUCTPUPOBAHNE U SKCN/1yaTalUO NpOrpamMmmbl
BepudrKauma MpoBepKa u NoATBepKAeHue noagNnHHOCTH MO
PykoBoACTBO agMuHMUCcTpaTopa RT Protect EDR L o ect
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TepmuH

OnucaHue

[epeBo npouecca

Fpaduryeckoe oTobpaxkeHMe B3aMMOCBA3M NpoLecca-poauTens
W AOYepHero npotecca

AomeH

CumMBO/AbHOE 0603HaYeHre a/1a onpese/ieHHon 061acTu
BbIYUC/INTE/IbHOM CETU

3apgaHue no 6e3onacHoOCTH

COBOKYNMHOCTb TpeboBaHuii 6e30nacHOCTM U cneumduKaLmi,
npeAHa3Ha4YeHHanA 4/19 UCNO/Ib30BaHUA B Ka4eCTBE OCHOBbI A4/1A
OL,€HKM KOHKPEeTHOW NpOrpammbl

NHaMKaTOpbl aTak

MpaBuaa, C MOMOLLbIO KOTOPbIX aHA/IM3UPYETCA AUHAMUYECKARA
aKTMBHOCTb B 3aLimaemon UT-uHPpacTpyKkType Ha Haanume
aTak

MHAMKATOPbI KOMMPOMEeTaLMK

MpaBu/a, C NOMOLLbIO KOTOPbIX B MPOrpaMme OTC/1E€XKMBAETCA
06beKT (MM aKTUBHOCTD), KOTOPbIN C 60/1bLLION A0/1el
BEPOATHOCTU YKa3blBaeT Ha HECAHKLMOHUPOBAHHBIN A0CTYM K
cucTeme (TO eCTb ee KOMMNPOMETaLMHO)

NHcTaHuMpoBaHue

Co3paHue 3K3eMn/aApa Kaacca B NpOrpamMmmmnpoBaHUK.
3K3eMnaAp Kaacca — 3TO ONUCaHUE KOHKPETHOro 06beKTa B
namaATH

McnonHAembIn Moay /b
npouecca

Habop MHCTPYKLMIA, 3arpy»aemblil B BUAE UCTIO/NHAEMOro
daiina nam dll B npouecc

Hutu (Threads)

HavmeHbLas eguHuLa 06paboTKu, UCNO/IHEHWE KOTOPOM
MOXKeT ObITb Ha3HaYeHO A4POM OMnepaLMOHHON cucTembl. HUTH
MCMO/IHAIOTCA BHYTPU npoLecca

MarnHauma

CTpyKkTypMpOBaHue 60/bworo o6vema MHGopmMauumn Ha canTe,
nyTem ee pasAge/IeHuA Ha OTAe/IbHble CTPaHULbl, UHBIMU
C/10BaMM — MOCTPAHUYHBIN BbIBOA, AAHHbIX

Mo/anTnka 6e3onacHOCTH

COBOKYMHOCTb MPaBuW/, PEry/IMPYIOLLMX YNIPaB/AeHUE, 3aLLUTY U
pacnipegeneHne MHPOPMaLMOHHbIX Pecypcos,
KOHTPO/IMPYeMbIX MPOrpamMmmMon

Mpodwuab 3awmnThI

COBOKYMHOCTb TpeboBaHMi 6e30MacHOCTH A/1A MPOrpammbl

Mpouecc

B npocTeniumx TepMmnHax — 3TO UCNO/HAEMAs B ONepaLMOHHOM
cucTeme Nporpamma, akTueHbINM 06bekT OC, a MHave
noc/1eA0BaTe/IbHOCTb MHCTPYKLMI, ncnoaHaembix B OC
npegonpeaeneHHbiM 06pasom. B gaHHOM cayvae Taknmm
MHCTPYKLMAMU ByaeT nporpaMmHbIi Kog. Mporpamma byaet
Ha3blBaTbCA NPOLECCOM B TOM C/lyH4ae, eC/I1 3arpy»KaeTca B
NamMATb BMeCTEe CO BCEMU pecypCcamMu, KOTOpble HEOBXOAMMbI
AnA ee paboTbl

Pa3paboTumk

AO «PT-MHdopmaLMOHHaA 6e30nacHOCTb»

TokeH

ToKeH npeacTaB/AeT cOO0WM C/y4aHyHO CTPOKY, €
NpOW3BO/IbHbIM HAOOPOM CMMBO/10B, KOTOPAA C/YKUT K/IHOHOM
ANA BepudPUKaL KM areHTa Ha cepBepe NporpamMmbl. TOKeH
YHWKa/ZIeH AN1A KaXKA0ro areHTa

FIRT
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TepmuH

OnucaHue

Yrposa 6e3onacHocTu
nHpopmaLmm

COBOKYMHOCTb YC/10BUI U paKTOPOB, onpeaenatoLLmnx
MOTEHLMA/bHYO U/IM PeasibHO CYLLEeCTBYHOLLLYHO ONacHOCTb
HapyLLeHMA 6e30MacHOCTU MHPOopMaLLMK

dai/s0Bble CUrHATYpbI

[laHHble, ucnosb3yemble Aaa ngeHTMdUKaum uam NpoBepKu
cogepxumoro ¢ansa

®yHKLMM Be30MacHOCTH
nporpamMmsl

COBOKYMHOCTb BCeX PYHKLMI 6@30MacHOCTH NpOorpamMmbl,
HanpaBs/IeHHbIX HA OCYLLLEeCTB/IEHNE NO/MTUKM Be30NacHOCTH
(MB)

XelwmpoBaHue

MpeobpasoBaHue, NnponsBogMMOe xel-pyHKLmen

XocT

DNEeKTPOHHO-BbIMMC/IMTE/IbHAA MALLWHA, AB/AIOLLIAACA KOHEYHOM
TOYKOM BbIYUC/IUTE/IbHOMN CeTU. B y3KOM CMbIC/1€ XOCT — 3TO
ntoboe ycTponcTBO, NpeaocTaB/AtoLLee cepenucbl popmaTa
«K/IMEHT-CepBEp» B PEXMMeE cepBepa Mo KakMM-11Mbo
nHTepdercam 1 YHMKaibHO onpegenéHHoe Ha 3TuX
nHTepdencax

IBPUCTUYECKUIA aHaU3

COBOKYMHOCTb PYHKL MM aHTUBUPYCA, HaLle/IeHHbIX Ha
OOHapyKeHMe HeM3BEeCTHbIX BUPYCHbIM 6a3am BpeA0HOCHbIX
nporpamm. TepmuH 0603Ha4aeT 1 O4MH U3 KOHKPETHbIX
cnocoboB

DHTpOnUA

CTaTMCTUYECKMIM NapaMeTp, KOTOPbI NMOKa3blBAeT BEPOATHOCTb
BCTPeYaemMoCTH onpegenénnbix 6ainTos B daine

Active Directory

Mepapxmyeckn OpraHn3oBaHHOE XPaHW/ULLLE AaHHbIX 06
obbeKTax ceTn, obecneymBatoLlee yaobHble cpeacTBa 414
MOMUCKA U UCMO/Ib30BAHMA 3TUX AaHHbIX. KOMMblOTEp, Ha
KoTopom paboTtaet Active Directory, HasbiBaeTcA
KOHTpoa/1iepoM aomeHa. C Active Directory cBA3aHbl
NMpakTUYeCKM BCE afMUHUCTPATUBHbIE 3a4a4M

Alerts

OnoBelyeHne 06 aTake Ha 3alLumLLaeMyto MHGPACTPYKTYPY

Ansible

CucTtema ynpas/ieHnsa KOHOUrypaumMAaMm, HaNMCAHHAA Ha A3bIKe
nporpaMmmupoBaHnua Python, c ucnosb3osaHvem
AEK/ApaTUBHOIO A3blKa Pa3MeTKM A4/1A ONUCaHUA
KoHdurypaumii. lpumeHaeTca 41A aBTOMaTM3aL MM HaCTPOMKK
1 pa3BépTbIBaHUA MPOrpamMMHOro obecneyeHmsn

APT-aTaka

TepMUH Kubepbe3onacHOCTU, O3HAYAOLL MK 3/10YMBbILL/IEHHUKA,
06/1agatoLL,ero CoBpemMeHHbIM YPOBHEM CreLMa/ibHbIX 3HAHUI U
3HaYUTE/IbHBIMW pecypcamMu, KOTOpble NO3BO/IAOT eMy
CO34,aBaTb Yrpo3y onacHbIxX Kubepartak

AS-REP Roasting

ATaKa Ha Kerberos, npumeHaemas 4/1a y4eTHbIX 3anucein
no/b3oBaTe/iel, He TpebyroLKUX NpeABapUTe/IbHOM
ayTeHTUpUKaLum

Backend MporpaMmHo-annapaTHasa 4acTb CepBMUCa, OTBEYAIOLLAA 33
dYHKUMOHMPOBAHME ero BHyTPEeHHel YacTu
Code Signing LUndpposana nognmncb Koga — 31€KTPOHHbIN CepTUPUKaAT,
MO/Iy4€eHHbIN OT yA0CTOBEPAIOLLEro LeHTPa, NOATBEPXKAAtOLL U
6e30onacHOCTb NpOrpammbl
PykoBoACTBO agMuHMUCcTpaTopa RT Protect EDR L o ect
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TepmuH

OnucaHue

CSRSS

KaneHT-cepBepHanA nogcucTema BpeMeHM BbINO/HEHUA

Deb

PacwmpeHune uMéEH $ai10B «BUHaApPHbLIX» MaKeToOB A/1A
pacnpoCTpaHeHUs 1 YCTaHOBKM MPOrpaMMHOro obecneyeHua B
onepaunoHHOM cucTeme npoekTta Debian, u apyrux,
MCNO/Ib3YIOLWMX CUCTEMY YNpaB/eHuA naketamu dpkg

Desktop.ini

dann KOHPUrypaLmm, KOTOPbIA COAEPKUT AaHHbIE HACTPOEK
BHeLLHero Buaa cuctemHon nankm B OC Microsoft Windows:
3HaYOK, LBeT TeKCTa, GOHOBBIA PUCYHOK U T. 4.

Dfsrs

YTUAuTa, KOTOpas UCMNo/b3yeTca AN pacrnpese/IeHHOM
penavkauum parinos B OC Windows

DismHost

Mpouecc 06cnyxunBaHna o6pasos pa3BepTbiBaHUA U
ynpas/€HUA UMU. YTUANUTA, KOTOPaA UCMNO/b3yeTCa AA
06cny*kmBaHmAa obpasa Windows n ncnpae/neHua pasinyHbIX
OLWKMOBOK, CBA3AHHbIX C dparinamm obpasos Windows

DNS

KomnbtoTepHaAa pacnpegenérHana cuctema 41Aa noayyeHma
MHPOpMaLMM O AOMEHAX

Docker

MporpammHoe obecneyeHne ana aBTOMaTU3aLUK
pa3BEépPTbIBaHWA U YNPpaB/IEHNUA MPUIOXKEHUAMU B Cpesax C
NoAAEPX KON KOHTEMHepU3aLmn, KOHTeMHepu3aTop
MPUNOXKEHUI

Elasticsearch

TMpamMpyelvlaﬂ CBO6OAH3FI nporpamMmMHan NOMCKOBaA CUCTeMa

Endpoint KoHeyHan To4Ka ceTeBOWM CBA3M, y3e/1 CeTH

Enum Mepeyncaaemblit TUM AAHHBIX, Yb€ MHOXKECTBO 3HaYEeHUI
npeacTas/nAeT co60M OrpaHMYEHHbIN CMUMCOK UAGHTUPUKATOPOB

ETW (Event Tracing for Windows) — 3To cucTeMmHbIi KoMnoHeHT OC
Windows, KOTOpbI UICMO/b3YeTCA A4/1A ANArHOCTUKU, OT/NIAAKMN U
nccaeA0BaHUA NPOU3BOAUTE/IbHOCTU TeX UK UHbIX YacTen OC,
a TaK»Ke MpUI0XKeHU

Frontend KAneHTCKasa cTopoHa no/1b30BaTe/NbCKOro uHTepdeica K

nporpaMMHO-annapaTHOM 4acTu cepBuca

Golden ticket

ATaKa, 3aK/to4aoLWwanca B noaydenun TGT-6uneta, KOTOpbIN
NMO3BO/IAET B CBOIO O4epesb HeOrpaHUYeHHO BblAaBaTb buaeTsl,
4YTO AaeT BO3MOXHOCTb 3/10YMbILLI/IEHHUKY MO/y4YUTb AOCTYMN KO
BCEMY A OMEHY

HTTPS Pacwmpenune npotokosa HTTP gaa nogaepku WMppoBaHmA B
Lle/1AX NoBblLLeHnA 6e30nacHOCTH

ICACLS YTuamnta Windows, KoTopas no3sBo/1AeT 0TobpaxaTb Uin
M3MEHATb CMUCKM yripaB/eHus goctynom (Access Control Lists
(ACLs) Kk daiinam 1 nankam ¢ai10Bol cucTembl

Imphash XeLl uMnopTupyembix 6ubanotex

Informational alerts

OnoBeLleHus 0 COObITUAX, MPAMO He YrPOKaoLLMX
6e3onacHOCTU MHGPACTPYKTYPSI

PykoBogactBo agmuHuctpatopa RT Protect EDR L 1 Protect
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TepmuH OnucaHue

Inhibit System Recovery TexHuka aTtaku no metogonorum MITRE, koTopasn
npegnosaraeT OTK/O4YeHUe C1yX0, OTBeYaoLW X 3a
BOCCTaHOB/IEHME OMepaLMOHHON CUCTEMBbI

Int LLe/04nCcAeHHbI TUN AaHHbIX, OAWH U3 MPOCTENLLIMX U CAMbIX
pacnpocTpaHEHHbIX TUMOB AaHHbIX B A3bIKaX
nporpaMmmupoBaHua. CTyXUT AaA NpeaCcTaB/I€HUA Lie/IbIX Yncen

Int64 INt64 ABAsSETCA HEM3MEHAEMbIM TUMOM AaHHbIX,
npeACTaB/ALWMM COOOM Lie/ible YUC/1a CO 3HAKOM B AManasoHe
OT OTpULATE/IbHOIrO 3Ha4YeHUA -9223372036854775808
(Int64.MinValue) 40 N0/0XUTE/ILHOrO 3Ha4YeHUA 9 223 372 036
854 775 807 (Int64.MaxValue)

JSON TekcToBbIM pOpMaT 06MEHa A4aHHbIMM, OCHOBAHHbIN Ha
JavaScript
JSON-06BeKT Heynopsago4eHHblit Habop nap kato4/3HaveHne. O6beKT

HaYMHaeTCA C OTKpbIBatoLLel GUrypHOM CKOBKM { 1
3aKaH4MBaeTCA 3aKkpbiBatoLel GUrypHoi ckobkolt }. Kaxpgoe
MMA CONPOBOXAAETCA ABOETOYMEM, MAPbl K/OY/3HaYeHne
pa3aenAnTca 3anAaTom

Kerberoasting Tun ataku Ha Kerberos, npy1 KOTOPOM ayTeHTUPULUPOBAHHbLIN B
AOMEHe M0/1b30BaTe/Ib MOXKeT 3anpocuTb BuaeT a41Aa gocTyna K
cepsucy TGS (Ticket Granting Service). TGS 3awudposaH
XelemM Napo/s y4eTHOM 3anucu, OT KOTOPOM 3anyLLLeH Le/1eBOM
CepBUC. 310YMbILL/IEHHUK, MONY4MB Takum obpasom TGS-6uner,
Tenepb MOXeT paclunppoBaThb ero, no4bupana Nnapo/b u He
60Acb 6/10KMPOBKM, MOCKO/BKY AenaeT 3To odpdaiiH. MNpu
yCnewHOM UCXOAe 3/10yMbILL/IEHHUK NO/Ay4aeT napo/b OT
aCCOLUMMPOBAHHOM C CEPBUCOM YH4ETHOM 3anuncu, KoTopas
3a4acTy'o ABAAETCA NPUBU/IETMPOBAHHOM

Kerberos CeTeBOM NPOTOKO/ ayTEHTUPUKALMM, KOTOPbIN Npea/iaraeT
MeXaHM3M B3aMMHOM ayTeHTUPUKALUK KAMEHTA U cepBepa
nepes yCTaHOB/IEHUMEM CBA3U MEXAY HUMU, NPU4éM B
NMPOTOKO/IE YYTEH TOT PaKT, YTO Ha4a/IbHbI OOMeH
nHdopmaLlmen Mexay KIMEeHTOM 1 CepBEPOM NPOUCXOAUT B
He3alULLEHHOM cpeje, a nepesaBaemMble NakeTbl MOryT ObITb
nepexsayeHbl U MOAUPULMPOBAHDI

Linux CemeictBo Unix-nog06HbIX ONepaLmnoHHbIX cucTem Ha H6ase
Aapa Linux
Malware Bazaar MpoekT caiTta abuse.ch, ueablo KoToporo AenseTca obmeH

obpasuamu BpegoHocHoro N0 ¢ coobuectsom
nHGopmMaLMOHHOM He30nacHOCTH, NOCTaBLLMKaMM
AHTUBUPYCHBIX NPOrpamMMm U NOCTaBLUMKaMKU MHPopMaLmMm 06

yrposax
MDs 128-OUTHBIIA 3/IFOPUTM XeLLMPOBAHUA
PyKkoBoacTBO agmuHuctpatopa RT Protect EDR L o ect
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TepmuH

OnucaHue

NTFS

CTaHgapTHaA dainoBas cuctema 419 ceMencTBa
onepaumoHHbix cructem Windows NT pupmbl Microsoft. NTFS
noasep KMBaeT XpaHeHe MeTagaHHbIX

Parent PID Spoofing

TexHWKa aTaku, Npeano/iaraLwas MaHUMyAALUN C TOKEHOM
A0CTyna npouecca

Powershell.exe

YTuauta gaa 3anycka MHPPaCcTPYKTypbl yNpaB/ieHUA
KOHUrypaumen u aBTomaTtmsauum 3agay Microsoft.
NHPpacTpyKTypa Powershell coctouT 13 060/104KM KOMaHAHOM
CTPOKM U CBA3AHHOIO A3bIKa CL,eHapueB

Powershell_ise.exe

WMHTerpupoBaHHas cpega cueHapumes (ISE) Windows
PowerShell. F'paduyeckoe npuioxeHue, N03BoO/IAOLLLEE YNTATD,
MUCaThb, BbIMO/IHATb, OT/IAXKMBATb U TECTUPOBATb CLLEHapUn U
MOAY/n B cpeae C rpapuyeckum uHTepdencom

Prefetcher

KomnoHeHT onepaumoHHoi cuctembl Microsoft Windows,
YCKOPAIOLLMIA NpoLecc eé Hava/IbHOM 3arpy3Ku, a Takxke
COKpaLLaoLLIMIi BpeMA 3arnycka Nporpamm

Pwsh.exe

HoBoe nma ytuamntel Powershell.exe, HaumMHana c Bepcum 6

SSDEEP

A/'IFOPVITM HEYETKOro XewnpoBsaHuA

TCP

OAWH 13 OCHOBHbIX MPOTOKO/I0B NepeAayn AaHHbIX MHTEPHETa.
MpeaHasHa4eH AaA ynpasB/ieHns nepesgaden AaHHblX MHTepHeTa.
MakeTbl B TCP Ha3biBatOTCA cCermeHTamu. B cTeke npoToKo/108
TCP/IP BbINOAHAET GYHKLMM TPAHCMOPTHOrO YPOBHA MOZe/ U
Osl

TGS

Cny»k6a Bblgayuu paspeLueHmnii Ha 4OCTYM K Oonpeae/IeHHOMY
ceTeBOMY pecypcy no npoTtokoy Kerberos

Timestamp

MocneaoBaTe/IbHOCTb CMMBO/10B U/IM 3aKOAUPOBaHHOM
MHPOpMaL MM, NOKA3bIBAIOLLLEN, KOT4a MPOMU30LL/IO
onpepenénHoe cobbiTne. OBbIMHO NOKa3bIBaeT AaTy U BpeMs

TiWorker

WraTHbIi npouecc OC Windows, oTBevatoLmii 3a paboty
MOAY/1A MOUCKA U MHCTAAAALUU OOHOB/IEHUI B CKPbITOM
pexume

TLSH

BepoATHOCTHbIN aArOpUTM XeLUMpOBaHUA

Trustedlnstaller

Cny»x6a Windows gas ycTaHOBKM Mogay/iel, paboTatoLad no
TexHosnornm Windows Resource Protection. Cry»k6a oTBevaer
3a 6e30nacHOCTb AOCTYNA K CUCTEMHbIM ¢alinam

Ubuntu

Anctpubytns GNU/Linux, ocHoBaHHbIM Ha Debian GNU/Linux

Unsigned

MognduKaTop L,e/104UCIEHHOMO TUMA AAHHbIX, KOTOPbIN
MOKa3blBAET, YTO 3HAYEHMNE HE MOXKET ObITb OTpUL,ATE/IbHBIM

UTC

BcemunpHoe KoopanHMpoBaHHOe Bpemsa — CTaHAapT, Nno
KOTOpOMY 06L,eCcTBO peryampyeT 4acbl U Bpema. OT/mM4aeTca
Ha Le/10€ KO/IN4eCTBO CeKYH/, OT aTOMHOro BpeMeHU 1 Ha
APOBHOE KO/IM4eCTBO CeKyH/, OT BCeMUPHOro Bpemerun UT1
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TepmuH

OnucaHue

UulID

CTaHAapT MAeHTUPUKALMM, UCNO/b3YEMbIN B CO34aHUM
nporpaMmmHoro obecneveHus, CTaHAAPTU3MPOBaHHbIN Open
Software Foundation (OSF) kak Yactb DCE - cpegpl
pacripegenéHHbiX Bbldnc/ieHnin. OCHOBHOe Ha3HaveHue UUID -
3TO NO3BO/ITb pacrnpeae/N€HHbIM CUCTEMAM YHUKA/IbHO
naeHTndunumpoBatb nHpopmaumio 6e3 LeHTpa KoopAnHaL MK

VirusTotal

BecnnatHaAa cny»x6a, ocylecTBAAOWAA aHaM3
noAo03puTe/IbHbIX dpainoB u ccbiiok (URL) Ha npeameT
BbIfIB/IEHWNA BUPYCOB, YepBen, TPOAHOB 1 BCEBO3MOXHbIX
BP€A0HOCHbIX MpOorpamm

Web-cepsep

Cepsep, npMHUMatoLWmnin HTTP-3anpockl OT K/IMEHTOB, Yallie
Bcero Be6-6pay3epos, u BbigatoLlmnii HTTP-oTBeTbI, Kak
npaswi0, BMecTe ¢ HTML-cTpanuuen, nsobpaxenmem, paniom,
MeAna-noTOKOM W/U APYrMMU AAHHBIMU

WHOIS

CeTeBOM NPOTOKO/ NMPUKAAAHOrO YPOBHA, 6a3MpyoLwwmiica Ha
npotoko/se TCP. OcHOBHOE NpuUMeHeHue — rno/y4eHue
pPerncTpaLMOHHbIX A4aHHbIX O B/IAAEe/1bLAX AOMEHHbIX UMEH, |P-
aApecoB M aBTOHOMHbIX CUCTEM

Windows

Fpynna ceMencTB KOMMEPYECKUX OMePaALMOHHBIX CUCTEM
kopnopauuu Microsoft, OpueHTMpPOBaHHbIX Ha ynpas/ieHue ¢
nomoLbio rpaduyeckoro nHtepdenica

WMI

NHcTpymeHTapuit ynpasieHua Windows. OgHa 13 6a30BbIx
TEXHO/I0TUM A/1A LEHTPA/IM30BAHHOIO YNPaB/IEHUA U C/IEXKEHUA
3a paboToM pas/IMYHbIX YacTeN KOMMbIOTEPHOM
MHPaACTPYKTYPbI NOA ynpaBaeHnem naatpopmsl Windows
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1.4 Yc108Hble 0603Ha4YeHuUs
YcnoBHble 0603HayeHus, NpUMEHAeMble B AOKYMEHTe, MNpeAcCTaB/eHbl B

Tabauye 3.

Tab/uuya 3 - Yc/10BHble 0603Ha4eHus

O6o03HayeHHne Onucanune
MPOMUCHBIE BYKBbI AKpPOHMMbI, abbpeBnaTypei
«Times New Roman» Ha3BaHWA AOKYMEHTOB, KOMaHZ, KaTasoros, Gai/10B U T.4.
YKUpHbIiA WpnUdT NMognucy Tab/aunL, pUCYHKOB, HAa3BaHUA pa3Ae/os,
noapasAenos, MYHKTOB U NMOAMYHKTOB, Ha3BaHWE KHOMOK MEHHO
MOAY/A 3AMUHUCTPUPOBAHUA NPOrpamMmbl
= O603Ha4YeHNA KHOMOK MeHHo, ornepaLuit MoAy A
a4 MVHUCTPUPOBAHUA NPOrpamMmbl
Times New Roman/Times New | [lepeunc/ierve anbTepHaTUBHbIX BApUAHTOB, NyTb MEHIO, MyTb
Roman daiina
MHPopmauma, TpebyroLaa BHUMaHUA N0/1b30BaTeA
== NMpumeyaHue
MHdopmaumsa, cBA3aHHAA C BaXKHbIMU KOHOUIYpPaLUMOHHbBIMU
HacTpoMkamu n ocobeHHocTAMM paboTbl EDR
r Ba)xHO
PekoMeHgaLumMu U NMpeAno/oKeHNA, KOTOpble MOryT MOMOYb B
pabote c EDR
PykoBoACTBO agMuHMUCcTpaTopa RT Protect EDR L o ect
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2.1 HasHa4yeHue u apxumekmypd npozpaMmbl

RT Protect EDR - 310 cuctema /1A 0O6Hapy»KeHusA Le/neHanpaB/IeHHbIX aTaK Ha
KOHEeYHbIX ycTponcTBax. OHa obecneunBaeT ObICTpoe OOHapyKeHue BTOPXKEeHWUW,
3pdeKkTMBHOE aBTOMATU4eCKOe MNpPOTMBOAENCTBUE, HArAAHYIO BU3ya/M3auUIo
COObITUM M  MHUMAEHTOB, a TakxKe cbop UuMbpPOBLIX YAMK U TLATe/IbHOe
pacciegoBaHue MHUMAEHTOB M MOUCK aHOMA/IbHOM aKTUBHOCTM.

[porpamma reHepupyeT npeaynpexaeHusa 411 npoBeaeHna pacc/1e40BaHUM
COTPYAHMKaMM MHGOPMALMOHHOM 6e30nacHOCTM Ha OCHOBE AaHHbIX, MOCTYMMBLUMX
OT KOHEYHbIX cMcTeM (XOCTOB) B 3aLLMLLLAEMOM BbIYUC/IUTE/IBHOM CeTU. B pe3y/ibTaTte
paccieaoBaHUA COTPYAHUK, MPOBOAALLMA SKCMEPTHYHO OLLEHKY COObITMA, MOXeT
onpege/uTb, ABAAETCA /M COObITUE HeCyWwMM Yrpo3sy WAW HeT, U MpeAnpUHATbL
COOTBETCTBYHOLLME ACUCTBUA.

«RT Protect EDR» uMmeeT K/IMeHT-CEpBEPHYIO apXUTEKTYPY.

KaneHTckasa 4acTb nporpamMmbl  GyHKUMOHMPYET nog yrnpassieHnem OC
Windows Bepcuii 7, 8, 8.1, 10, 11, Windows Server 2008 v Bbie, OC Linux pas/siMyHbIx
Bepcui. KAMEeHT ycTaHaB/MBaeTCA Ha OTAe/IbHble YyCTpPOMCTBAa 3awumwaemon IT-
MHOPACTPYKTYpbl (4asee areHT).

CepBepHana 4acTb nporpaMmmbl GyHKLMOHMPYeT nog ynpasieHunem OC Linux
Ubuntu 20.04.5 LTS Ha cepBepe npeanpuATUA-U3roToBUTENA. B Takom cayyae
3aKa3uMKy npeaocTaBAAeTCcA AOCTYNM K CepBepHOMY KOMMOHEHTY WU  ero

MHCTPYMEHTaM Kak ycayra.

rA MpumeyaHue
LJ [fporpamma MOXeT MOCTaB/ATbCA B COCTaBe OTAE/IbHOro annapaTtHo-
nporpamMmmHoOro KOMI/1€KCa, pa3Bopa4vinBaemoro Ha TeEppUTOPpUMN

3aKasyuKa.
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KaneHTCckas 4YacTb nporpamMmbl  He  COAEPXUT B CBOEM  COCTaBe
3aMMCTBOBAHHbIX KOMMOHEHTOB 6e3 NcxoAHOro Koga. Bce KOMNoHeHTbl cobuparoTca
M3 UCXOAHOrO KoAa.

Mporpamma npegHasHaveHa gaa 06paboTku nHdopmauun, He ABAAIOLLENCA
CEeKpETHOMN.

[MporpamMmma nmeet MHOrodyHKLMOHA/IbHbIN M0/1b30BaTE/IbCKUA MHTEpdEnc u
noApasymMeBaeT Ha/im4me c1eayroLwWmx po/en no/b3oBaTes:

AAMMHUCTPATOP — BbLINO/IHAGT YCTAHOBKY W KOPPEKTHYIHO HACTPOMKY
nMporpamMmmbl B COOTBETCTBMM C HACTOALWMM PYKOBOACTBOM, @ TaKXe OTBeYaeT 3a
06HOB/I@HWE NPOrpamMMHbIX KOMMOHeHTOB EDR;

AHaZMTUK — MO/Ib30BaTe/b, OTBETCTBEHHbIM 3@ aHa/M3 MOCTynaloWmx OT
NMPOrpammbl AaHHbIX. AHA/IMTUK MPUHMMAET peLUEeHUA MO Aa/IbHENLLEeN peakuMm Ha
OobHapy»KeHHble yrpo3bl;

Onepatop noucKa Yrpo3 — BbINO/IHAET MPOAKTUBHbIA MOUCK Yrpo3 B
3al ML, aeMon NporpamMmmon MHPPACTPYKTYPE;

Mosb3oBaTe/b — COTPYAHMK, BbIMO/NHAKOWMK paboTy Ha MNepcoHa/IbHOM
KOMMbIOTEpe, Ha KOTOPOM YCTAaHOB/€H MOAy/b areHTa. [lonb3oBaTesnb He
B3aMMOAENCTBYeT C M3aennem HanpAamylo, emy AOCTYMHbl TO/IbKO OMOBELLEeHWUA B

06/1acTn yBegoM1eHuA naHeam 3aga4 OC 0 COCTOAHMM 3aLLMLLAeMOM MALLUMHBI.

2.2 OPyHKYUOHA/1bHbIE 803MOMHOCMU 8 Yacmu COB

Mporpamma obecneunBaeT cregyowme PyHKLMOHA/IbHbIE BO3MOXHOCTU B
yactn COB:

—cbop wuvHPopmaumm o ceTeBOM TpaduKe, npoxogAwem 4epes
KOHTpo/impyemble y3/bl UG

— cbop umHPopmaumm O CcOObITUAX, PerucTpUpyemMbiX B XKYypHasax ayAuTa

onepaunoHHoi cuctemsl (OC), npuraagHoro MNo;
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— cbop MHPOopmaLmm 0 BbiI30BE PYHKLMI 1 OOPALLLEHUMN K pecypcamM CUCTEMBI;

— BbIMO/IHEHME aHa/InM3a COOBPaHHbIX AAHHbIX O CeTeBOM TpaduKe B pexume,
6/M3KOM K peaZibHOMY BPeMEeHMU, 1 Mo pe3y/ibTaTaM aHa/m3a pukcauma nHopmauum
O AaTe M BpEeMeHW, pesy/abTaTe aHa/iu3a, UAEHTUPUKATOpe MCTOYHMKA AAHHbIX,
MPOTOKO/1€, UCMO/Ib3YeMOM f/18 MPOBEAEHNA BTOPXKEHUS;

— ObHapy»XeHne BTOPKEeHMA MO OTHOLLEHUIO K KOHTPO/MpyembimM y3nam MC B
pexume, 6/IM3KOM K pea/ibHOMY BPEMEHM, HAa YPOBHE OTAe/IbHbIX Y3/10B;

— aHa/M3 COOPaHHbIX AAHHBIX A7 OOHAPYXKEHUA KOMMbIOTEPHbLIX BTOPXKEHUM
C UCMO/Ib30BAHNEM CUFHATYPHOrO M 3BPUCTUHECKUX METOA0B;

—aHaznM3 COOpaHHbIX AdHHBIX C LUe/blo  OOHAapy)KeHUA BTOPXEeHW C
MCMO/Ib30BaHMEM 3BPUCTUYECKMX MEeTOA0B, OCHOBAHHbIX Ha METOAAX BbIAB/EHUA
aHOMaZM CceTeBOro TpaduKka M aHOMa/MA B AEUCTBUAX noab3osatenda WNC, Ha
334aHHOM ypPOBHe 3BPUCTUYECKOro aHa/In3a;

— PukcaumnAa dpakTa obHapyKEHUA BTOPXKEHUN WM HapyLLeHu 6e30MacHOCTH
B KYPHa/sax ayAuTa;

— yBeAOM/IEHME  3aAMMUHUCTpPATOpa  nporpammbl 06  OBHapy»KeHHbIX
BTOP)KEHUAX M HapylleHuAX 6e30MacHOCTU C MOMOLbID OTOOparKeHUA KapTO4Ku
COBbITUA B KOHCO/IM YNPaB/I€HUS;

— OOHapyKeHne BTOP)KEHWM Ha OCHOBE aHa/sM3a C1ykebHou uHdopmauum
NPOTOKO/I0B CETEBOro YPOBHsA, 6a30BOM 3Ta/IOHHOM MOAe/1M B3aUMOCBA3U OTKPbITbIX
cncTem;

— aBTOMaTU3UPOBaHHOE 0OHOB/IeHKe 6a3sbl peLLaoLLUX NpaBu/;

— Hazmume nHtepdenca agMMHUCTPUPOBAHUS;

— BO3MOXHOCTb YMNO/IHOMOYEHHBIM aAMUHUCTPaTOpaM (pPo/AM) ynpaB/sATb
peXUMOM BbINO/HEHUA PYHKLMIA He30nacHOCTU NpOrpamMmbl;

— BO3MOXXHOCTb YMNO/IHOMOYEHHbIM aAgMUHUCTPaTopaM (pPo/AM) ynpaB/sATb

AQHHBIMW MPOrpaMmbl, UCMO/b3yeMbIMU PYHKLUAMM Be30nacHOCTYH;
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— NnoAAepXKa onpese/sieHHbIX po/aen ANA NporpamMmbl U MX accoumauma ¢
KOHKPETHbIMU a4 MUHUCTPATOPamMu U no/sb3osatenamu UG

— yrpas/ieHne AaHHbIMM  PYHKUMKM 6e30nacHOCTM nporpamMmbl B Y4acTu
YCTaHOB/IEHMA U KOHTPO/IA OFPaHUYEHUIN HA 3TU AaHHbIE;

— TecTUpoBaHue (CamoTecTUpoBaHUe) GYHKL MM 6E30MacHOCTU MPOrpamMmbl;

— reHepauua 3anucen ayguTa A1a cobblTuii, NOTEHLMA/IbHO MOoABEpraeMblX
ayanTy;

— BO3MOXHOCTb YT€HUA MHPOpMaL MK U3 3anncen ayauTa;

— accouMaLmA Kaxkaoro cobbiTuA ayauta C naeHTMPurKaTopom cybbekTa, ero
MHULMMPOBABLLErO;

— OrpaHuyeHne A0CTyna K YTEHUIO 3anncen ayanTa;

— NOUCK, COPTUPOBKa, YNOpAAOYEHME AAHHbIX ayauTa.

Bce KOMNOHEHTbI Mporpammbl 06/134a0T C/1e4yOWUMN GYHKLMOHA/IbHBIMU
BO3MOXHOCTAMM:

— OCyW,ecTB/AT  3awmty  (COBMECTHO C  MexaHu3MamMu  cpegpbl
bYHKUMOHUPOBAHUA) COBCTBEHHON MPOrpamMMHOM M MHPOPMALMOHHOM YacTu OT
BMeLLAaTe/IbCTBa;

— AOMNYCKAOT HACTPOMKY CBOMX NMapameTpOB CO CTOPOHbl agMUHUCTPATOPA
6e3onacHoCTY;

— BEAYT KYpHa/a ayauTa (B TOM YUC/Ie OCYLLECTB/AIT PErncTPaLMIO MOMbITOK

M3MeHEeHMA KOHPUIypaLmum, a TaK»Ke MOMbITOK 40CTYNa K KOMMNOHEHTAM U AaHHbIM).

2.3 PYHKYUOHA/TbHbIE B0O3MOWHOCMU 8 YACmU aHmMusupycHol 3auyumel

Mporpamma obecneunBaeT cregyowme PyHKLMOHA/IbHbIE BO3MOXHOCTU B
yactn CAB3:

—npoBepkn B ¢annoBbix 064acTAX HOcUTenen uHbOpmaumMmM C  Le/blo
0bHapy»keHuA 3apaxeHHbIX KB 06beKToB;

— NPOBEpKa C Le/1bio 0O6HapyKeHUA 3apa*keHHbIx KB 06beKTOB No KOMaHAe;
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— NPOBEPKa C Le/bio 0O6HapyKeHMA 3apa*keHHbIX KB 06 beKTOB CMrHaTypHbIMU
MeTogamu;

— MO/ly4eHue U yCcTaHoBKa ObHOBAeHun B/ MKB 6e3 npumeHeHusa cpeacTs
aBTOMaTM3aLuy;

— reHepauuA 3anucuK ayanTa aaa cobbiTuin, NogBepraemMbix ayauTy;

— YTeHne nHPopmaLumm 13 3anncen ayauTa;

— accoumauuma cobbITui ayamTta C ugeHTUbMKaTopamu CybbeKToB;

— OrpaHuyeHne A0CTyna K YTEHUIO 3anucen ayanTa;

— NOUCK, COPTUPOBKA, YNOPAAOYEHME AAHHbIX AYAUTS;

— ynpaB/ieHne yno/IHOMOYEHHbIMW MO/1b30BATE/IAMU PEXUMOM BbINO/IHEHUSA
dyHKUMIM 6Ge30MacHOCTU NPOrpamMmbl;

— ynpaB/eHne  yno/IHOMOYEeHHbIMWM  M0/b30BaTe/IAMM  MapameTpamu
HacTpoMKM GyHKUMIM 6e30MacHOCTM NPOrpaMmbi;

— NoAAepKKa onpeaesnieHHbIX po/aeni ANA NporpamMmbl U MX accoumauma ¢

KOHKPE€THbIMWN aAMUHUCTPATOPpaMH 6e3onacHoCTU 1 noab3osaTenamm UC.
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3.1 Obwue ceedeHus

Mporpamma nocTaB/aAeTCcA 3aKa3yMKy Ha OCHOBAHMU A0roBOpa O MOCTABKe,
3aK/IlOYEHHOr O MeXK Ay 3aKa34yMKoM U npaBoobiagaTtesnem.

CBegeHMA O TMOpAAKe NpeaoCTaB/IeHUA MNpPOrpamMmbl, ee O0OHOB/IEHUM,
rapaHTUMHbIX 00A3aTe/bCTBax, W MOPAAKE HaMpaB/eHUsA pek/slamMaumii  oT
noTpebuTe s onucaHbl B 4OKyMeHTe «PopMyiap».

Mporpamma U AOKYMEHTaUMA Ha Hee XPaHATCA Ha cepBepe npeanpuATUsA-
U3roTOBUTEA.

MocTaBKa BO3MOXHA B /,ByX BapuaHTax.

I'IporpaMtvla NnoCTaB/1AE€TCA 3aKaB‘—lVIKy COor/1aCHO KOMMN/NEKTHOCTU NOCTABKMU.

3.2 KomnsekmHocme nocmasku
KOMN/AIEKTHOCTb MOCTaBKM A4/1A Kax40ro BapuaHTa npeacTaB/ieHa B Tabauue 4

nTabamues.

Ta6/u1ua 4 — KoMn/IeKTHOCTb NOCTaBKU (BapuaHT 1)

O603HaueHune HanmeHoBaHue Kon. MpumeuyaHue
-01 Cnctema obHapyKeHUs BTOPXKeHui MocTas/iseTcs no
«RT Protect EDR» Mogy/b areHTa cetu
! (nakert-
YCTQHOBLLMK)
Cucrema obHapyXeHUA BTOPXKEeHU AlocTyn K
«RT Protect EDR» MOZAY/IHO KaK
Moay/b a4MUHUCTPUPOBAHUA C 1 yeayra
KOHCO/IbtO Ha cepBepe™*
-0130 01 Cucrema obHapyXeHUA BTOPXKEeHU MocTaBAseTcs B
«RT Protect EDR» MeYaTHOM BUge
dopmynap 1 (dopmart A4)
-20 01 Cuctema obHapyKeHuA BTOPKeHUI 1 [NocTaBasaeTcAa no
«RT Protect EDR» ceTtu

KoMMN/eKT 3KCnyaTauMOHHbIX
AOKYMEHTOB COr/1aCHO BE€40MOCTU

24
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*He BXO4AUT B KOMII/IEKT MNOCTaBKMU.

npeanpuaTua-usrotosutens Mo.

Tab6/u1ua 5 - KOMn/IeKTHOCTb NOCTaBKM ( BAPUAHT 2 )

Pa3sopaunBaeTca

Ha cepBepe

O603HayeHue

HauvmeHoBaHue

Kon.

MpumeyaHue

«RT Protect EDR »

[TocTaBasaeTca no

AOKYMEHTOB COr/1aCHO B€40MOCTHU

24

Mogaynb areHTa cetn
(nakeT msi)
«RT Protect EDR» PasBopauusaetc
Mogay b agMMHUCTPUPOBAHUA C A1 Ha cepBepe
KOHCO/IbIO Ha cepBepe 1 NpeAnpusATUS
3aKa3uuKa
-0130 01 «RT Protect EDR » 1 MocTaBnsAeTcs B
Popmynap rneyaTHOM Buae
(dopmat A4)
-0120 01 «RT Protect EDR» 1 lMocTaBasAeTcAa no
KomnaeKT sKcn/yaTauMoHHbIX cetu

3.2.1. [lpoyedypebl u Mepbl 6€30NACHOCMU NpUu pdChPOCMpPdHEHUU NPOPAMMbl K Mecmy
Hd3HavyeHus

Mpoueaypbl U mMepbl 6€30MacHOCTM MpU PacnpoCTpaHEeHUM NPOrpamMmbl K

MeCTY Ha3HaYeHMA PEeLlatoT C/1eAYHOLLIMe 3a4a4M:

— obecneymBaloT UAEGHTUPUKALMIO U LEe/I0CTHOCTb NMPOrpaMmbl BO BpeMmsA

rnepechbl/IKu;

— obecneyumBaroT

nporpammbi;

obHapyxeHue

HECAHKLMOHUPOBAHHbIX

MoguduKalmim

— NPpenATCTBYKOT NONbITKaM NO4MeEHbI NpOrpaMmmbl OT UMEHU pa3pa60TqMKa.

PykoBogactBo agmuHuctpatopa RT Protect EDR
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4.1 Obwjue ceedeHUA

MporpaMmma MMeeT K/IUeHT-CePBEPHYIO apXUTEKTYPY.

K/AMeHTCKaA YacTb CMCTEMbI — 3TO CUCTEMHBIN areHT NoBeeHYeCKOro aHa/In3a,
KOTOpbI paboTaeT Ha KOHEYHOM KOMMblOTepe mno/ab3oBaTens (endpoint) B
cnepyrowmnx OC:

— Microsoft Windows 7 u Bbiwwe (pa3pAgHOCTb: 64-6uTa u 32-6uta);

— Microsoft Windows Server 2008 u BbliLLe;

— Linux Ubuntu 20.04.5 LTS ¢ agpom linux-5.15.0;

— Debian GNU/Linux 11 (bullseye) [Linux 5.10.0-19-amd64 x86_64];

— OC Linux Ubuntu 18.04;

— Astra SE1.7_x86-64;

— Red 0OS 7.3.

AreHT CnpoOeKTMpPOBaH TakuMM 06pasom, 4YTOObl NpUHMMATL OT CepBepa
npaBu/ia aHa/av3a W aApyryro uHPopmaumio, HeobXxoauMyt A/A BbIAB/AEHUA U
pearMpoBaHuA Ha yrpo3bl.

AreHT BBOAUT OOBEKTHYIO MOAe/b U nHTepdpenc B3aumoaencTBma ¢ Hel no
CeTu, KOTOpbIi NpeaoCTaB/AeTCA B PacCnopAKeHuWe cepBepa M MNoCpeacTBOM
KOTOpPOro cepBep MOXeT MnepeaaBaTb HAa KOHEYHble KOMMbIOTEpbl MpaBu/ia
NoBeAEHYeCKOro aHa/zn3a, CTaBUTb Ha KOHTPO/Ib OMnpege/ieHHble TOYKU CUCTEMbI,
334,aBaTb PeaKLUMIO Ha onpege/ieHHble COObITMA, @ TaKXe MNo/ay4aTb CTAaTUCTUKY
CMCTEMHOM aKTUMBHOCTM KOHEYHOro KOMMbloTepa, cobupatb, 0606waTte v npwu
HeobX0AMMOCTU MPEeAOCTaBAATb  AAMMHUCTPATOPY (QHAZIMTUKY) BO3MOXKHOCTb
AVHAMMYECKM ee OTC/IeXKMNBATD.

TexHU4ecKH, K/AMEeHT npeacTaBaseTr cobon nporpaMmMHOe CpeacTBO,
YyCTaHaB/IMBaeMOe Ha KOMMbIOTEpe KOHEYHOrO Mo/1b30BaTe/A C Le/Iblo BbIAB/I€HUA U

60pb6bI € BpegoHOCHbIM MO 1 BO3MOXKHBbIMM aTakaMu Ha 3TOT KOMMbOTEP.
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B3anMmogeiicTBMe C cepBepOM MPOUCXOAUT MO MPOTOKO/Y, 3aLLMULLEHHOMY C

nomoubto SSL ¢ npumeHeHmem windpposanua FOCT.

4.2 Apxumekmypa k/1ueHmckol yacmu
ApXUTEKTYpa areHTa CMcTembl MpegnoaaraeT Haimune c1eayroLmnX OCHOBHbIX
$YHKLMOHA/IbHBIX KOMMOHEHTOB:
— ApanBep, paboTaroLmnin B pexume Agpa CUCTEMbI;
— cny»x6a, paboTaroLan B pexume no/ib3oBartess.

CXemMaTM4yHO apXUTEKTypa areHTa NnpeAcTaB/ieHa Ha PUCYHKe 1.

AreHT
v v
Apaisep Cnyxb6a
Moaynb Moaynb
KOHTPONA cbopa - MonuTtopuHr API
LeN0CTHOCTH CTATHCTUIN - KoHTponb namaTtu
- CobbiTua ypHana
6e3onacHocTH
Moaynu MOHUTOPUHTa
Motimiop BC MonuTop MoHuTOop MoHuTop
CetTn peectpa npoueccos

PUCYHOK 1 — ApXUTEKTypa areHTa

4.2.1. PyHKYUU CUCMEMbI CO CMOPOHbLI KAUeHMCcKoli yacmu
KAneHT ocywectB/if€T MOHUTOPUHI CUCTEMHOM QAKTUBHOCTU C  Le/bio

BblAB/IEHNA BpPE€AOHOCHOIroO noBeA€HUA COr/1aCHO TnMpaBuW/lamMm noBeAEeHYE€CKOro
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aHa/n3a, NoAy4eHHbIM UM OT cepBepa. KaneHT cobupaeT CTaTUCTUKY CUCTEMHOWM

dKTUBHOCTU U NEPUOAMNHECKHN OTINPAaB/IAET €€ Ha CcepBep.

4.3 ApxumeKkmypa cepgepHoli yacmu

4.3.1. Obwue ceedeHun
CepBepHan 4acTb CUCTEMbI BK/ItOYaeT B cebA cepBep cbopa cTaTUCTUKMK, web-
cepBep ynpasnenus (backend), CYBA, B/, agMUHUCTpaTUBHBINA Moay/b (frontend).
CepBepHaa YacTb PyHKLMOHUPYET nog ynpasaeHnem OC cemencTsa Linux.
ApXUTEKTYypa CepBepHOM YacTU CUCTEeMbl CXEMATUYHO MpeAcTaB/seHa Ha

PUCYHKe 2.

cobbITuA -

- cobbITuA

cobbITuA

[laHHble cobbITus

OT areHTa

i

AN\HTTP REST AP

JAAINN
JEERR "
] e6-pparimBopk
cobbITuA E DJANGO APPLICATION (Admin)
NUCL/4

HTTP REST API 4

|

v

—
bpaysep TOKeH - -
daiinbl areHTa/koHduUrypaumm -

PucyHok 2 — ApxuTteKktypa cepsepHoi Yactu «RT Protect EDR»

[t

4.3.2. PyHKYUU cucmembl CO CMOPOHbI cepaepHoli yacmu

CepBep npeaoCTaB/iAeT aAMUHUCTPATOPY BO3MOMHOCTb PperncTpaumm

areHToB.

PykoBogcTBO agmuHucTpatopa RT Protect EDR L1
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CepBep MpuWHMMaeT MOTOK COObITMIM, OTMpaB/AAEMbIX €My areHTamu, U
CTPYKTYPUPYET MUX C LLe/1bt0 NOC/1eAYoLero aHamsa.

CepBep MMeeT agMUHUCTPaTMBHBLIM Moayab (frontend) ans Bu3yasnbHOro
npeacTaB/neHUAa npodPuaA areHTa, ero COCTOAHMA, CTAaTUCTUYECKUX AaHHBbIX,
0BHapyXeHHbIX MHLMAEHTOB He30nacHOCTU U ApYro nHGopmaL M, KOTOpaA MOXKeT

6bITb NO/1€3Ha AAMUHUCTPATOPY A/1A HAb/NtOAEHUA 33 areHTOM B AMHAMMUKe.

9

L AaMMHUCTPATMBHBIN MOAY/b CepBepa WMeeT OYHKUMM yrpaB/eHus

BaxHo

areHTom — O/IOKMPOBKM CeTH, OTMPaBKM CKPUMTA Ha BbINO/IHEHUE U
Aapyroe. MHTepdericobl cepBepa N03BO/AKT a4MUHUCTPATUBHOMY MOAY/IHO
nosiyyaTb  Heobxogumyro  uMHPOpMaUMIO ANA  ee  BU3Ya/IbHOro

npeacTtaBN€HNA M OTNPAaB/IATb KOMaHAbI U AdHHbIE areHTy.
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5.1 TpebosaHus K cpede PyHKYUOHUPOBAHUS

Mporpamma «RT Protect EDR» B K/IMEHTCKOM 4acTu (areHT) paboTaeT Ha 32-X U
64-x pa3pAagHon naatpopme, HaumHaa ¢ Windows 7, Ha cepeepHbix Bepcuax Windows
Server 2008 R2, Windows Server 2012 R2, Windows Server 2016, Windows Server
2019, @ TaK»Ke Ha pas/muHbix Bepcuax OC Linux (Ubuntu 18.04, Ubuntu 20.04.5 LTS ¢
Aapom linux-5.15.0, Astra SE 1.7 _x86-64, Red OS 7.3, Debian GNU/Linux 11 (bullseye)
[Linux 5.10.0-19-amd64 x86_64]).

= MpumeyaHue
L A4na OC Windows 7 nm6o Windows Server 2008 R2 fo0/iKHbI 6biTb
yCTaHOB/IeHbI MaKeTbl 06HOBAeHU KB4474419 1 KB4490628.

Ha Bcex Bepcuax Windows ana KOppeKTHOW paboTtbl areHta EDR

TpebyeTcA Ha/MuMe YCTAaHOB/IEHHOro KommnoHeHTa .Net Framework

BepCUn 4.5 Uau Bbllle.

TpeboBaHMA K/AMEHTa K anmnapaType COBMagaldT C COOTBETCTBYHOLMMMU
TpebosanmAamm Windows u Linux. JonosHuTenbHble TpeboBaHMA He NpeabABAAIOTCA.

CepBepHasa 4acTb MporpamMmbl paboTaeT Ha 64-x paspAagHou naatdopme
cemeiicta Linux (Ubuntu 20.04.5 LTS). AnnapatHas nnatdopma cepsepa
obecrneynBaeT BO3MOXHOCTb  BbIMO/HEHUA  PYHKLMOHA/IbHbIX  TpeboBaHWi,
npeAbABAAEMbIX K CepBepy, C y4eTOM TeXHO/I0rMM ero NOCTPOEHUA, KpUTepueB
MPOU3BOANTE/IBHOCTU U OTKA30yCTOMYMBOCTM.

Mporpamma npurogHa 419 GyHKLMOHMPOBAHMA HA annapaTHbIX n1atopmax,

YKa3aHHbIX B Tabamue 6.
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Ta6/uua 6 — lMporpammHo-annapaTHoe obecneyeHune u cpega GyHKLMOHUPOBaAHUA

XapaKkTepucTuku Maatdpopma 1 Maatdpopma 2
(K/MeHTCKas YacTb) (cepBepHas 4acTb)
OnepaumoHHas Windows/Linux Linux
ccTema
MuHumanbHble | PekomeHgyemble | MuUHUMabHbIE PekomeHayemble
TpeboBaHnA TpeboBaHMA TpeboBaHMA TpeboBaHuA
lpoueccop lpoueccop Intel CoreTM I3 He meHee 10 Tpu cepsepa ¢
4YacToTOM 2 Duo 3.1 GHz uan | Agep 4actoToM KOHuUrypaumen
My v BbiWe C | 3KBMBA/IGHTHbIN MWHUMYM 2,4 | npoLeccopa He meHee
nogaep:kkor | (cnogaeprroit Muc 10 A4ep YacTOTOM
WUHCTPYKL MM SSE2) BO3MOXHOCTbIO MUHUMYM 2,4 [T, C
SSE2 paboTbl B 20 BO3MOHOCTbIO
NOTOKOB paboTbl B 20 NOTOKOB
OnepatuBHasn 1B 2Tb 32Ib 64 I'b Ha Kaxgom
NamMATb cepsepe
KecTkrui gnck Tpu XKeCTKUX AUCKa Ha
(cBobogHOE 100 MB 2B 8Tb Kaxablli cepBep no 8
MPOCTPAHCTBO) TB Kaxabll

CepBepHaa 4acTb MpoOrpamMmmbl noggepxuBaer paboty B Opaysepax,

npeacTaB/ieHHbIX B Tabsmue 7.

Tab/uua 7 - Cnucok nogaepxuBaembix 6paysepoB

Ne Tun 6paysepa MuHumanbHas pekomeHayemas Bepcus
n/n
1 Google Chrome Bepcua He HMXKe 92.0.4515.107
> Firefox Browser Bepcua He HMxe 83.0
Npumeuyanue

L J porpamma coBmecTumMa ¢ gpyrmu Gpay3epamu, OAHAKO KOPPEKTHas
paboTa B HWUX He rapaHTMpyeTtca. B cayvae obpalieHus K cepsepy

yrpaB/ieHUA W3  HenoAAaep:kMBaemoro 6Opaysepa peKomeHayeTcA

OTK/tOYaTb 6/10KMPOBLLMK pekaambl (AdBlock).

BaxHo
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lMepes YCTAaHOBKOM areHTOB Ha KOHEYHbIX TOYKax 3alluLLLaeMOM
KOPNopaTMBHOM MHPPACTPYKTYpbl Heobxoanumo po0b6asBuTb IP-agpeca u
AOMEHHblE  MMEHa  MUCNO/b3yeMblX B  3TOM  KOPNOPaTUBHOWM
MHPpacTpykType VPN-cepBepOB B CMMCOK CETEBbIX WCK/AKOYEHUN

(BbIbpaTh TMN gelcTBUA Pa3pewwnts (Bcerga)).

5.2 YcmaHoeKa u yoasieHue

5.2.1. YcemaHoeka azeima Windows

CTPOKMU.

YCTaHOBLLMK MOAY/IAl areHTa NoAAepKUBaeT yCTaHOBKY B peXKMMe KOMaHAHOM

B c/niydyae HeO6X0AMMOCTH YCTAHOBKA MOXKeT OblTb OCYLLeCTB/IeHa BPYYHYHO C

NOMOLLbKO 3anyCka Ha MUCNO/IHEHME YCTAHOBLLMKA Ha KOMIbHOTEPE, HAa KOTOPOM

HeobX0AMMO YCTaHOBUTb MOAY/b areHTa. AAA 3Toro c/iedyeT 3anucatb ¢aiin

YCTaQHOBLLMKA Ha HocuTe/Ib MHpopmaumm (USB-HocuTens, CD/DVD).

9
LJd

Mpumeyanue

AreHT EDR nocne yctanosku pernctpupyet ETW-nposaingep RT Protect
EDR wa VR Protect EDR (GUID: 76967044-F243-4ABA-9B87-
33D19F23D050). AAA MpoCMOTpa XypHazna HeobxoAUMO neperTu B
avpexktoputo  MaHenb  ynpaBaeHusA/AgMmuHucTpupoBaHue/llpocmoTp

co6bITHi/}KypHanbl npunoxxenmii u cayx6/RT Protect EDR.

YcmaHoeka AzeHma ¢ nomowblo UHCMaansamopd c paguveckum uHmepelicom

MHCTa/VIFlLLI/IOHHaH BEPCMA areHTa npeacrtaBs/1€Ha B BUAeE COBCTBEHHOrO

WHCTaANATOpA.

ANA yCTaHOBKM HEOOXOAMMO BbINO/IHUTL C/1eAYHOLLME LIArK:

1) CKayaTb MHCTaNNATOp nocaegHel Bepcun MO ¢ cepBepa npeanpuUATUA-

M3roToBUTENA.

PykoBogactBo agmuHuctpatopa RT Protect EDR L 1 Protect
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2) 3anycTuTb MNpoLecc YCTAaHOBKM ABOUHBIM K/AMKOM MO WHCTA//IATOPY.

OTKpOGTCFl OKHO, NpeAaCTaB/IEHHOE Ha PUCYHKe 3.

ﬁl Yeranoswmk nporpammel Arent RT Protect EDR 2,0.101.239% ke

AreHT RT Protect EDR

Pewerwe RT Protect EDR npegHasHadeHo onA SaWmMThl KOMMNEHWA 0T BpeAoHOCHorD
MporpaMMHoro oGecreYsHA, BKNIOYaA M3BECTHBIE YrPOskl U YTPoskl "Hynesoro” OHA.
Kpome toro, RT Protect EDR npenoctaenaeT cpeactsa ofHapyxeHWA, W3yueHna n
MpOTWECAEHCTENA BPENOHOGHOA K TMEHOCTW ANA Gopbbbl GO CNOXHBIMK YrPOSEMA 1
LENEHaNPaBNEHHEIMKM TaKaMK1 Ha KOMMaHAW .

Ins yckopesun y W pes AYETCA S3KPHITE BCE NPOrPaMML.

[ngA ycTaHOBKK NPOrpaMMel 3anoNHUTE NONA GopMbl HIKE M HEXMUTE KHOMKY 'Y CTaHoBMTE .

ID wnmeHTa | | [] Touka soccTaHosneHms

Cepeep | e . ||443 |

Ceepernn o cylwecTBylOWER yoTaHOBKE

Token: d53a"*

1D knmerTa: 8db5™"
Cepeep: 152.168.113.7:443
M0 He ycTaHoBnEHD

Cmena YeranoBuTs

PucyHoOK 3 — OKHO yCTaHOBKMU NMpOrpamMmmbl
3) 3ano/HuTb nose ID KaneHTa (He MeHee 8 CUMBO/IOB) U agpec cepsepa. ID
K/IMEHTA MOXXHO YBUAETb Ha CepBepe yrnpas/ieHuA B pa3ae/e /innensma/Uupopmauyms
O /ML EH3UMN.
4) NMpu He0HBXOAMMOCTU CO34aHMA TOUKM BOCCTAHOB/IEHUSA C/1e4yeT NOCTaBUTb
$aXKOK B CTpOKe ToYKa BOCCTAaHOB/IEHUA.
5) HaxaTb KHOMKY YCTaHOBUTD, NMOC/1€ Yero NoABUTCA OKHO MHAEKCMpoBaHue

¢aiinos (puc. 4).

WMHaekcnposanmne Gainoe X

BomnonHaeTcA MHAEKCHMPOBaHWE CUCTEMHLDC Hafnos.

[aHHbBIA 3Tan yeTaHOBKW HE ABNAETCA 0GA3ATENEHBIM, HO NO3BONAET NOBLICKTE
NpPoWSBE0EMTENEHOCTE YCTAHSENWESEMOIA NPOrpaMMel B AaNEHESAWEM.

PekoMeHOyeTCR NOXAATECA SABEPWEHWMA MHASKCHPOBaHWUA.

COBpatoTato 4513 1228 palinos

MponyciTs
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PucyHok 4 - lNoaTteepaeHne yCTaHOBKMU

6) Noc/1e OKOHYaHMA NPoLLecca YCTaHOBKM NOABUTCA MHPOPMALMOHHOE OKHO

(puc. 5).

AreHT RT Protect EDR

Pewenwe RT Protect EDR npeaHasHadeHo AnA 381UMThI KOMMEHWIA 0T BPENoHOCHOrD

MpOrpPaMMHOT0 DBECNEYEHIS, BKIOYAA MSBECTHBIE YTPOSkI M YTPossl 'Hynesoro” oHA

Kpome Toro, RT Protect EDR npegoctasnseT cpeacTsa ofHapyxeHua, nSydeHia u

MPOTMEOREACTEWA BPEAOHOCHON K THBHOCTH ANA Gopbbl CO CROXHBIMA YrPOSaMA U
WHaekcuposany  USTEHANDABIEHHEIMY STEKAMM HA KOMNEHAM.

Buromeercal nA ycTaHosKK Vindroprauma Jo S —

NanHeit 3130 ye1 A npuHiMa
MPOM3B0AMTENBHL

@nsHoCT
o YCTaHOBKA NPOrpaMMel YENEWHD 3aBEpLIEHE,

Pexomengyetca g IP-appec cepeey

Otputarmaasl | o
Token: 534
I | IP-appec cepeepa: 192.168.113.7
| MO: He ycTaHoBNEHD

Omaena Yeranosms
|

PucyHok 5 - lpouecc ycTaHOBKU

7) HaxkaTtb kHOMKy OK.

8) Nocse 3aBeplueHUA BCex npoueayp YCTAaHOBKM B MPaBOM Yr/ly dKpaHa B

CUCTEMHOM Tpee MOABUTCA MKOHKA YCTaHOB/IEHHOr O areHTa (puc. 6).

9

L) Tlocre 3aBeplueHua ycTaHoBKM Ha aucke C B namke Program Files

NpumeyaHue

co3pgaeTca nanka Ub Pepopm\AreHT RT Protect EDR\.

Arent yeegomnennid RT Protect EDR, sepowa 2.0.100.2213
Pexxum. paboThl; EEprdUKaLs
Ceth: HET nsonAuWK | cepeep AocTymeH
AHanuTuka noaydeda: 01.02.2022 14:56
o

14:58
rkvii cer . A~ B @8 dx PYC 01.02.2022 [

PucyHoK 6 — UKOHKa ycTtaHOB/AeHHOro areHTta EDR
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9) Mocne  nepBOHaya/IbHOM  YCTAHOBKM  areHTa ero  Heobxogumo
BepuduumMpoBaTtb. Onepaumsa AOCTYNHA TO/IbKO MO/1b30BATE/IIM CUCTEMbI C PO/IbIO
«AgMuHUCcTpaTop». [ocse BepudMKauMM areHTa B Tpee MOABUTCA COOOLLeHue,

npeAcTaB/ieHHOE Ha PUCYHKe 7.

Arent ysegomnenni RT Protect EDR, sepcun 2.0.100.2213
B Pexun pabotel: 3aWmTa
il Cetb: HET usonaUuK | cepeep AOCTYNEH

Ananutuka nonyyena: 01.02.2022 15:05

15:05
BrKWW cHer N E;' @ dx PYC 01.02.2022 D

PUcyHOK 7 — AreHT BepudpuLMpoBaH

YcmaHo8Ka dzeHma ¢ NOMOWbo UHCMAA/IAMopd 8 pewume KOMAHOHOU cmpoKu

YCTQHOBKA areHTa C MOMOLLbI0 MHCTa/IATOpa setup.exe OCyLLecTB/AeTCA
Nno/ib30BaTe/IeM C NPaBaMu agMUHUCTPATOpa.

TunuyHble onepaumm U COOTBETCTBYHOLLME UM KOMOWHAL MM KOMaHAHbIX CTPOK:

1) NepBOHaYa/IbHaA yCTAHOBKA areHTa B silent-pexnme ¢ MHAEKCMPOBAHMEM
darnos:

Setup /noUl [server=192.168.77.77:5000 [customerld=12345678

2) MepBOHaya/ibHasA yCTAaHOBKa areHTa B silent-pexkMme ¢ mponyckom 3Tana
WMHAEKCMPOBaHUA HanioB:

Setup /noUl [skipIndexing [server=192.168.77.77:5000 [customerld=12345678

ANA paspelueHus nepesarpysku (B c/1ydae HeobxoaMmocTu) 6e3 3anpoca
Nno/Ib30BaTe/1A A40NYCKAETCA yKa3aTb napameTp /canReboot.

B mapametpe customerld yka3biBaeTcA AENCTBUTE/bHBIA KOA, K/AUMEHTa U3
/IML,EH3UMU.

3) O6HOB/IEHUE YCTAHOB/IEHHOIO areHTa:

Setup /noUl Jupdate
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KomaHga Setup /noUl [update, 3anyuieHHas u3 Kataznora, B KOTOPOM
HaXOAUTCA YCTAHOBOYHbIM  dalan  Tekylwero areHTta, Mno3Bo/dAeT

nepesanycTuTb c1y»0y.

4) OB6HOB/IEHME YCTAaHOB/IEHHOMO areHTa C nepesarpy3Koii:
Setup /noUl Jupdatesafe /canReboot
5) O6HoB/eHWe endpoint-cepBepa:

Setup /noUl /update [server=192.168.77.77:5000

B mapamertpe [server ykasbiBaeTca endpoint cepBepa (gonyckaerca He
yKa3biBaTb HOMep nopTa). Ecim TpebyeTcs 06HOBUTL TO/IBKO MOPT, TO
BMecTO IP-agpeca cepBepa A0mnyckaeTca yKasblBaTb cMmMBOA * (npumep:

[server=*:5000).

6) O6HOB/IeHME UAEHTUDUKATOPA K/AMEHTA:

Setup /noUl Jupdate [customerld=12345678

NHTepdelic KOMaHAHOM CTPOKKU NPOrpamMmbl YCTAHOBKM areHTa:

— [noUl — 3anyck mporpamMmbl YCTaHOBKM 6e3 rokasa Mno/b30BaTe/IbCKOro
nHTepdenca;

— [canReboot - pa3peleHne nepesarpyskm 6e3 3anpoca K no/sb3oBaTe/to
(ecm nepesarpyska TpebyeTca);

— [skipIndexing — nponyck 3Tana ycTaHOBKM, CBA3AHHOMO C MHAEKCUMPOBaHWEM

¢$ainnos;

— [update — pexxnm «06HOB/IEHME HA N1eTY»;

— [updatesafe — pexkrMm «06HOB/IEHUE C Nepe3arpy3Ko»;

— [server — ugeHTUdUKaLMA CEpPBEPHOM HaCTH;

— [customerld — ngeHTUdUKATOP KAMEHTaA (BblgaeTCsa BMECTe C IMLeH3MeN );
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— [restore_point — co3gaHne TO4YKM BOCCTaHOB/IEHUS,;

— [no_driver — pexum «be3 3auTbi»;

—/no_proxy — pexmm YCTaHOBKM areHTa, npuv KOTOPOM HEe WCMO/Ib3YHOTCA
CUCTEMHble HacTPOMKM NPOKCMPOBAHUA CeTEBOro TpaduKka rnpu B3aMMoAencTBunm ¢
cepBepom;

— [tray [<YpoBeHb>] — ynpaB/ieH1e 3Ha4KOM U YBe40M/IEHUAMM B Tpee.

YpOBHM yrpaB/ieHUA yBeA0M/IEHUAMM B Tpee:

0 — HeT 3HaykKa B Tpee, yBeA0M/IEHUA HE BbIBOAATCHA;

1 - €CTb 3HAa4YOK, YBEA0M/IEHMA HE BbIBOAATCH;

2 — €CTb 3HA4OK, NMOKa3blBaTb TO/IbKO KPUTUYECKUE YBEAOM/IEHUA,;

3 — €CTb 3HaY4OK, MNOKa3bIBaTb BCE YBEAOM/IEHUA.

Mpumep 3anucu: [tray 0 — ycTaHOBKa areHTa 6e3 3HadyKka B Tpee 1 6e3 BbiBOga

yBeA0M/EHNN.

5.2.2. YcmaHoeKa azeHma Linux

YCTaHOBKAa areHTa B OMepauMoHHOW cucteme Linux noaseprkuBaeTcsa B
C/leAyHOLLUX CUCTEMAX:

1) Astra 1.7 (nogaeprk1MBaemMble A4pa):

— 5.10.142-1-generic;

— 5.15.0-33-generic;

— 5.4.0-110-generic;

— 5.4.0-54-generic.

2) Debian 11:

— 5.10.0-19-amd64;

3) Ubuntu 18.04:

— 4.15.0-163-generic;

4) Ubuntu 20.04:

— 5.15.0-67-generic;
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— 5.15.0-69-generic;

— 5.15.0-70-generic;

— 5.15.0-71-generic;

— 5.15.0-72-generic;

— 5.4.0-137-generic;

— 5.4.0-139-generic;

— 5.4.0-148-generic.

5) Ubuntu 22.04:

— 5.19.0-41-generic

6) RedOs 7.3:

—5.10.29-3.el7.x86 64

Anctpubytne AreHta EDR nog Linux npeactaBsneH B BuAe C/aeAyHOLLMX
MakeToB:

— deb-naker;

— rpm-naker.

AreHT EDR B dopmaTe deb-nakeTa, paccumTaH Ha yCTaHOBKY B c1eaytowmx OC:

— Ubuntu 18.04;

— Ubuntu 20.04;

— Debian GNU/Linux 11;

— Astra SE1.7 _x86-64.

AreHT EDR B popmaTe rpm-nakeTa, pacC4MTaH Ha YCTaHOBKY B c1eaytowmx OC:

— Red 0OS 7.3.

Obuwue ceedeHun

AnA paboTbl areHTa TpebyroTcA cleayrolme nakeTbl (60/blUAA YaCcTb U3 HUX
BXOAMT B cocTaB 6a3oBoi yactu OC):

1) libbrotli1 (>= 0.6.0);

2) libc6 (>=2.22);
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3) libcurl3-gnutls (>= 7.16.3);
4) libelf1 (>= 0.131);

5) libev4 (>=1:4.04);

6) libgcc-s1 (>= 3.0);

7) libjansson4 (>= 2.1);

8) libprocps8 (>= 2:3.3.16-1);
9) libsqlite3-0 (>= 3.5.9);

10) libsslt.1 (>= 1.1.0);

11) libstdc++6 (>=7);

12) libuuid1 (>= 2.16);

13) zlib1g (>=1:1.1.4).

Mopsdok ycmaHosKku

1) YCTaHOBUTb MaKeTbl M3 33aBUCUMMOCTEW, BbIMO/MHWMB B TepmuHaze B OC

(Ubuntu/ Debian/Astra) cregytolyto KomaHay:

sudo apt install libbrotli1 libcurl3-gnutls libelf1\ libev4 libjansson4 libsqlites-
0 \libssl1.1 libuuid1 zlib1g
2) ANs yCTAHOBKM MakeToB U3 3aBucumocTel B OC Red OS 7.3 B TepmuHasne

BbINO/IHUTb C/1eAytoLMe KOMaHAbI:

sudo dnf install jansson-2.14-1.e17 .x86_64
sudo dnf install libev-4.33-1.e17. x86_64
3) YcTaHoBuTb deb-nakeT arenta EDR B OC (Ubuntu/Debian/Astra), BbinosHus

B TEPMMHA/IE C/IeAYHOLLLYIO KOMAHAY:

sudo dpkg -i avd 1.0.0_amd64.deb
4) YcTaHOBUTL rpm-nakeT areHta EDR B OC ReD OS 7.3, BbINO/HMB B

TepMUHa/e C1eAYHOLLYHO KOMAHAY:

sudo rpm -U avd-1.3.0-redos.x86_64.rpm
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Mepeas Hacmpotika

YKaszaTb B KOHurypauymoHHom ¢aine [opt/avd/etc/avd.conf akTyasbHOe
3Ha4veHue asAa customerld, a Tak»ke agpec cepepa EDR - BmecTto localhost ykasaTtb
IP-agpec nan pomeHHoe nmsa cepsepa, Hanpumep:

customerld=9e391e34f921fage

http {

server=edr.vr-protect.ru

}

BMecTo MMeHM MOXKHO yKa3aTb agpec cepsepa:
server=192.168.1.1
[eHepauuA TOKEHa BbIMNO/IHAETCA areHTOM aBTOMATUYECKM MpU MEPBOM
3anyckKe, 04HAKO TOKEH MOXHO 334aTb MPUHYAUTE/IbHO, YKA3aB B KOHOUIypaLLMOHHOM
¢daine ero 3HaveHune B popmare:

token=...

3anyck
3anyCcTuTb CEPBUC areHTa, BbIMO/IHMB B TEPMUHA/IE C/IEAYIOLLYIO KOMAHAY:
sudo systemctl start avd
B ganbHelem cepBuc BygeT cTapToBaTb aBTOMATUYeCKu npu 3anycke OC.
[Mocne ycnewHoOM YCTAaHOBKM areHT MOABUTCA B CMMCKe BepuduKaumm Ha
cepsepe EDR.
Mocne yctaHoBku DEB-nakeTta B cucteme noasmtca systemd-cepsuc avd.
OcHoBHble ~ daiabl  (MUCNONHAEMBIM  MOAY/b  CEPBUCA, AUHAMUYECKMe
61bMOTEKU, KOHPUrypaLMOHHbIE dal/ibl) COXPAHAOTCA B CUCTEME MO MY TH:

[opt/avd/
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MapameTpbl paboTbl cepBMCa areHTa MOryT ObiTb 33gaHbl Yepes
KOHPUrypaLMOHHbIN $pan:

[opt/avd/etc/avd.conf.

5.2.3. Touka sBoccmaHossneHus OC, c030dHHAS hpu yCMAHOBKe dzeHmd
Mepes cO3gaHMeM TOYKM BOCCTAHOB/IEHMA TMpPW  YCTAHOBKE areHTa
HeobxoaMmo ybeauTbca, 4To cyxba VSS BK/IOYEeHa, a 3a4aHHbIM 06bem AUCKOBOro
MPOCTPaHCTBA A/AA TOYEK BOCCTAHOB/IEHMA AOCTAaTOMEH A/ COXPAHEeHUA BCex

CYLLLECTBYHOLMX U CO34aBaeMOM TOHYEK BOCCTAHOB/IEHMA.

l“l Mpumeyanue
LJ TOYka BOCCTAHOB/IEHUA — CneumasbHaa QyHKUMA B OMnepauyOHHOM
cucteme Windows, KOTopas NO3BO/IAET COXPaHUTb TeKyLMe HAaCTPOMKM
KOMMNbOTEPA. [Moc/sie BbINO/IHEHUSA 3TOMU onepalnm no/sb30BaTe/lb CMOXKET

6e3 0coboro Tpyaa BepHyTbCA K paboyemy COCTOAHUIO yCTPOMCTBA Noc/1e

NOAB/IEHUA HENoO/1AA0K uam cb6oA B paboTe cucTembl.

Ecav npu yctaHoBKe areHTa 6blia cO3gaHa TOYKa BOCCTAHOB/IEHUA, TO A/1A
BOCCTAHOB/IEHUA COCTOAHUA CUCTEMbl B COCTOAHMWE, MpeallecTBylolee yCTaHOBKe
areHTa, C/edyeT Npou3BecTu c/leaytowme aencteuA (B 3aBUCMMOCTM OT BepCUM
Windows Lwarn moryt oT/mM4aTbCA, NpuBeAeHa Noc/1e40BaTe/IbHOCTb ACUCTBUM ANA
Windows 10):

1) HaxkaTb NpaBOM KHOMKOWM MbILIK Ha MeHto MycK 1 3alTK B pasgen Cuctema.
OTKpbiBaeTcAa OKHO lNMapameTpbl.

2) B 061acTn ConyTcTBYIOLWME NApaMeTpbl OTKPbITb Pa3ze/ 3awmura cUcTemsl.

3) B oTKpbIBLIEMCA OKHe CBOMCTBA CMCTEMBI Ha¥KaTb KHOMKY BOCCTaHOBUTD.
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4) B OTKpbiBLIEMCA OKHe BoccTaHOB/EHME cUCTeMBbl MOCTaBUTb dar A/
KHOMKK Bblbopa BbiGpaTb Apyrylo TOYKY BOCCTaHOB/AEHUA. OTKPOETCA OKHO,

npeACTaB/IeHHOE Ha pUCyHKe 8.

4

L‘» Boccranosnenne cucremel

BOCCTaHOBNEHWE KOMNBIOTEPE A0 NPEAbIAYIEro COCTORRNA

L -

Terylwwi yacosoil nosc: GMT+3:00

[lata v Bpens OnucaHme Tun

09.02.2023 15:10:03 AreHT RT Protect EDR 2.0.101.25496 YcTaHoBKa

Mownci 3aTParvBaeMbIx Nparpatt

fanee > OTrena

PucyHoK 8 — ToYKa BOCCTaHOB/IEHUA CUCTEMDI

5) BbibpaTb TOYKY BOCCTAaHOB/IEHMA, CO34aHHYIO NpY yCTaHOBKe areHTa EDR,
Bbl/€/1MB COOTBETCTBYIOLLYIO CTPOYKY U3 CNUCKa. [10ABUTCA OKHO, NpeaCcTaB/IeHHOE Ha

PUCYHKe 9.

r_‘_.» Boccranosnenne cucremel

HO,EJ,TBEPJK,I'J,EHME‘ TOUKK BOCCTaHOBNEHWA

A Ha KOMMsKTEPE BOCCTAHABNMSAETCR COCTORHWE, KOTOPOE
7 | MPEAWECTEOBAND CofibIT0, YKASAHHOMY B MPHBEAEHHOM HIKE None
% 4 "Ormcanme”,
k Bpema: 09.02.2023 15:10:03 (GMT+3:00)
- i Onucarme: YcTanoska: AreHT RT Protect EDR 2.0,101.2546
Duca: NokaneHei anac (C:) (Cucrena)

Ecnu Bbl HEAGBHO MEHANK Naponb Windows, PEKOMEHILYEM BaM CO3AaTH
awck dipoca napona.

HToBbl MSMEHEHIA BCTYIMNK B CHITY, KOMMBKOTEP BYAET NepesarpyxeH.
Tpexxae YeM NPOACITHMTE, COXPAHMTE BCE OTKPLITHIE hafnbl 1
38KPOITTE BCE NPOrpatMsl.

< Hasan roToB0 OTHEHa

PucyHok 9 - MoaTBepKAeHUE TOYKM BOCCTAHOB/IEHUA

6) NoaTBEPAUTL AEMCTBUE, HAXKAB KHOMKY FOTOBO.
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5.2.4. lOeHmudgukayusa azeHma

3anpocbl OT areHTa, NoCbl/IaeMble Ha cepBep, CoAepKaT B Tese coobLeHuA
naeHtTudumkaTop areHTa. Kaxkabli 3anpoc OT areHTa cogepuT napametp token. 3tot
napameTp nepegaetca Kak query-napametp URL. Ecan token He 6yaeT nepegaH nam
BepudMLMPOBAH CepBepOM, TO TaKOM 3anpoc byaeT OTK/IOHEH C OLLIMOKOM.

TokeH npeacTaBaAeT cObOM C/y4alHYHO CTPOKY C NMPOM3BO/IbHbIM Habopom
CMMBO/IOB. B nporpamme npegycmoTpeHa peanunsauma YHUKA/IbHOCTM TOKEHOB A/1A
areHToB, TO eCTb CYLL,eCTBOBAHME areHTOB C OAMHAKOBbIMU TOKEHAMU HEBO3MOXKHO.

NaeHTuduKaTop no3BO/IAET CepBepy CBA3aTb areHTa C cobbitvem B Hase
AaHHbIX. 10 $aKTy, MaeHTUPUKATOP BbLICTYNAET Kak nose B Tabsavuye cobbitui, no
KOTOPOMY CTPOUTCA MHAEKC.

BmecTe mgeHTUdMKATOP M TOKEH 0OpasyloT napy, CXOXYH C KOHUenuuen
«/IOTVH U NMapO0/1b», O4HAKO, 60/1ee CTPOryto, TaK KaKk O4MHAKOBbIE «Mapo/u» (TOKEHbI)
He AOMYCKAKTCA Aaxe AAA PasHbiX «/10rMHOB» (MAeHTUdUKATOpOB). Mpu 3TOM
MAeHTMOUKATOP areHTa He AB/AeTCA YYBCTBUTE/NbHOM uMHPOpmaumen. Takum
obpasom, Bce Teno coobuieHna moxeT bbITb NepeaaHo 4/1A aHa/M3a AOBEPEHHOMY

Avuy/nporpamMme, 1 3TO He paCKpoeT TOKeHOB A40CTYra.

5.2.5. YOoasneHue azeHma Windows
YpaaneHne areHTa C KOHEYHOW TOYKM MOXKHO MNPOM3BECTU C/1eaYyHoLUMM
cnocobamu:
1) C NOMOLLbIO MpOrpammbl  AeuHCTaansaTopa uninstall.exe, KoTopasn
HaxoauTca B gupekTopun Program Files/MB Pepopm/Agent RT Protect EDR;
2) WTaTHBIM CNOCOBOM yaaneHus nporpamm yepes npuaoxkeHve Windows
(MaHenb ynpaB/ieHUs/YCTaHOBKA U yAa/leHWe Nporpamm);

3) B pexkume KOMaHAHOM CTPOKU, HabpaB KOMaHAbI:
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—Uninstall /noUl - 3anyck ypgasneHua nporpammbl  6e3  mokasa
No/1b30BaTe/IbCKOro nHtepdenca;

— Uninstall /noUl /canReboot - 3anycKk yganeHua nporpammbl 6e3 nokasa
Nno/Ib30BaTe/IbCKOro mMHTepdelica n paspeleHnemM nepesarpyskm 6e3 3anpoca K

MO/1b30BaTE/0.

l“l MNpumeyaHue
I.‘. AreHT yCTaHaB/MBAaeTCA MO YMO/MAHUIO C BbIK/JAKOYEHHON onuuen
Mapo/IbHOM 3aLMTbl OT yaaneHua. Ecam gaHHaAa onumA Obiia BKAOYEHA C
cepBepa, TO A4/ yaa/leHNA areHTa Heobxoanumo byaeT BBECTM TOKEH 4/14
YAa/N€HUA, COBAaHHblI‘/Jl B nMporpaMmMe aBTOMaTU4E€CKU. TokeH YAANE€HUA

MO)HO YBMAETb M CKOMUPOBATb Ha CTpaHMLE areHTa Ha cepBepe

ynpaB/1€HUA.

5.2.6. YOasneHue azenma Linux
Yaanenue Arenta (B OC Linux) ¢ KOHEYHOM TOUYKM MOXKHO NMPOU3BECTH, HAbpaB
B TepMUHA/E C/1e4YIOLLYI0O KOMaHAY:
sudo dpkg -r avd
Yaanenve AreHta (B OC RED OS) ¢ KOHEYHOM TOYKM MOXKHO NMPOU3BECTH,
HabpaB B TepMUHane C/1eayoLLLy0 KOMaHAY:

«sudo rpm —e avd»

5.2.7. Obwue ceedeHUA U UHCMPYKYUs no ycmaHoske cepgepHol yacmu RT Protect EDR Ha
/I0KAd/1IbHOM cepeepe

CucmemHsble mpebogaHus

ANA yCTaHOBKM CEpBEpHOM YacTu nporpammbl Tpebyetca cobaogeHune
CUCTEMHbIX TpeOOBaHMI, YKa3aHHbIX B MYHKTE 5.1.

B KauecTBe OnepaunoOHHON CUCTEMbI AO/KEH BbICTYMUTb ANCTPUOYTUB Linux

Ubuntu Bepcuu 20.04.
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Moodzomoeka okpymeHus
AnA pa3sepTbiBaHUA cepBepa EDR Heobxoanm APM € yCTaHOB/IEHHBIM HA HEM

NnporpamMmHbIM obecrnevyeHuem:

— Python (He HuKe Bepcum 3.10.0) [ycTaHOBKA]
— Ansible (He HUXe BepcuK 5.7.1) [ycTaHOBKA]

C Bawero KOMMbOTEpa A0/MKeH 6bITb gocTyn Ha cepsep (Docker-xocm) no
SSH, a y yganeHHoro nosb3oBaTtensa npasa sudo (uam root-nosb3osatesns). Ass
ypao6cTBa ncnosib3oBaHua Ansible Heo6xoaMMo 100aBUTHL CBOM OTKPbITbIA SSH-K/OY
Ha cepBepe. B npoTuBHOM cCaydae MoxeT noTpeboBaTbCA  YCTAaHOBKA
AOMNO/IHUTE/IbHOM yTUAUTBI sshpass.

[lanee Heo6Xx0AUMO NPOBEPUTD, YTO C CEpBEpa eCTb A0CTYMN K peecTpy Docker-

obpasos (https://docker.vr-protect.ru/) u ectb goctyn B UHTepHeT (a/15 ycTaHoBKM deb-

MakeToB).

Co30aHue KoHdu2ypayuu cepeepd
YT1o6bl CO34aTb KOHbUrypauuio cepsepa, HeOHBXOAMMO K/IOHMPOBATb
peno3sutopui Ha APM, Ha KOTOpOM pa3BopaymBaeTcA cepBep EDR, nepenga no

ccbiike  https://minio.vr-protect.ru/buckets/edr 6o no ccoiike (https://gitlab.vr-

protect.ru/edr-backend/edr-deploy). [Janee HeobxoAUMMO nNeperTM B  KOpEHb

peno3sutopua edr-deploy. CTpyKkTypa KaTa/10roB npeAcTaB/ieHa Ha pUCyHKe 10.
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https://www.python.org/downloads/
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html#installing-and-upgrading-ansible-with-pip
https://www.digitalocean.com/community/tutorials/how-to-configure-ssh-key-based-authentication-on-a-linux-server-ru
https://docker.vr-protect.ru/
https://minio.vr-protect.ru/buckets/edr
https://gitlab.vr-protect.ru/edr-backend/edr-deploy
https://gitlab.vr-protect.ru/edr-backend/edr-deploy

. {edr-deploy)

— README.md
— compose-files

b— docker-compose.external-es.yml

f— docker-compose.yml
— env.external-es.32
— env.j2

— config
— default

}— config.yml
|— docker-compose.override.yml
f— server.crt

f— server.htpasswd

L— server.key

— edr-install.yml

— edr-update.yml

PucyHoK 10 - CTpyKTypa KaTtasnoros peno3sutopus edr-deploy

B katanore config xpaHATcAa KoHdurypauum cepsepos. Ctoga HeobxoamMmo
A06aBUTbL CBOKO HOBYHO KOHUrypauuto. Heobxoammo o6paTuTb BHUMaHUeE Ha TO, YTO
KaTasor config He oTc/exkunBaeTcA ruTom (3anucax B .gitignore) (kpome nograTanora
default). Mo3ToMy MoKHO 6€3 orpaHuyeHmnit 406aBNATb COBCTBEHHbIE KOHDUIYpaLUK
B /IOOOM KO/MYecTBe M He OnacaTbCA TOrO, YTO YyBCTBUTE/IbHbIE AAHHbIE U3 HUX
nonagyT B OOLLMIA pEeno3uTOpUn.

MpaBuAbHBIM NOAXO0A0M OyaeT AepKaTb BCe KOHPUrypaLuu B O4HOM mecTe —
B KaTaznore config B COOTBETCTBYIOLWMX NogKaTasorax. Takum 06pasom MOXKHO
O4HOBPEMEHHO YNpaB/ATb HECKO/IbKMMU KOHPUrypauunammn cepeepos. A8 yaobcTBa
/lydlle MMEeHOBaTb MOoAKaTanoru, Hanpumep, no IP-agpecy cepBepa WM AOMEHY.
Torpa cTpykTypa KaTaznora config co BpemeHem npuMeT Bug, Kak YKa3aHo Ha pUCYHKe

1.
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{config)

— 192.163.113.68 <- KaTanor He OTCASKMBARSTCA TMTOM, XDEHWTCA TONbKO Ha BAWeMm KOMNsETepe
|— config.ymL

BTENOr HE OTCAEKMBEETCA FMTOM, XPAaHWTCA TOMbKO HE BalIEM KOMMBKTEpE

— default
|— config.yml

PucyHok 11 - CTpyKTypa KaTtazora config
Ha pucyHKe MOXKHO yBUAETb ABe AOMO/IHUTE/IbHblIE KOHPUrypaumm (MOMUMO
KOHPUrypaumm Mo YMO/HaHUIO): ANs cepBepa 192.168.113.60 u aasa cepBepa
192.168.113.7.
fanee HeobxoaMMO cO3g4aTb CBOM noAKatanor B Kartaznore config u

CKOMMPOBATb B HEro cogepkumoe Katasora config/default (puc. 12).

config.yml - HBCTPOWKY KOHGMypaLMu

docker-compose.override.yml - compose-bain, AAeT BOSMOKHOCTE NEPEONpefenWTh OCHOBHOW compose-dadn Ha YpOoEHE OTHENEHOW KoHd
server.crt - OTKPBITHIE CEpPTUDMKAT CepeEspa B dopmaTs PEM

server. key - SOKDLITEI KNHY CepTwhWkaTa B fopmaTte PEM

server.htpasswd - ¢$ain htpasswd (https://httpd.apache.crg/docs/2.4/programs/htpasswd.html).

PucyHok 12 — HacTpoiiku KaTasnora config no ymon4yaHuio

Aanee HeobGXOAMMO HACTPOUTb COAEPKUMOE Kaxpaoro daina Tak, Kak
Tpebyetca (kpome daiina server.htpasswd). B daiine config.yml cogepkatca Bce
AO0CTYMHbIE HACTPOWMKM, BKAIOYAA BEPCUM KOMMOHEHTOB CUCTEMbI U CEKPeTbl CEPBUCOB
(secrets).

HecmoTpa Ha TO, 4TO docker-compose.yml yxe ecTb 1 HacTpOeH NpaBu/IbHO
(HaxoguTca B KaTtasore compose-files), MoOxKeT BO3HUKHYTb HEOOXOAUMOCTb B

KOPPEKTUPOBAHUM HACTPOEK. DTO MOXKHO CAe/naTb Ha YpOBHe COOCTBEHHOWM
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KoHdurypauum, otpegaktuposas ¢ann docker-compose.override.yml. Takue
M3MEHEeHWA He 3aTPOHYT Apyrue KoHburypaumu.

®daiinbl server.crt 1 server.key MOXKHO HacTpouTb (ec/M ecTb cepTUUKaT,
nognucaHHolii LleHTpom CepTuduKkaumm), a MOKHO M He HacTpauBaTb, eCIu
KOHdUrypauma TecToBadA, M AOCTyn u3BHe OyaeT orpaHuyeH. B 3Tom caydae

cepTnduKaT ByaeT caMonoAnMCaHHbIM.

9

L Server.htpasswd HyxeH anAa npepocTaB/ieHUs BHELIHEro AoCTyna K

NpumeyaHue

Elasticsearch ¢ ucnosb3zosaHuem basic-ayteHTuduMkaymm. NogobHoe He
AO/IKHO OblTb HY)XHO B pea/lbHblX MPOEKTaX M HeceT OMacHOCTb. Paiin
server.htpasswd HyxeH TO/BKO B npouecce pa3paboTku. Tekyuiue
KOHUrypaumm He paspeLuaroT BHeLWwHu gocTtyn K Elasticsearch B 1t06om
C/ly4ae He3aBMCMMO OT cogeprkaHua ¢danna server.htpasswd, Tak Kak

nopT 9200 (Elasticsearch) 3akpbIT, 1 He MpobpacbiBaeTCA Ha XOCT.

BaxHo

L J Paiin server.htpasswd He Hy)XHO yAanATb UM TPOraTh €ro Cogeprumoe!

Heobxopumo npocto ckonnpoBaTb ero u3 config/default.

3anyck ckpunma paszeepmeoleaHus (Ansible Playbook)
Koraga Bce ¢aiinbl KoHburypauum 6yayT HaCTpOEeHbl, HEOOXOAMMO NepeinTH B
KopeHb peno3utopus (edr-deploy). Pagom gonxkeH HaxoanTbea daiia edr-install.yml.
Alanee HeobX0AMMO BbINMO/IHUTL B KOHCO/IM KOM aHAYy:
$ ansible-playbook edr-install.yml --extra-vars
"@config/192.168.113.60/config.yml" -i192.168.113.60, -u username --ask-become-pass
OnucaHue aprymeHToB KOMaHAbl:
@config/192.168.113.60/config.yml — 310 nyTb A0 Paina config.yml Bawein

KOHPUrypaumu,;
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config/192.168.113.60 — 3TO KaTasor KOHPUrypauuu;

192.168.113.60 — 3T0 agpec cepBepa 1A goctyna no SSH (Docker-xocT);

username — 37O UMA YA43/1€HHOrO No/1b30BaTe/A.

Ec/iv Balw yaazneHHbIM N0/b30BaTe/1b root, TO MOXKHO COKPATUTb KOMaHAY A0:

$ ansible-playbook edr-install.yml —-extra-vars
"@config/192.168.113.60/config.yml|" -i 192.168.113.60, -u root

[Tocne BbINO/NHEHUA KOMaHAbl HAaYHETCA MpoLecc pa3BepTbiBaHUA CepBepa
EDR. B Hayazie MOXeT BO3HUKHYTb HEOHXO0AMMOCTb BBOAA Napoaa AAA AOCTyna no
SSH. flanee Heo6Xx0AMMO BBECTU NAPO/Ib U HaXaTb KAasuLy Enter.

[MapameTpbl YCTAHOBKM yKe M3BeCTHbl gemoHy Ansible, oH BOo3bmeT mx u3
¢danna config.yml.

Korga Ansible 3akoHunT paboTy, He06X04MMO MOAOKAATL eLle HEeCKO/IbKO
MUHYT (5-10) U NepeiTu B OKHO BeH-6pay3epa.

Aanee HeobxoaMmMO HabpaTb agpec cepBepa M NMPOBEPUTb MOAK/IOYEHME,
3aTeM BbIMNO/IHUTb BXOA, B CUCTEMY C /IOFTMHOM U napo/sem admin/admin v nomeHATb

napo/ib N0 YMO/14aHUIO.

O6HoeneHue cepsepa EDR

Eciv Tpebyetcs o6HOBUTL cepBep EDR (Hanpumep, Npu U3MEHEHUU BepCUm
KomroHeHTa B config.yml), ToO HEO6XOAUMO BbINO/HUTL KOMaHAY, YKa3aHHYO BblLLe,
HO 3ameHuTb edr-install.yml Ha edr-update.yml. OctasbHyto YacTb KOMaHAbl MEHATH
He Hy»KHo. [lpumep:

$ ansible-playbook edr-update.yml —-extra-vars

"@config/192.168.113.60/config.yml" -i192.168.113.60, -u username --ask-become-pass

5.3 Ponu
Bcex nosnb3oBatenen, B3aUMOAEUCTBYHOLLMX C MPOrpaMmon, MOXKHO
pacnpegennTb No caeayroLlmnmM GYHKLUOHA/IbHbIM PO/IAM:

— aHA/IUTUK;
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— aAMUHUCTPATOP;

— ornepaTop rnoucka yrpos (threat hunter).

AHa/IMTWK — COTPYAHUK OTAe/1a MHGOPMaLMOHHON H6e3onacHocTu (ganee UB)
nam LeHTpa obecneyennsa 6e3onacHocTv (SOC-LeHTp), KOTOPbIN BbINONHAET GYHKLMIO
SKCMEepTHOM OLEHKM Yrpo3, BO3HMKAKOWMX B OTHOWEHUM 3awmuiaemon IT-
MHPPACTPYKTYpbl. AHA/IMTUK  AB/AETCA MNO/b30BaTesleM  CepBEpHOM  4acTu
nporpammel.

AHA/MTUK C MOMOLLBKD AOCTYNMHOrO AAA Hero QyHKUMOHana paccienyer
Cco6bITUA, KOTOPbIE MOTEHLMA/ILHO MOTYT HAPYLUMTb PaboTy 3aLLULLLAEMbIX YCTPOMCTB
WM 3alMLLaeMOn CeTU B Lie/10M. DTO paboTa C MHUMAEHTaMM, PETPOCNEKTUBHbBIN
aHa/u3 cobbITuii, paboTa C NpaBui1amu, pery/MpyowmMmMmu UHAUKALKUIO aTak U T.4,.

B cnyyae o6OHapyXeHMA BpeAOHOCHOM MNpOrpamMmbl  WAM  aTakKM  Ha
MHPPACTPYKTYpy 3awumwaemMoro O6beKkTa, aHa/MTUK  MOXeT  OMnepaTUBHO
OTpearnMpoBaTb, W30/IMPOBAB 3apa*KeHHbIM BPeAOHOCHbIM alk1oOM XOCT WM
3a6/10KMpOBaB AeNCTBME OMaCHOM MPOrpaMMbl, @ TaKXe WCMNO/b30BaTb Apyrue
AOCTYMHblE CNOCObbI, 4TOOBI pelwnTb Npob1emy HapyLLleHUA 6e30MacHOCTM.

ALMUHUCTPATOP — YNO/IHOMOYEHHbIM COTPYAHUK OpraHM3aumm 3akasynka uam
SOC-ueHTpa. A4AMUHUCTPATOP YCTAHAB/IMBAET CEPBEPHbIA M areHTCKUA MOoAYy/Au, a
TaKXe HacTpauBaeT NpOrpaMmy B COOTBETCTBMM C HACTOALLUM ,OKYMEHTOM A/ ero
KOPPEKTHOM U NO/IHODYHKLMOHA/IbHOM paboThl.

B Kpyr TMNOBbIX 33434 a4MUHUCTPATOPA BXOAMT:

— noaAepaHve aagMUHUCTPUPYEMOM CUCTEMbl B paMKax BblOpaHHOM
NOAUTMKM Be30MacHOCTY;

— obecneyeHre AO/MKHOrO YPOBHA KOHPUAEHUMAZBHOCTU U LL€/10CTHOCTU
A.@HHbIX;

— NOArOTOBKA U COXPAHEHME pe3epBHbIX KOMWUI AaHHbIX, UX Nepuoguyeckas

NMpoBepKa 1 YHUYTOXKEHWE;
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— CO3aHne U noaaep’kaHue B aKTya/lbHOM COCTOAHWM MO/Ib30BATE/IbCKUX
YYETHbIX 3anucem;

— OTBETCTBEHHOCTb 332 MHGOPMALMOHHYIO 6€30MacHOCTb B KOMMAHWUW;

— OTC/1IeXkmMBaHMe nHpopmauumn 06 ya3BUMOCTAX CUCTEMbI U CBOEBPEMEHHOe
NpUHATUE MEp;

— rnepuogmuyeckoe npakTuyeckoe TeCTMpoBaHuMe 3aLULLLEHHOCTU CUCTEMDbI;

— AOKYMEHTUPOBaHMe cBOen paboTbl;

— yCTpaHeHue Herno/ag0kK B cucteme.

B Kpyr TMMNOBbIX 334,34 aHa/IMTUKA BXOAAT:

— pearnpoBaHue Ha npeaynpexk4eHua NnporpamMmmbl;

— aHa/M3 npegynpexaeHnin NporpaMmmel;

— peructpauma nHumaeHTta b, npoBegeHne BHyTpeHHero pacc/1e40BaHus;

— npeaoTBpaLleHne passuTmua nHumnaeHTa Mb;

— ycTpaHeHue uHuuaeHTta Ub;

— BOCCTaHOB/IeHUe 6e30MacHOCTM noc/ie nHumaeHta Ub;

— popmMMpOBaHMe pekoMeHaauuMn no pesysibtatam uHumMgeHta WMB no
noBbILLeHUo ypoBHA UB.

OnepaTtop nowucka yrpo3s (threat hunter) - cotpygHuk otgena Ub namn SOC-
LLeHTPa, KOTOPbIM C MOMOLLIbIO 3aNPOCOB Ha CTPaHMLEe AKTUBHOCTb MOXET NPOBECTH
MCCAeA0BaHME  aKTMBHOCTM areHToB C  Uesblo  ObHapyxeHusa aptedakTos
BPeAOHOCHOW aKTUBHOCTM WM MPU3HAKOB HAMpaB/IeHHOM aTakM Ha 3alLULLLAEMYIO
MHPPaCTPYKTYpy. Hanpumep, oOT4eTbl O BbIABAEHHbIX aTakax /0bOro BeHAOpa
cogep:KaTt apTedaKkTbl, CBA3AHHblE C 3TUMM aTakamu (UmeHa ¢aiioB, X3, ip-
agpeca, AOMEHHble WMMEHA, HEKOTOopble creuuduyHbie AelCTBMA MpOLEeccoB).
MMoNy4yeHHble AaHHble WCMO/b3YHTCA A/NA MOMO/MHeHUA ©6asbl  MHAWMKATOPOB
KOMMpoMeTaumm U MHAMKAaTOPOB aTak.

B TMNoOBOWM Kpyr 3a4a4 onepaTopa NoucKa yrpo3 BXOAAT:
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— MPOCMOTP M aHazM3 aKTUMBHOCTU MpPOLECCOB, 3aperucTpUpoOBaHHbIX B
areHTCKOM ceTu;

— NpOCMOTP U aHa/In3 nponsowleguinx MHUMAEHTOB.

5.4 OcobeHHOCMU pabombel NPOZPAVMMbI C AHMUBUPYCHLIMU CPedCcmaeamu CMOPOHHUX
npousgooumeeli

5.4.1. CpabameleaHue aHMUBUPYCHbIX cpedcma npu pabome c 8eb6-npusoxmeHuem RT Protect EDR

CpabaTbiBaHWe aHTMBUPYCHbBIX CpeACTB npu paboTte ¢ Beb-npunoxeHmnem EDR
BO3HMKaeT B TOM C/lyH4ae, eC/IM B AaHHbIX, No/y4aembix GpPOHTEHA0M OT cepBepa (B
OCHOBHOM OHM npuxoaAaT B popmate JSON) cogepuTCA Kakasa-To MHbopmaums,
KOTOPYI aHTUBUPYCHOE CPeACTBO Pacno3HaeT KaK MOTeHLMA/NbHO OMacHyr. 3TO
MOXeT ObiTb Xxew, wumA ¢alsa, KOMaHAHAA CTpoka M T.4. (HUXKe Takue
MHbOpPMaLMOHHbIe GpparMeHTbl Ha3bIBAOTCA apTedaKkTamu).

CNMCOK 3KPaHOB MPW/IOXKEHUA, rAae BblCOKAa BEpPOATHOCTb CpabaTtbiBaHMA
aHTMBUPYCHbIX CPEACTB:

— MHumaenTbl, MHumaenT (incidents, incident): BHYTpU MHUMAEHTOB MOryT
cogeprkartbca apTedakTbl;

— (1) noboit akpaH (edr/*): B onoBeLLeHUN O HOBOM MHUMAEHTE COAEPIKUTCA
nHpopmauma 06 nHuMaeHTe (BCN/bIBAOLME HOTUPMKALMM B PABOM BEPXHEM Yr/Yy);

— AKTUBHOCTb (events): BHYTpU COBbITUIA MOTYT coAeprKaTbcA apTedaKTbl;

— OnoBeweHna  (user-messages): BHYTPWU  OMOBELLEHWUN  COAEPKUTCA
nHdopmauua 06 MHUMAEHTaXx;

— Mpoueccbl U moayam (modules): BHYTpU COBBITUM MOFYT COAEPKATbCA
apTedaKTbl;

— Mpouecc (process): B MHPOpMALUM O mpouecce MOryT COAepKaTbCs
apTtedakTbl;

— XKypHan (users-actions): B CObGbITUAX XKypHazsa MOryT COgepKaTbCA
apTedaKTbl (BHYTPU MHLUAEHTOB U T4);

— otyeT TI-nnatdopmsl (ti): B oTHETE MOTYT COAEPKATLCA apTedaKTbI.
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CrMMCOK 3KpaHOB NPU/IOXKEHWA, rae BEpOATHOCTb CpabaTbiBaHUA HUXKe:

— YasBumocTtu (vuln): B uHpopmauum o6 yA3BUMOCTAX MOTYT COAEPKATbCA
aptedakTbl;

— Xpanuauwe (storage): daii/ibl MOryT onpeae/IATbCA KaK BpeAoHOCHbIE;

— AreHTbl, AreHT (agents): 13-3a BUAKETa CKaHepa YA3BMMOCTEN Ha dKpaHe
AreHr;

— TepmuHan (terminal): BHyTpU KOMaH4 MOTyT cogep:KaTbCA apTedaKThbl;

—MnaBHas cTpanuuya (dashboard): B HekoTOpbiIXx MecTax MoOryT O6bITb
apTedakTbl (Hanpumep, TON-10 MoAay/en);

— 3KpaHbl HAabopoB 1 31emeHTOoB (config-set, config-item): BHyTpu 3/1eMeHTOB
HabopoOB MOryT cogepKaTbcA apTedaKThbl.

CNMCOK 3KPaHOB MNPW/IOXKEHUA, rAe BEpPOATHOCTb CpabaTbiBaHMA MOXHO
CYMTATb HY/1IEBOM:

— AgmuHucTpupoBanue (administration);

— Mpo¢usb noabsosartens (user-profile);

— Fpynnbi (groups);

— Bepudmkauyus (verification);

— padurm (charts);

— AnctpubyTuebl (distributions);

— /lmuensus (license);

— 3KpaHbl npodunetli (profile);

— 3KpaHbl MHOXecTB npoduseit n Habopos (profiles, config-sets);

— 3KpaH cbpoca napos (reset-password).

I BaxHo

LJ /A7a NO/MHOrO MCK/AIOYEHUA /IOXHbIX CpabaTblBaHUM  aHTUBUPYCHbIX
cpeacTB npu paboTe ¢ Beb-npunoxkeHnem EDR uenecoobpasHo go06aButhb

B MCK/IIOYEHWUA COOTBETCTBYIOLLMI AOMEeH/agpec NonHOCTbO: <host/ip>/*.
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5.4.2. Ocob6eHHOCmMu 8biN0/IHEeHUA Oelicmaus 6/10KUPOBAHUA 01 AHMUBUPYCHbLIX peweHull.

B HekOTOpbIX C/ay4asx K 3a06/10KMPOBAHHOMY MOAY/KO Mpouecca MOXKeT
obpalaTbCcA aHTUBUPYCHOE CpeAacTBO. [AaA TOro, 4Tobbl 3TO ObI/I0O BO3MOXHO, B
nporpamme RT Protect EDR npeaycmMoTpeHO BHyTpeHHee WUCK/IH4YeHue, KoTopoe
co3gaet cobbiTne aaa nogobHoro obpaieHua. To ecTb, ecimn cobbiTve 6/10KMpOBaHUA
BO3HMKAET B KOHTEKCTE aHTUBMPYCHOro npouecca (TakvMe npoueccsl OTMeYarTCs B
cucteme ¢narom AVEngine), To 6/10KMpytolLlee AelcTBME MepeornpesenaeTca Ha
Mpogosxkatb HabawgeHME M KPUTUHHOCTL COBLITMA COpacbiBaeTcA Ha ypOBEHb
MHpopmauua, npu 3TOM B NpuYMHE COObITUA YyKasbiBaeTcA McCKAlOveHue paasA
nporpamm. TakaA /I0TMKAa XapaKTepHa A/1A BCEeX aHa/IMTUYECKMX MPaBw/, Kpome

barN0BbIX UCK/IOYEHUMN.
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6.1 OKHO asmopu3ayuu u obujue ceedeHus

Mogaynb ynpaBaeHus, HaxoAAWMUCA Ha cepBepe, MnpeAHasHa4YeH AAdA
c/1eAyoLuX 3a4au4:

— aAMWHUCTPUPOBAHMNE areHToB, yCTaHOB/IeHHbIX Ha APM;

— NPOCMOTP COOLITUIN U UHLUAEHTOB;

— pearnpoBaHue Ha onpege/ieHHble COObITUA U MHLMUAEHTDI;

— OL,eHKa aKTUBHOCTU Ha APM n T.4.

Bxoa B mporpammy npom3BOAMUTCA U3 MOAAEPKMBAEMOMN Bepcum bpaysepa,
ANA OTKPbITUA OKHAa aBTOpM3aLuM HeobxoAauMMO B CTpOKe Bpaysepa BBeCTM MMA
cepBepa waun ero ip-agpec. locse BBOAA B CTPOKe Bpay3epa KOPPEKTHbIX AaHHbIX

OTKPOETCA OKHO aBTopu3aumu (puc. 13).

S RT E D R

L o Protect

MoscanyitcTa, EBEAMTE BaL NOTNAH 1 Napok
0 Norw

& Mapons

[ Y4ywoid komneromep

BOWTH B cHCTEMY

PucyHok 13 — OKHO aBTOpU3aLum

lNocne BBOAAa B OKHE€ aBTOpu3auun napo/s1d4 U /1I0rMHa agMUHUCTPAaTopa

OTKPbIBAETCA OCHOBHOE OKHO MporpamMmmbl (puc. 14).

PykoBoACTBO agmuHucTpaTopa RT Protect EDR L 3 Protect

Bepcus 1.0.15 om 12 mapma 2024 5 l




- ~
= an U 0)
ATEHTBI L% WHUMAEHTBI / COBBITHA

428 26 (6%) 1 1 1204 812 58778 4577886
BcEro HABE : 5415 MIHYT 3A1 AEHs

TEKYLUEE 3HAYEHVIE EPS: 81/ 3 CPE/HEE 3A HEAENIO EPS: 43

AVHAMUKA UHLMAEHTOB eaens Mecan KPUTWYHOCTL MHUMAEHTOB

~ Ve /o J----y
)/ AR [\
—_— N LV L \

TOM 10 NPABKA B MHLIMAEHTAX Hezens  Meca TOM 10 TEXHUK MITRE B MHLIMAEHTAX

PucyHoOK 14 — OCHOBHO€E OKHO NpOrpammbl

Ecan B TeyeHume 12 4acoB N0/b30BaTe/Ib BbIMO/IHUA 20 UM Bosiee HeyaauHbIX
MOMbITOK BX0AQ, TO ero yyeTHaA 3anucb Oyaer 3absokupoBaHa. B 3Ttom cay4ae
pa36/10KMPOBaTb TAKOr O NO/1b30BATE/IA CMOXKET TO/IbKO agMUHUCTpaTop (nogpobHee
CM. Mogpasgen 6.4).

®PyHKUMM, AOCTynHble B  UHTepdence agMUHUCTPATUBHOIO  MOAY/A
yrnpaB/IeHUA:

— NPOCMOTP COBLITUM U UHLMAEHTOB;

— AAMUHUCTPUPOBAHME MALLUMH, HA KOTOPbIX YCTAaHOB/IEH MOAY/Ib areHTa, U
y4YeTHbIX 3anuncen no/ib3oBaTte/en;

— HACTPOMKa U NPOCMOTP NPaBUA AeTEeKTUPOBaHUA;

— HACTPOMKa U NPOCMOTP KOHGUIypaLMOHHbBIX NAapameTpoB;

— HACTPOMKa U NPOCMOTP Npoduaeit 3amTbl 4aHHbIX HA areHTax;

— MPOCMOTP AENCTBUM NO/Ib30OBaTe/1eM;

— NPOCMOTP NapamMeTpoB paboTbl NpOrpamMmbl.

B N€BOM 4acTM OCHOBHOrO OKHa Mporpammbl (CM. pUC. 14) HaxOAUTCA
BEPTMKa/IbHAA NaHe/Ib ynpaB/eHuA, AOCTYMHAA agMWHUCTPATOPY AAA BbINO/HEHUA

Pa3/IMYHbIX HACTPOEK U NMPOCMOTpPa MHPOPMaLLMU MO pasgesiam.
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B npaBoW 4acTu OKHa npegctaBieHa UHPopMauma BbIBpaHHOrO pasaena u
OCHOBHOM MHCTPYMeHTapui A48 paboTbl a4MUHUCTPATOPA U aHA/IMTHKA.

B HW)KHEM YacTM CTpaHuLUbl HAaxoAUTCA MHPOPMaUMA O TOBApPHOM 3Hake

™ RT B 2022
KOMMaHUN — EEERLEGT S

B ueHTpe pAAOM C TOBapHbIM 3HAKOM OTOOparkaeTcA TeKylliad BepcusA

nporpamMmmbi:

CrnpaBa OT TeKyLLel BepCcMM NporpamMmmMbl 0TOHbparkaeTcA HagnmMcb O TOM, rae

«RT Protect EDR» paspaboTaHa - Caenario & Poccnu |

6.2 Fopu30HMA/ILHAS NAHe/Tb Ynpas/ieHus

B BepxHel 4acTu OKHa HAaXOAMUTCA FOPM30HTA/IbHAsA MaHe b yripaB/ieHus (puc.

15).

Pl'lcyHOK 15 - I'opusoHTaanaﬂ naHe/b ynpaB/1€HUA

BepTuKa/ibHaA U FOPU30HTA/IbHAA NMaHe/IM YNpaB/eHWA ABAAKTCA 0bLWMMH A5
BCEX CTPaHuL, 1 pa3ae/ioB Nporpammbl.

Mpu HaxaTumM KHOMKM CKPbITb/MOKa3aTb NaHe /b pa3Ae/oB (.) /leBad naHe b
C pasgesamu MporpaMmbl CTaHOBUTCA CKPbITOW. /1A BO3BpaTa NepBOHa4a/IbHOro

BMAQ HEOOXO0AMMO MOBTOPHO HaXKaTb HAa KHOMKY —}

Mpy HaxaTun KHOMKM TemMHaA Tema (m) OCHOBHOE OKHO MpOrpamMmmbi
MEHAETCA COOTBETCTBYOWMM ob6pa3om (60/bwaAd  YacTb OKHA MPOrpammbl
CTQHOBUTCA TEMHOMN). /119 BO3BpaTa K NepBOHaYa/IbHOMY BUAY HEOOXOAUMO HaXKaTb
KHOMKy CBeT/1as Tema (E).
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6.2.1. OnoseweHus

CrpaHuua OnoBeweHUA MO3BO/IAET NMPOCMOTPETb BaKHYO MHOpMaLmio,
CBA3AHHYIO C 3alLULLLaEMON MHPPACTPYKTYPOM.

ANA nepexoga Ha CTpaHULy HEOHBXOAMMO HaKaTb Ha KHOMKy OnoseleHuA
, KOTOpasA HaxoAWuTCA crpaBa OT KHOMOK TemHas Tema/CBeT/asa Tema. B
Bbl4€/1€HHOM KPacHbIM LBeTOM 06/1aCTU MKOHKM YKA3aHO YMC/IO HeMmpOYMTaHHbIX
OMOBeLL,eHWI, MO/TYYEHHbIX MO/Ib30BaTE/IEM.

NMHbopmauma 06 onoBeLeHUAX NPUXOAUT B PEXUME Pea/IbHOro BpEMEHU U

TpebyeT coBepLIeHUs AENUCTBUI CO CTOPOHBI MO/1Ib30BaTe/IeN Nporpammbl (puc. 16).

Onosewenua

|-

Tan Hasearme Kpmiasocrs Bpems perncTpaun

uuuuuuuu

uuuuuuuu

uuuuuuuu

> . e

> . e

> . e

PucyHok 16 - OnosewyeHus

[aHHble O COObITUAX MpeAcTaB/eHbl B Tab/MYHOM BUAE Ha NMPaBOM MaHe/u
oTObpaxeHua nHbopmaumm.
B BepxHeWl 4acTw, Hag Tabsuueln, HaxoAATCA cCleaytowmMe 3/1eMeHTbI

buabTpayum:
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— lNoKasbiBaTb MO;

— KpUTU4YHOCTB;

— CTaTyc onoselyeHus;

— Tun onoBelyeHus.

C nomoupbto dunabTpa MokasbiBaTh NO 3343eTCA 3Ha4YeHME YNC/1A ONOBELLLEHNUN,
oTObparkaeMbix Ha cTpaHuue Tabaumybl: 10, 20, 50 UM 100 ONOBELLLEHUI.

Ecan KoanyecTBo 3anucen B Tab/mLe NpeBbILaeT yCTaHOB/IEHHOE KO/IMYECTBO
3anucen, oToOpaxkaemblX Ha CTpPaHULE, B BEPXHEM UM HUXKHEM 4acTu Tabauubl
0TObOpa3nTCA NarMHaTop, C MOMOLLbIO KOTOPOro MOXHO NepexoaAnTb MO CTPaHMLAM
3anucei (puc. 17).

[MarMHaTtop ABAAETCA CKBO3HbIM MHCTPYMEHTOM A/ BCEero MmMoAy/A

afMMHUCTPUPOBAHUA, TO €CTb OTOOparkaeTcA Ha /1t0H60M cTpaHuLe ¢ dUabTpamu.

KHonka nepexopa K O6nacTb, NoKasbiBatoLwan
nepBoi cTpaHuue Hannyme Kak MMHUMY M eLe
crnmcKa OZHOW CTPaHMLbI C 3aNMcAMU

-2 3 4 > »

N |
KHonku nepexona Ha KHonka nepexoaa K

CNeaytoLLyo CTpaHMLy nocneaHein crpaHuue
BN€BO/BNPaBo cnucka

PucyHok 17 - lNarnHaTtop

C nomowbto ¢duabTpa KPpUTUHHOCTL 3343eTCA ypOBeHb Yrpo3bl, KOTOPOMY
AO/KHbI  COOTBETCTBOBATb OTOOpa)kaemble B Tabsvue onoseweHuA. Bce
OMOBeLLEeHMA MOXHO OTPU/IBTPOBATL MO C/1eAYOLMM YPOBHAM YyrpO3bl:

1) He 3agaHa - npu Bbibope ¢puabTpa uHpopmauus B Tabamue nokasbiBaeTcA
BHE 3aBMCMMOCTM OT YPOBHA Yrpo3bl, YCTAHOB/IEHHOW A/ COObITUA, O KOTOPOM

NpULL/I0 ONoBELLEHNE;
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2) Undopmauusa — npu Bbibope duabTpa B Tab/mue 0ToOpasAaTcA OnoBeLLeHus
A8 CObbITUIN, onpeae/sIeHHbIX NMPOrpamMMoKn Kak cobbITUA ypOBHA MHPOPpMaLUK, He
MMeIOLLLEeN NMPU3HAKOB YrpO3bl;

3) Huskas — npu Bbibope ¢uabTpa B Tabmue oTo6pasATcA onoBeLLeHus a1
CcObbITMIM, OnpeAe/neHHbIX MPOrpamMMoOM KaKk COObITUA Ma/ZloBEPOATHOrO YPOBHSA
yrposbi;

4) CpeaHsas — npu Bbibope ¢pubTpa B TabmLe 0TobpasAaTcsa onoseLLeHrs 4/15
CcObbITUI, Onpege/IeHHbIX MPOrpaMMOM Kak COBbITUA CpeaHEeBEpPOATHOro YpPOBHA
yrposbi;

5) Bbicokas — npu Bbibope ¢puabTpa B Tab/mLe 0ToOpasATCs OnoBeLLeHUs A/
CcobbITHI, ONpese/sIeHHbIX MPOrpaMMOM Kak CObbITUA BEPOATHOrO YPOBHA Yrpo3bl;

6) KputnuHasa — npu Boibope ¢$uabTpa B Tabamue 0ToOpasAaTcA OnoBeLLeHus
ANA COBbITUI, onpeaeseHHbIX NMPOrpaMMoM Kak cobbitvAa Hambosee onacHble AnA
3awmwaemMmon IT-uHGpacTpyKTypbl UAK COOLITUA KpaHe BEPOATHOrO YPOBHA Yrpo3bl.

NoapobHee 0 mMeTogax M cnocobax pearpoBaHMA Ha pas/MyHble yrpo3bl
MO>KHO Y3HaTb B AOKYMeHTe «PykoBOACTBO aHa/MTuKa RT Protect EDR».

C nowmowpio ¢uabtpa Cratyc onoBeweHua 3agaetca  GuabTpaumA
OMOBEeLL,eHMIM MO C1eAYOWMM CTaTyCcam:

1) He 3agaH - npu Bbibope ¢uabTpa B Tabauue 6yayT MNoOKasaHbl Kak
MPOYUTAHHbIE, TAK M HEMPOYMTAHHbIE OMOBELLEHUS;

2) MpouuTaHHble — npu Bbibope du/bTpa B Tabamue 6yayT NOKasaHbl TO/bKO
NMPOYMTaHHbIE NMO/1b30BaTe/1IeM OMNMOBEeLLeHUS;

3) HenpouuTaHHbie — npu Boibope ¢uabTpa B Tabamue 6yayT NoKasaHbl TO/IbKO
Hernpo4YuTaHHbIE NO/1b30BATE/IEM OMOBELLEHUA.

C nomowbio ¢uibTpa Tun onoselweHna 3a43eTcA PUabTpaLma OnoBeLL,eHUI
no c1eAyoWwmnm TUNnam:

1) Bce Tunbl — npu BbibOpe Ha cTpaHuue OyayT npeacTaB/eHbl BCE TUMbI

OrnoBeLLeHUN;
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2) UHUmMAEHT — npu Boibope dubTpa B Tab/mue 6yayT NOKasaHbl ONoOBeLL,eHUs
06 MHUMaeHTax;

3) MoTtepa c¢BA3M ¢ areHTom — npu Bbibope ¢uAbTpa B Tabauue OyayT
MOKa3saHbl COObITMA, KOTOpble YKasblBAlOT HA pas3pbiB CBA3M areHTa C MoAy/em
af,MUHUCTPUPOBAHMS;

4) UameHunnca coctas MO - npu Boibope duibTpa B Tab/mue ByayT nokasaHbl
areHTbl, HA KOTOPbIX 6bl1 U3MeHeH cocTaB MO (Ha areHTax ¢ BK/AOYEHHOU GyHKLUMEN
OTC/IeKMBAHUA 30/10TOro 06pasa).

Huke cTpOoKM € duAbTpaMM HaXOAMUTCA CTPOKA C 3/1eMeHTaMM HaBurauum B

Tab/muax (cM. puc. 17). B 3TOl Ke CTpOKE HAxoaguTCA 3/1eMeHT OTOobpakeHus

KO/MYecTBa BbibpaHHbIX B Tab/Mle OmoBelleHWid — , a TaKKe 3/1eMeHT
OTOOpaxKeHMA KOMYeCTBa HAMAEHHbBIX U MOKA3aHHbIX PEe3Y/IbTaTOB "=/ & iz e

Bce 3nemeHTbl 3TOM CTPOKM AYy6/MPYIOTCA B HUXKHEN YaCTU OKHA NPOrpammsl,
CHM3Y OT TabamLbl, A4nA yA006CTBa MPOCMOTPA M HaBUraLuu.

B Tab/mue c onoselLeHMAMM CoAepKaTca cieayroLme noa:

1) KHonKa Bbibopa 3/emeHTa Tabauubl (COAEPHKUT YEeKOOKC [/ U 31eMeHT
PacKpbITUA A0NO/HUTE/IbHOM MHbOPMaLMK O COBbITUMN * );

2) OTMETUTb KaK MpouYMTaHHOe (B LUAMKe COAEPMKMUTCA 3HAYOK £, B MOAAX
CcTO0/16Ua COAEPKUTCA 3HAYOK *, NpM HaBeAEHUM HA KOTOPbIM OTOOpakaeTcA 3anuchb
OTMETUTb KaK NPOYMTAHHOE);

3) Tum;

4) Ha3BaHue;

5) KpUTUYHOCTD;

6) Bpemsa peructpauum.

KHonka BbiIbopa ABAAETCA 3/1eMEHTOM, C MOMOLLbIO KOTOPOro Nno/b3oBaTe b
NMPOrpamMmbl MOXeT BblIOpaTb OA4HY W/IM HECKO/IbKO 3anucer B Tabsmue n npumeHnTb
COOTBETCTBYIOLLYHO OnepaLmio K BbIbpaHHbIM 3anmMcAM. Hanpumep, B OKHe NpoCcMOoTpa
OnoBeLeHnsA Takoii onepaumeii apadeTcA INAaed. OTMeYeHHble No/b3oBaTe/IeM
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3/1eMeHTbl MOC/Ie HAXaTUA KHOMKM MOMEYAKTCA KaK MpoYUTaHHble. CXOXKYHo
$YHKLMOHA/IbHOCTb MMeeT no/sie OTMETUTb KaK MpoYnTaHHoe. [py HaxKaTuu KHOMKM
® BbI6paHHOE OMoBeLLEHME MOMEYAETCA KaK MPOYUTAHHOE.

Monb3oBaTe/Ib MOXET OTMEeTUTb BCe OMOBELLEeHUA KaK MNpO4YMTaHHble C
nomoLLbto onepauun MpounTaTthb Bee.

OnoBellleHMA NPUXOAAT B peXUME peasbHOro BpeMeHWu. lpu nosAs/eHuu
HOBOrO OMOBeLLEeHMA B BEpPXHEM YacTM OCHOBHOIO OKHA MPOrpamMmbl MOABAAETCA

coobuieHue (puc. 18).

PucyHok 18 — Bcn/ibiBaroLee OKHO € onoBseLyeHnem o cobbiTum

Mpu HaxkaTun /IKM Ha 3Ha4YOK > B CTPOKe OnoBeLL.eHMA OTKpbIBaeTcA 06/1acTb
AOMNO/IHUTENbHOM MHPOPpMaUuK. AOoNoAHUTEIbHAA MHPOPMALMA B 3aBUCMMOCTU OT
BbIOOpa Tmna onoselleHnsa byaet oTAny4aTbeA.

Mpu BbIbOpe THNa onoBeleHna UHUMAEGHT B A0NO/HUTE/IbHOW MHPOpMaL MK

0TObOpaxKatoTCA T0/1bKO No/sA HasBaHue (npu co3ganumn) v OnucaHue (nNpu co3gaHum)

(puc. 19).
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OnoBelueHUs

Moxasmizata no

Tun HassaHwe KpHTHunocTs Bpems perucTpauH

Hassanme (npu cosaanmm) Mpouecc \Device\HarddiskVolumed\Windows\System32\WindowsPowerShell\v1.0\powershelLexe

Onwcakwe (NpH co3gaHMH)

........

PUCYHOK 19 — [lONO/HUTE/IbHAs UHPOPMALUSA B ONOBELLLEeHUU (MIHLUAEHT)

Ha3BaHue nHuMaeHTa Nno3BoaAeT ObICTPO NepenTu K cTpaHuue MHuMaeHT aas
COBepLUEHMA AOMO/NHUTE/IbHbIX AENCTBUM MO BblIOPAaHHOMY MHUMAEHTY. Takxe B
CTPOKe C Ha3BaHMEM HaXOAUTCA UAEHTUDUKALMOHHBIM HOMEP MHLMAEHTA.

B cTpoke OnucaHue (npu co3gaHum) oTobpakaeTca onvcaHne UHLUAEHTA, B
C/1y4ae ero OTCyTCTBMA M0/1€ OCTAaHETCA MyCTbIM.

MmA areHTa B CTPOKe C ornoBseLeHnAMM no tunam UsmeHmnaca coctas MO u
MoTepAa cBA3M C areHTOM AB/IAETCA aKTUBHOM CCbI/IKOM, MPU HAXaTUM MO KOTOPOW
/IKM MOKHO 6bICTPO nepemnTy Ha CcTpaHuLy AreHT (KOTOpasi COOTBETCTBYET areHTy

YKa3aHHOMY B OMOBELLEHUMN).

6.2.2. MeHto «[lonb308amMenb»
Mpu HaxkaTum /IKM Ha MmeHu nosb3oBaTe s (/I0rMH) B MPaBOM BEpXHeN YacTu
OCHOBHOrO OKHa MPOrpamMmbl OTKPbIBaeTCA MeHK paboTbl C y4eTHOM 3anmcbio, B
KOTOpPOM npeacTas/ieHbl nogmeHto Mpoduab 1 KHomMka Bbixog, A/1A BblXxoga U3

MpOrpamMmbl C TEKYLLLEro YCTPOMCTBa (puc. 20).
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4 Npoguns

<] Bulxoa

PucyHok 20 — MeHio «[lo/b3oBaTe/1b»

MogmeHto NMpoduab pasgeneHo Ha gse MHPOpMaLMOHHble 06aacTu: NMpodpuab

n Ceccum u ycTpoiicTsa (puc. 21).

Mpodunab nonb3osartens Ceccnun 1 ycTpocTBa (2)
vz
Bpemn cozganma: 05.07.2023, 10:32:07
A— IP agpec: 192.168.113.1
ap
Qanmnus * Bpaysep: Chrome
0OC: Windows
M—
User agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
Email *
o —— Bpemn cozganma: 29.06.2023, 14:48:31
IP agpec: 192.168.113.1
Epayzep: Chrome
ARMAHACTDATOP 0C: Windows
5 User agent: Mozill2/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36

0612be65-b780-43c9-96a4-b782501e0f6e

Mlo/yuaTs YBRAOMASHHA © HOBLIX MHLMAGHTSX Ha NouTy

Mcnonksosart AsyxdakTophyio ayTenTUpUKaLIIO

PucyHoK 21 - NMogmeHto «Mpoduib»

Mpoduab — NoO3BO/IAET M3MEHATb MO/L30BATEMO MMA, pamuanIio U agpec
3/1IeKTPOHHOM MOYTbl ANA CBOEW YYeTHOM 3anucu, a TaKXKe M3MEHATb Mapo/b C
nomotbio kHonky RS, Takxe B Npodu/ie no/b3oBaTeNd MOXHO YBUAETb ero
po/ib (aAMUHUCTPATOP U/IU aHA/IMTUK) U €ro UAEHTUUKATOP B Nporpamme. 34ech ke
HaCcTpaMBaeTCA BO3MOXHOCTb NOAYy4YaTb yBeAOM/IEHUA 06 MHUMAEHTAX Ha MOYTY U
HacTpamBaTb ABYX(PAKTOPHYI ayTeHTUPMKaLuto (Moc/ie BBOAA Napo/iA NMpU BXOAE B
YYeTHYIO 3anucb Ha NoyTy ByaeT NpUxXoaUTb YMC/I0BOM KO, KOTOPbIM HEOHX0AMMO
BBECTH). AYTEHTUPUKALMOHHDBIN KOA MPUXOAUT HA 3/1EKTPOHHYHO MOYTY, YKa3aHHYHO B

npodwe.
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ANA COXpaHeHUA U NPUMEHEHUA U3MEHEHHOW KOHbUrypaumm Heobxoammo
HaskaTb KHomKy [EEaa. [Py HaXaTuM KHOMKM CMEHUTb ApPO/Ib OTKPbIBAETCHA OKHO /1A

CMeHbl napoAs (puc. 22).

CMeHUTL Naponb x

Balu Texylumi napons

6
@

HoEeklii Napons

6
©

TMOETOpUTE Naponk

6
©

TpeGoBaHWA K Naponi

* Baw n C BALWKMM MMEHEM LA ;":".'I'C‘:I

&l MK BrITE CIWLLIKOM MOXOXIM Ha

COAEPXATb KaK MUHNMYM 12 cumMBONOB.
BkITE OAHMM K13 LUHMPOKO
nei

* Baw Napofk He 4OMKEeH COCTORTE TOABKO U3 LWWQP.

CoxXpaHnTh 3aKpbiTh

PuUcyHOK 22 — OKHO cmeHbl napoA

BBegeHHbIM napo/ib A0/KEH COOTBETCTBOBATb TPebOBaHMAM, yKa3aHHbIM B
HUXHEMN YacTU OKHa:

—MNapo/b He AO/XKEeH COoBMagaTb C MMEHeM MNO0/b30BaTesA WAU ApYrou
nepcoHa/sibHOM UHOpMaLmen uamn BbiTb C/IMLLKOM MOXOXKUM Ha Heé;

— Napo/ib AO/MKEH COAEPKATb KAaK MUHUMYM 12 CUMBO/I10B;

— Napo/b He MOXeT ObITb O4HMM U3 LUIMPOKO PacnpOCTPaHEHHbIX Napo/iewn;

— Napo/lb He A0/I)KEeH COCTOATb TO/IbKO U3 LUdP.

Ana CcmMeHbl naposA HeobxoAMMO BBEeCTM CTapbld M HOBbIM MApoO/b C
NOATBEPKAEHUEM B COOTBETCTBYIOLLME MO/IA U HAXKATb KHOMKY [eomen],

Ceccum M yCTpoOMCTBA — MO3BO/IAET y3HaBaTb MHPOPMALMIO O CeccuaAx U
YCTPOWCTBAX, C KOTOPbIX OCYLLECTB/A/NCA BXOA, B MPOrpammy.

B obsactn npocmoTpa peannsoBaHa GyHKLMA BbIXOAA M3 YYETHOM 3anucu

TEKYLLEro no/1b30BaTe€/1A Ha BCEX yCTpOI‘/JICTBaX, C KOTOPbIX OCyLLeCTB/AA/ICA BXOA4 B
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aAMMHUCTPATUBHLIM  MOAY/b NpoOrpamMmbl. /[AA BbIXOAQ CO BCeX YCTPOMCTB

BBITH Ha BCeX YeTpOHCTEaX
.

HEOGXOAMMO HaXXaTb KHOMKRY

6.3 lNasHaa cmpaHuya

Ha pucyHKe 14 npeacTas/ieH pa3sgen NaBHaA cTpaHuua MoAy/A yripaB/leHUs.

[py OTKpbITUM pa3gena FMaBHAA CTpaHMUA Ha NPaBOKM NaHe/Au oTobpasuTcA
CTpPaHuLa CO C/1e4yoWnMn MHGOPMaLMOHHbIMU 0bB1acTAMM:

— AreHrbl;

— UHPpacTpyKTypQ;

— UHUMAEHTDI;

— MNocnegHne o6HapyKeHHble NpoLeccbl U MOAY/H;

— Tekywee 3Ha4yeHue EPS u cpegHee 3a Hegento EPS;

— fAMHaMWKa UHLMAEHTOB;

— PacnpeaeneHue MHUMAEHTOB MO KPUTUYHOCTH;

— Ton 10 npaBu/ B UHUMAEGHTAX;

— Ton 10 TexHuk MITRE ATT&CK B MHLMAEHTaX.

B o06nacty npocmoTpa AreHTbl MOKa3blBaeTCA COCTOAHME  BCex
YCTaHOB/IEHHbIX areHToB (puc. 23):

1) OBLLEee YNCN0 areHTOB;

2) KOAM4YeCTBO aKTMBHBIX areHTOB;

3) Ko/M4YeCTBO areHToB, OXKUAALLMX BEPUDUKALUIO;

4) Ko/M4ecTBO M30/IMPOBAHHBIX areHTOB.

] arenTl
318 14 1 6
BCEO AKTMBHBIE OXMAAKT BEPUPUKALIMIO

PucyHok 23 - O6aactb MHpopmaLmm «AreHTbl»
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Mpy HaXXaTUM Ha YUCIOBbIE 3HA4YeHUA B 00641acTM NPOCMOTPa AreHTbl
NpoucxoauT rnepexos B pasgesn CNUMCOK areHToB, B KOTOPOM MOMKHO M3Y4nUTb
noapob6Hy0 MHGOpMaLMIO O BbIOPAaHHOM KaTeropmm areHToB.

B 06s1actn npocmoTpa MHUMAEHTBI MOKA3bIBAIOTCA BCE 3aperMcTpUMpOBaHHbIe
B Mporpamme WHUMAEHTbl B MO/1e C/1€Ba U OTKPbITble UHUMAEHTbI, MO KOTOPbIM
OTCYTCTBYeT peLleHue B no/e cnpasa (puc. 24). Mpu HaxKaTuM N1€BOM KHOMKOM MbILLM
(ganee /IKM) no 4MC/I0BOMY 3HA4yeHUKO BbIOPAHHOW KaTeropuu WHUMAEHTOB
NMPOUCXOAUT nepexos K pasgeny UHUMAEHTbl, B KOTOPOM rnpeacTaB/seHa bosee
nogpobHaa MHPoOpMaLUA O 3aperucTpUpPOBAHHBIX B MPOrpamme MHUMgeHTax (Cm.

MYHKT 6.5.1).

L;l MHLUMAEHTSI

3388 1496
BCETO

PucyHoK 24 — O6aactb MHpOpMaL MM «MHLMAEHTbI»

B 06nactn npocmoTpa CobbITUA aMUHUCTPATOP MOXET YBUAETb, CKO/IbKO
COBbITUI MpULLAIO OT BCeX BepuPULMPOBAHHBIX U HE U30/IMPOBAHHbLIX areHTOB B
nocnegHue 15 MUHYT, @ TaKKe 3a NoC/ieAHUI AeHb. TaKkXKe 34eCb MOXHO YBUAETb,
KaKoe KO/IM4eCTBO MaKeToB C COObITUAMM HAXOAMUTCA B oYepeau Ha 3anucb B Hasy

A3aHHBIX (pUC. 25).

LT

0 cosos e
-/ COBbITHA

334385 7771875

3015 MAHYT 341 AEHE

PucyHok 25 - O6aactb MHpopmaummn «CobbiTua»

B o06nactm npocmoTpa MocnegHue ob6HapyKeHHble Mpoueccbl U MOAYAU

MOKa3blBAtOTCA  MOC/eAHMEe MporpaMmbl, OOHapyKeHHble B  3allMLLaeMOoW

nHopacTpykType (puc. 26).
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[ MOCNEAHWE OBHAPYXEHHBIE MPOLLECCH 1 MOAYKN

PucyHoK 26 — O621actb uHpopmaumm «fMocnegHmne o6HapyKeHHble NpoLecchl 1

MoAy/1n»

I'IpM HaBeAE€HUN YyKa3aTe/iId MbIllM Ha UMA npouecca noABAAETCA
BCNn/ibiIBawullee OKHO C oOnMcaHnmemMm no/HOro nytMm Ao MeCTa O6Hapy)KEHI/IFI

npouecca/moayna (puc. 27).

\Device\HarddiskVolumea3\Wi
ndows\SoftwareDistributiony,
DownloadynstalhAM_Delta_P

atch_1.373.1530.0.exe

PucyHok 27 - lMyTb A0 06HapyKeHHOIro npouecca
Mma npouecca nam Mmoayns ABNAETCA aKTUBHOM CCbI/IKOW, MPU HAXKaTUM Ha Hee
MPOUCXOANUT Mepexos Ha CTPaHULY aKTMBHOCTM, HAa KOTOPOM MOKa3aHbl CcObbITUA,
CBA3aHHble C BbIDpaHHOM NpOrpaMmon.
B obnactn Tekywee 3HayeHne EPS copepKuTCA MHTEpPaKTMBHbIN rpaduk,
MOKa3blBAlOWMI  3Arpy’KEHHOCTb  MOAY/sA  agMUHUCTpUpoBaHua  (puc.  28).

OTobparkaeTca KoAnM4ecTBO COObITUI 3a CEKYHAY, MPUX0AALLEee OT aKTUBHbIX areHTOB.

TEKYLLLEE 3HAYEHWE EPS5: 114 / 5

PucyHok 28 - OTobpaxeHue Tekywero EPS Ha rpaduke
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Ha rpaduke umeroTca onpegesneHHble MHTepBasabl (5 CeK), OTMeYeHHble
TOYKaMu, NMpU HaBeAEeHMM HA KOTOPbIe YKa3zaTe A MbllW NOAB/AAETCA BCM/biBatoLLee

OKHO C OTOBpakKeHUEeM TeKyLLel AaTbl, BpEMEHU U KO/IMYECTBA COObITUIM (pUc. 29).

TEKYLLUEE SHAYEHWE EP5: &7 / 3

17.02.2023, 13:24:30

[}
(=)
1

PucyHok 29 — OTobpaxkenue EPS Ha rpadumke c uHTEepBa/iom 5 CeK

B obnactu CpeaHee 3a Hegento EPS oTtobparkaerca rpadmk u cpegHee 3a

HeAe/t0 KO/IMYECTBO COObITUI B CEKYHAY A/1A aKTUBHbIX areHToB (puc. 30).

CPEAHEE 3A HEAESHO EPS: 46

-

PucyHok 30 — OTobpakeHue cpegHero 3a Hegento EPS Ha rpaduke

Ha rpaduke mmeroTca onpegeseHHble MHTEpBasbl (1 AeHb), OTMEYEHHbIe
TOYKAMM, MpU HABEAEHMUM HA KOTOpPbIe YKa3aTe/ Il MbllluW, NOABAAETCA BC/IbIBaOLLee

OKHO C OTOOpakeHneMm TeKyLLell 4aTbl, BDEMEHU U KO/IMYECTBa COBbITUI (puUC. 31).

CPEJAHEE 3A HEAE/HD EPS: 46

02.09.2022 N
coBeITHA : 4138991

PucyHok 31 - OTobpaxkeHue cpegHero 3a Hegento EPS Ha rpaduke B uHTEpBane 1

A€Hb
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B 06nactu AiMHamMmuMKa uHUMAEHTOB (pYC. 32) oTobpakalTca rpaduku, Ha

Mecay

KOTOPbIX MOXHO npoc/1egnTb AMHAMUKY NMOAB/IEHNA MHUMAEHTOB NO KPUTUYHOCTU 3a

Hegens

AEHb, Hegeto Mb0o 3a MecAL,.

-0~ CpeaHas

KpUTUUHEA

ANHAMWKA MHUWAEHTOB

PucyHok 32 - OTtobpakeHne AMHAMMKU MHLUAEHTOB MO KPUTUYHOCTU C NEPUOAOM 1
Hepaens

[padumK pasgenieH KOHTPO/IbHbIMU TOYKAaMM HA OTPE3KM C MEPUOAUYHOCTBIO B
O/AMH AEeHb, MPWY HAaBeAEHUU YKa3aTe/1d MbILLM HA OTPE30K NOAB/IAETCA BCM/bIBalOLLEe

OKHO, MOKa3blBatoLLLee KO/IMYeCTBO UHLMAEHTOB. AMHAMWUKY U3MEHEHUA MHLUAEHTOB

MOHO NMPOCMOTPETb 32 NepPUOy, AEHb, HeAeNA UAU MeCAL,.
B 06snactv KpUTUYHOCTb MHUMAEHTOB (pPUC. 33) aAMMHUCTPATOP MOXKET

NMOCMOTPeTb B BUAE AMAarpamMMm pacrpesesieHne 3aperucTpUpOBaHHbIX MHUMAEHTOB

Mo CTeNneHU KPUTUYHOCTU (C YKa3aHUEM KO/IMYECTBA), 3a AeHb/Heaeto/mecaA,.

FIRT
L J Protect
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KPMTHUYHOCTE MHUWAEHTORB Oere  Hepena  Mecay

m Kputruxans (12) m CpeaHan (B)

PucyHok 33 - Anarpamma pacnpege/eHus UHLMAEHTOB N0 KPUTUYHOCTU

I
I

3anuMcu KpUTUYHOCTU MHLMAEHTOB AB/AKOTCA AKTUBHBIMM CCbI/IKAMU, MpU
Ha)KaTUM MO 3arMUCKM WAU LBETHOM KO/IOHKE /1I€BOM KHOMKOM MbILLM MPOUCXOAUT
nepexos Ha CTpaHuly WHUMAEHTbl, r4e MOKasaHbl 3anucM Mo BbiGpaHHOM
KPUTUYHOCTMU.

B o6sactu Tonm 10 mpaBuA B MHUMAEHTAX B BUAE KPYroBOM AMarpammibl
MOKa3aHbl A4eCATb NpaBwu/, KOTOpble Hanbo/iee YacTo cpabaTbiBAKOT NpU CO34aHWU
MHUMAEHTOB (PUCYHOK 34). HEKOTOPpbIE MpaBu/ia MOTYT COAEPKATb CCbI/IKM HA HABOPbI
B Buge 3Ha4koB (PEOR) uam 3HaukM, o6o3HavaloLIMe yaaneHHbIe Habopbl, a TaKxe

HaBopbl, nonyyeHHble oT Tl-naatdopmbl (<, @11,

TOM 10 NPABWJT B MHLUIMAEHTAX Jese  Hegena  Mecay

m MaliciousFile (20)

m MalicicusDomain (5}

ws

PucyHOK 34 — filuarpamma oTobpakeHuns gecAaTr OCHOBHbIX NPaBwua Npu

m win_susp_local_system_ov
m RT_win_bypass_startcmd #40

win_reg_change_security_zon

perucTpaymm MHLUAEHTOB

MOXHO M3MEeHUTb Nepuod, 3a KOTOPbIA YYMTbIBAKOTCA 3TU AMarpammbl,

M3MEHMB HacTpomku Ha [eHb/Hepena/Mecau. MmA npaBwia B CNUCKe nNpaBu/
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AB/AETCA aKTUBHOM CCbI/IKOW, €C/IM 3TO He BCTPOEHHOE MpaBu/1o, NMPU HaXKaTuu no
CCbI/IKE MPOUCXOAMUT Nnepexos Ha CTpaHuLy C npasu/1oMm. [1py HaBegeHUM yKasaTe s
MbILLW HA NPaBK/10 NOAB/IAETCA BCMN/IbIBAOLLLEE OKHO C OTODparkeHnemM MMeHu npasm/ia
n KaTeropuei npasuia (MHgMKaTop KOMNpomMeTaumu, MHAUKATOP aTak).

B 06nactv TOM 10 TEXHUK MITRE ATT&CK B UHLUMAEHTAX B BMAae KpyroBoM
AMarpamMmMbl OTOOpaxKaeTcA 10 OCHOBHbIX TexHWK MITRE, Ha KOoTopble cCblaatoTcA

MHUMAEHTbI (PUCYHOK 35).

TOM 10 TEXHWK MITRE ATT&CK B MHUWAEHTAX Oenb  Hegenn  Mecay

B T7003 - 1515

W 77486 - 231

B T7003/002 - 184
T1055
T1052/007

‘ﬁ T1055/002
W T1215- 86
71490 - 59

W 77047 - 54
T1003/001

PucyHoK 35 - fluarpamma oTob6pa>keHns OCHOBHbIX TEXHUK B MHLUAEHTaxX

AAvarpaMmmy MOXKHO OTOOpaxaTb 3a nepuogbl B AeHb/Heaento/Mecsau,. MimeHa
TEXHUK AB/IAKOTCA aKTUBHBIMU CCbI/IKAMU, MPU HAXKATUM NPOUCXOAUT Nepexos Ha CanuT

https://attack.mitre.org, Ha KOTOPOM MOKHO O3HAaKOMWTbCA C OMWCaHUEM AAHHOM

TE€XHUKN.

6.4 AOMuHUCMpupogaHue
B pasgene AAMUHUCTPUPOBAHUE AAMWMHUCTPATOP MOXKET NPOCMATpMBaTb
nHdopmMaLMlO O MO/Ab30BaTeNAX, CO034aBaTb W YAa/ATb  y4YeTHble  3anucu

Nno/Ib30BaTe/1eM, a TAKKe U3MEHATb MapaMeTpbl YYeTHbIX 3anncen No/b3oBaTe/en.

6.4.1. Obwas uHpopmayus o cnucke nosb3osamesel
B pasgene AAMUMHUCTPUpPOBaHME TMOKa3aHa WHbopmauuAa 060 Bcex
3aperncTpupoBaHHbIX B MPOrpamMmme no/b3oBaTte/ax.

[laHHble O N0/1b30BaTE/NAX NPeACTaB/IeHbl B Tab/MYHOM BUAe (PUCYHOK 36).
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https://attack.mitre.org/

Tab/mua cogepKUT cieayroLLne noAas:
1) Um#A nosb3oBaTes;

2) MocnegHee BpemaA BX0A3;

3) Ums;

4) Pamuaus;

5) Email;

6) Posb;

7) CraTyc;

8) YnpaBseHue.

AAMVHNCTpUpOBaHUe Copocum. SwrLp

Vi nons3oBatens Tocneariee Bpems Bx0pa Vs @anmmn Email

> AneKeargpl 1 23, @7:28: Anexcarap

> user-for-delete n 22, 13:18:1 user delete

Pons
Oneparop nowcxa
(-]
o
(-]
[

68606060606060060606

!ﬂﬂﬂﬂ”!

8

PucyHoK 36 - Pasaen «<AgMUHUCTPUpPOBaHUE»

MMa no/sb3oBaTens — COAEPXMUT /IOMMH, NOA KOTOPbIM M0/1b30BaTe/lb
3aperucTpMpoBaH B Nporpamme.

MocnegHee Bpemsi BXoga — COAEPKUT AATY UM Bpems MOC/IeAHEro BXOAa
no/b30BaTes.

UMa - cogepUT UMA, KOTOPOE No/Ib30BaTe /b YKa3as Npu perucTpauuu.
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Pamuamna — cogepKuMt dGamMuanio, KOTOPYH MNO/b30BaTe/lb yKas3aa Mpw
permcrpauuu.

Email — 3/1eKTpOHHbIM MOYTOBBIM agpec, yKasaHHblM MO/b30BaTeseM Mpw
permucrpauuu.

Ponb — ¢yHKUMOHA/ZbHAA po/b Mosb3oBaTena (NpegycMOTpeHbl 3 po/iu:
AAMMWHUCTPaTOpP, AHA/IUTUK, OnepaTop NOUCKaA yrpos).

Ctatyc » YnpaB/neHMe — B YKa3aHHbIX MO/AX COAEPXKATCA KHOMKU A/A
M3MEHEHWA NapaMeTpPOB YYETHbIX 3anuncen no/ib3oBaTe/1en.

B BepxHel 4acTu OKHa Hag Tabauuen cogeprKaTcA CTPOKUM ANA MOUCKA
no/ib3oBaTe/1en No napameTpam GuabTpaLuu:

— lNoKa3sbiBaTb MNO;

— UmsA noab3oBaTens (/10rvH);

— Ums;

— Gamunus;

— Email;

— Posb nosb3oBaTensa.

KarkgaAa cTpoka Tabauubl COAEPXKMUT AOMO/HUTE/NbHYD MHbOPpMAaLMIO O
CeccuAx No/b30oBaTe/1Aa, 419 ee NPOCMOTpa HeobxoaMMOo HaxKaTb /IKM Ha 3Ha4oK ». B
c/lyvae, ec/M y no/b3oBaTensa Obl/IM aKTUBHbIE CeCCUM, OHM ByAyT MOKasaHbl HUMXKe

CTPOKM. 10 yMO/HAHUIO OTOBPArKAETCA TO/IbKO NocaeaHAna ceccus (puc. 37).

Bpema cosganuna: 01.04.2021, 11:12:10
IP agpec: 192.168.113.1

Bpaysep: Chrome

OC: Windows
User agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
PucyHok 37 - UHpopmauma o ceccuax nosb3oBaTe s
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A5 pacKpbITUA AaHHbIX MO BCEM CeCCUAM C/leayeT HaxKaTb KHOMKY Bee ceccum
no/sb3oBaTenA. B OkHe ceccum oTobpaxkaetcA uHbOpMauMA MO  CAeayHoLMM
napameTtpam: Bpems co3ganusa, IP agpec, bpay3ep, OC 1 User agent.

Bpemsa co3panua — gata v BpeMA BXOga B YH4E€THYIO 3anuncb No/1b3oBaTe A A/
BbIOpaHHOM ceccum.

IP agpec - ip-agpec ycTpoWcTBa, C KOTOpPOro Obln1 BbIMO/NHEH BXOf,
no/b30BaTe/NA A/ BbIOpaHHOM ceccum.

Bpaysep — 6pay3sep, 13 KOTOpOro 6bin1 BbINO/HEH BXOA, B MPOrpaMmy A/
BbIOpaHHOM ceccum.

OC - onepaymoHHaA cMcTema, No4 ynpas/ieHUEeM KOTOPOU BbINO/HA/CA 3amnyCK
6paysepa a/1A BXO4a B Mporpammy.

User agent — B nose oTobparkaetcA HanmeHOoBaHWe HGpaysepa, C MOMOLLbIO

KOTOPOro BbINO/IHAETCA B3aVlMO,£I|e|‘/J1CTBVIe C areHTom.

6.4.2. U3meHeHUe napamempos y4yemHbix 3anucell nosb3osameeli
ABa nonAa Tabaumubl C y4eTHbIMM 3aAMUCAMM MO/b3OBaTe/IeN CcoAeprKaT
AOMO/IHATE/IbHbIE KHOMKM A/15 YNPaB/1IeHWUA NapaMeTpaMu yYeTHbIX 3anucei: CTaTyc 1

YnpaBaeHue.

= Mpumeyanue
L J KHonku ynpasieHna n 610KMpoBaHMA/pa3b/10KMPOBaHMA aKTUBHbI TO/IbKO
ANA NO/b30BaTe/Ien, BOWeALUX B MPOrpaMmmy nod, YY4eTHOM 3anucbio

agMUHUCTpaTOopa.

B none Cratyc HaxopAaTcA KHOMKM 3absokupoBatb/Pa3b/okupoBaThb
nosb3oBatena ©/ | ¢ nomowpblo KOTOPbLIX 3agMWHUCTPATOP MOXKeT BpeMeHHO
3anpeTuTb UM PaspeLLuTb TOMY U/IUM UHOMY M0/1b30BaTe/to0 PaboTaTb C MPOrpaMmMONn.
OnuuA 6/10KMPOBAHUA HEMPUMEHMMA MO OTHOLLUEHWIO K CBOEM YYeTHOM 3anucu.
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Mpouecc 6/0KMPOBAaHMA MO/b30BATENA 3alMLLEH OT  C/AyYalHbIX HaXaTuK
HeObXO0AUMOCTbIO MOATBEPKAATH AeilcTBUEe O/10KMpPOBaHMA/pa3b/10KMpOBaHMA B
OT/,€/1bHOM OKHe

[ocne noaTBEp)KAEHWUA OMepauun B HUMMKHEM 4YacTU OCHOBHOIO OKHA
nporpamMmebl noaBaAeTcA coobuieHre Mosb3oBaTe/ib pa36/10KMpoBaH/3a6/10KMPOBaH.

B nose YnpaBaeHue HaxoaATCA KHOMKM PegakTupoBaThb nosb3oBaTtensa -
CébpocuTtb naposb u Yaaautb noab3oBatensa <. [AnA 3a6/10KUPOBAHHOMO
No/b30BaTe/NIA aKTUBHbI OyayT TO/MbKO KHOMKK YyAd/ZeHuMA NO0/b30BaTens M
pesakTUpOBaHUA.

[Mpn HaxaTun KHOMKM PegakTupoBaTb MO/b30BaTe/IA OTKPbIBAETCA OKHO, B
KOTOPOM MOHO M3MEHUTb UMA U GamMUAUIO NO/Ab30BaTe/A, agpec 3/1eKTPOHHOM

MOYTbI, @ TAK¥Ke po/ib BbIOBpaHHOro no/ib3oBartea (puc. 38).

PepaktvpoBaTte NoOAL3OBATENA X

PucyHoK 38 — OKHO pegakTUpOBaHUA NO/Ib30BaTe A

Onuma U3MeHeHUA PO/M MO0/1b30BaTe/IA He MPUMEHAETCA MO OTHOLLUEHUIO K
COBCTBEHHOM y4eTHOM 3anmcu.
ANA COXpPaHEHUA W MPUMEHEHUA W3MEHEHHbIX MapaMeTpoOB HeobxoaMMO

HaxaTb KHOMKY COXpaHUTb.
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Mpw Ha)kaTuUK KHONKM COHPOCUTL Napo/Ib OTKPLIBAETCA OKHO, B KOTOPOM A/1A
cbpoca Tekywero napo/sa BbIOPaHHOMY MO/1b30BAaTe/NO C/eAyeT HaxaTb KHOMKY
BbInOAHUTD

CcblIka Ha cOpOC Mapo/aA OTMNPaBAAETCA MO/b30BATE/II0 HA YKA3aHHbIM Mpu
perncTpauumn agpec 3/1eKTPOHHOM noyThbl. [lanee no/sb3oBaTesb MNepexoamT Mo
OTNpaB/IeHHOM CCbl/IKe, MOC/1e Yero BBOAUT HOBbIM Mapo/b U NOATBEPXKAEHME NapoA
B OKHe C6poc mapossa (puc. 39). apo/ib A0/MKEH COOTBETCTBOBAaTb MpaBW/aM,

YKa3aHHbIM B MyHKTE 6.4.3.

[] s;rote:t E D R

C6poc napona

PUcyHOK 39 — OKHO BOCCTaHOB/IEHUA NapoO/IA N0/1b30BaTeNA

MMocne BBOAA 3HAYEHUIM HOBOrO Napo/A U ero noATBepKaeHuA HeobxoaumMo
HaxkaTb kHonky SN, Moc/ne 3aBeplieHMa onepauun cbpoca naposs
NO/1b30BaTe/Ib CMOXKET BOMTM B CBOKO YYETHYHO 3aNMCb C HOBbIM NMapo/1eM.

[pu Ha*KaTUM KHOMKK YAQ/IUTb NO/1Ib30BaTe/NA OTKPbIBAETCA OKHO, B KOTOPOM
AN1A YAA/NeHUA YYeTHOM 3anucu BbIOPAHHOMO No/1b30BaTe/NA C/1eAyeT HaXaTb KHOMKY

BbInOAHUTD.

6.4.3. Co30aHuUe yyemHoli 3anucu no/sb3o8ame s
B HMXKHEM 4acTu naHesM agMUHUCTPUPOBAHUA HaxoAuTCA KHomMka CosaaTtb

no/ib3oBaTe/iA. I'lpM Ha»XaTM KHOMKKM OTKpPbIBA€TCA OKHO CO3AaTb no/ib3oBaTe/1A

(puc. 40).
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Cospatk Nonb3oBaTeNs *

1wz nonk3osatens

Wma

Damunin

PVICYHOK 40 — OKHO CO34aHuA HOBOIo no/ib3oBaTtenA

Ana pobasseHuA no/sb3oBaTena HeobXoAMMO 3ano/HUTL B OKHe Co3aaTtb
no/b3oBaTe A c/eayloLme noa:

— Um#A nosb3oBaTens,

— Aapec 3/1eKTPOHHOM MOYTbI;

— Ums;,

— ®amuaus;

— HoBbl1 napob;

— NoBTOpUTE Napo/b;

— Ponb.

AnA 3aBepLUeHUA perncTpalmm HOBOro no/b30BaTe/A C/1eAyeT 3ano/IHUTb BCe
nosa BBoga. B none BBOga Agpec 3/1eKTPOHHOM NoYTbl He06X0AMMO BBECTU agpec
3/1IeKTPOHHOM no4Tbl Buga login@domain. Aas Toro, 4To6bl OTOOPA3UTH/CKPBITH
CUMBO/Ibl, BBOAUMbIe B N0/1A HoBbiM napo/b v MoBTOpUTE Napo/ab cieayeT HaxKaTb
KHOMKM © | &,

B HuxkHen u4actu oOkHa Co3gaTb noO/b30OBaTe/NA TMpuUBeEAEHbl MNpaBu/a

dbopmuMpoBaHMA Napo/ia:
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—Mapo/ib He AO/XKEeH COoBMnagatb C MMEHeM Mo/b30BaTeNsd WU ApYrou
nepCcoHa/iIbHOM UHPOpMaLMen Uaun BbiTb C/IMLLKOM MOXOXKUM Ha Heé;

— MapO/ib A0/IKEH COAEPXKATb KAK MMHUMYM 12 CUMBO/10B;

— MapO/ib HE MOXeT ObITb OAHUM U3 LUMPOKO PACNPOCTPAHEHHBIX Napo/ew;

— MapO/Ib He AO0/IKEH COCTOATb TO/IbKO U3 LUdp.

AnA noaTBEPKAEHUA 3HAYEHUI, YCTAHOB/IEHHbIX A/19 HOBOM YY4E€THOM 3anucu

no/b30BaTe 1A, He06X0ANMO HaxaTb KHonKy KR,

6.4.4. CoobweHUs admMuHUCMpamopy npu 8600e HeKOpPpPEeKMHbIX 3HavyeHull
Mpy BBOAE AAMUHUCTPATOPOM HEKOPPEKTHbIX AaHHbIX B MO/AX OKOH
PepgakTupoBatb nosb3oBatens u Co3gaTb no/b30BaTeNA MNpOrpamma BbIBOAUT
coobuieHuna o6 owmbKax.
Ecav nosb3oBaTe/Ib OCTAB/IAET B YKa3aHHbIX BbllLe OKHaX XOTA Obl 04HO nycToe
rno/ie BBOAQ, TO BbIBOAUTCA coobuyeHre (puUc. 41). Takoe ke coobLLeHUe BbIBOAUTCA

BO BCeX No/sAx, Tpebyromx BBoga MHGOpMaLuu.

LIxE:

0

PucyHoK 41 - CoobieHue o nycTom rnose BBOAa

lMpn HanucaHun B nose BBoga MUMA nosb3oBaTenA 3HAYeHUA UWMEHMU
Nno/ib30BaTe/IA, WAEHTUYHOrO YyXKe COXpPaHEeHHOMY B TMporpamMmme, BbIBOAMUTCA

cooOLLLeHne O TOM, YTO M0/1b30BaTe /b C TAKUM MMEHEM yxKe cylecTByeT (puc. 42).

A MoNL30BaTENR
* [loNL30BaTENb C TAKMM UMEHEM VoKe CYLUSCTEYET

PUCYHOK 42 - Coob6LieHMne 0 COBMAAEHMU UMEHU NMO/Ib30BaTeNA
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Mpu BBOAE MO/Ib30OBATE/IEM HEKOPPEKTHOIO agpeca 3/1eKTPOHHOM MOYTbl B
nose BBoga Email B HM)KHeM YacTn OkHa PegakTupoBaTtb nosb3oBaTtens uau Co3gaTb
no/b30oBaTe/Nsl BbIBOAUTCA cCoobLleHMe O HeobXxoaMMOCTM BBOAA MPaBW/IbHOIO

agpeca 3/1eKTPOHHOM MoYThl (puUC. 43).

‘ sd@dsdf1 ®

PucyHok 43 - CoobLyeHune 0 HenpaBW/IbHOM agpece 3/1eKTPOHHOM MOYTbI

Ecim BBegEHHbIM Mapo/b He COOTBETCTBYEeT OAHOMY W/M HECKO/IbKUM
YKa3aHHbIM B MYHKTE 6.4.3 NpaBu/1am, TO B HUKHEN 4YacT1 OKHA NOABUTCA COObLLLeHMe,

B KOTOPOM OyA,eT YKa3aHO HapyLLUeHHOe NpuY CO34aHUN NApO/s NpaBua (PUC. 44).

PucyHoK 44 - MpegynpexaaroLee coobuieHne npy BBOAE HEKOPPEKTHOMO Napo/is

[pu BBOAE OT/IMYHBIX APYr OT Apyra 3HavyeHuh B nosA HoBbIM mapo/b U
MoBTOpuTEe nNapo/sb B HWXKHEM YacTWM MNo/jelk BBOAa NOABUTCA coobuieHve o

HeCoBMaAEeHUN BBEAEHHbIX Napo/el (puc. 45).

—— ORI G

PucyHok 45 — CoobLieHre 0 HecoBnageHuu napo/ien

I'Ipm BOCCTAHOB/IEHNN NMAPO/1A MO CCbI/IKE, OTﬂpaBlleHHOI\/'i dAMUHNCTPATOPOM,

nocne BBOAA NMO/Ib30BATE/1IEM HEKOPPEKTHbIX 3Ha4YeHUM B MnoAsA BBEAMTe HOBbIM
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naposnb u [MoBTopuTe naposb B OKHe C6poc mapoaa 6yayt oTobparkaTbcA

COOOLLLeHMA, UAEHTUYHbIE YKa3aHHbIM Bbille (puUc. 46).

A

Jreect EDR

CHpoc napona

FAREEEREE A (] |

PUcyHOK 46 — BBOg HEKOPPEKTHbIX 3Ha4YeHUI Npu cbpoce napoAs

Coobwenna 06 owunbkax, KOTOpble BblgaeT nporpamma Mnpu BBOAE
HEKOPPEKTHbIX 3Ha4YeHUI Napoa, 6yayT MAEHTUYHBI TEM, KOTOPblE MOTYT BO3HUKHYTb

Npuv BBOAE NMNapo/1A U €ro nogTBep>xK4€HNA B OKHE COBAaTb no/ib3oBaTe/iA.

r BakHO
LJ Ecan B TeyeHue 12 4yacoB Mo/1b30BaTe/1b nporpamMmmbl BbINO/THUT 20 Uan
60/1€e HeygayHblX MOMbITOK BXOAQ, TO €ro ydeTHaA 3anucb bOyaer
3a6/10kMpoBaHa. B 3ToM c/1y4ae pa3b/10KMpOBaTb TAaKOro Mo/b30BaTe/A

CMOMET TO/IbKO a4MUHUCTPATOP NPOrpaMmbl.

6.5 Cobbimus

B cepBepHOli 4acTm nporpammbl 06pabaTbiBalOTCA COOBLITUA AKTUBHOCTH,
NMPOUCXOAALLEM Ha KOHEeYHbIX TOYKAX C YCTAHOB/IEHHbIMM HA HUX areHTamu. Bce

obpabaTbiBaemMble COObITUA MOXKHO pasgennTb Ha Tpu OO/bLUMX KaTeropuu:
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obHapyxeHua (B yCTOABLUEMCA MeXayHapoAHoW TepmuHosiorum — alerts),
nHbopmaLmoHHble 06HapyxkeHus (informational alerts) 1 TenemeTpus.

O6Hapy:eHuAa — 370 cobbiTuA, KoTOopble EDR €O cpeagHen 1 Bbille CTEeneHbro
BEPOATHOCTU (CpeAHAA+ KPUTUUHOCTb COBLITUA) UAEHTUDULMPYET KaK OMaCHbIE UM
BpeaoHOCHble. Ha cTpaHuuax ¢ otobparkaembiMu COBbITUAMKM OBHapy»KeHuA
MOMEYaTCA 3HaYKOM “* B nosAax Onucanue nav Haseanue. Cuctema obHapy»keHua
M OMoBeLLEeHMA B MPOrpaMMe OXBaTbiBaeT COObITUA MHOXEeCTBa KOMIMbIOTEPHbIX
noagcucrtem: gannoBaa NnogcMcTemMa, ceteBble cobbITmA, cOOLITUA, MponcxoaaLyme c
npoueccamu, peecTpom 1 T.A4.

NHdopmaumoHHbie 06HapyKeHUA — 3TO COObITUA, UMEIOLLIME HU3KMIA YPOBEHb
KPUTUHYHOCTU, TO eCTb COObITUA, NpeaCTaB/AIOLWME MA/ZIOBEPOATHYIO YrpoO3y, HO NMpw
3TOM u3peaKa Tpebyrolme BHUMaHUA aHa/IMTUKA MHPOPMaLMOHHOM 6e30nacHOCTH.
Takne cobbITUA B HEKOTOPbIX C/Ay4aAX MOryT MNpeAcTaB/ATb OMNACHOCTb  A/A
3awmwaemon UT-MHPPACTPYKTYPbl UAN ABAATLCA MPU3HAKOM TOrO, YTO HA areHTte
NPOAB/AETCA AKTMBHOCTb, CBA3aHHasA C pasBUTMEM aTaku. MHPOpmaLMOHHbIe
ob6Hapy:keHua (informational alerts) He HacTO/bKO ABHO rOBOPAT HaM O TOM, YTO B
3aWMLLaeMOn cMCTeMe MPUCYTCTBYET BPEA0HOCHAA aKTUBHOCTb UM OOBEKT, HO B TO
)Ke BpemMA AO0CTAaTOYHO BaKHbl, YTOObI Bblge/UTb UX B OTAE/bHYIO KaTeroputo
cobbITHi.

TenemetTpua — BcCe COObITUA, perncTpypyembie MpOrpaMmon, C YpOBHEM
KpuTU4HOCTM UHPopmauma (cobbiTus, KOTopble nepegatoTca AnA o6paboTku B
CEpPBEPHYHO HYaCTb MPOrPaMMbl OT K/IUEHTCKOWM YacTw).

Ana moboro cobbiTvA uav rpynnsl COObITUI B MPOrpaMmme MoXKeT ObITb CO34aH
MHumnaeHT. B OCHOBHOM, MHLUMAEHTbI HA3HA4YaKOTCA MPOrPaMMOMN aBTOMATUYECKU HA

OCHOBEe OBHapyKeHUM.

NMpumeyaHue
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Kpome aBTOMaTtu4yeckoro cosgaHua uHuuaeHTtoB B «RT Protect EDR»

npeaycMoTpeH @YHKUMOHA/A CO34aHUA  UHUMAEHTA BPY4YHYH, 4TO

9
LJd

NO3BO/IAET dHA/IMTUKAaM NMpPOBOAUTb PETPOCNEKTUBHbIE pacC/1eg40BaHUA,

KOHOUIrypUpyaA MHLMUAEHTbI CAMOCTOATE/IBHO.

CobbITMA BCEX KAaTeropui MOXHO MpocmMOoTpeTb B 06/1actn CobbiTnA. 3aech
cogeparca pasgensl UHUmMgeHTbl M AKTUBHOCTb. Ha cCTpaHuuax pasgesos
npeacTaB/eHa McHeprnbiBawowWwaa MHPopmauma O CoObITUAX, AEeTEeKTUPYeMblX Ha
areHTax u obpabaTbiBaembIxX Ha cepBepe, a TakXKe MHUMAEHTAX, CBA3AHHbIX C 3TUMMU
cobbITMAMM.

NoagpobHasa wHPoOpMauMA O pacciedoBaHUAX WU aHa/iu3ze  CobbITUI,
OOHapyXMBaeMblX MNPOrpamMMomn, COAEPXKUTCA B AOKYMeHTe «PyKOBOACTBO

aHa/mTuKa RT Protect EDR».

6.5.1. UHYuOeHmeol

Ha cTpanuue pa3sgena UHUMAEHTb copepKutca uHPopmauua obo Bcex
3aperMcTpupoOBaHHbIX MHUMAEHTAX.

MHUMAEHTbI FreHepuUpyrTCA NMPOrpaMMoOM B aBTOMATUYECKOM peXMme Mnpu
ObHapyXeHun CobbITUN, KOTOPblE MOIYT KOCBEHHO W/M ABHO MHTEPNPEeTUPOBATbLCA
Kak BpeAOHOCHble. B MHUMAEHTbl nonagarT BCe  COObITMA-UHAMKATOPDI,
peryivpyemble MpaBu/IaMW UHAMKALMK, YCTAaHOB/IEHHbIMM B MNporpamme no
YMO/IYQHUIO, @ TAK¥Ke MpaBW/l1aMu, NMpeAcTaB/eHHbIMU B 06/1acTM AHaAuTHKA (CMm.
nogpasgen 6.7). Kpome aBTOMATMYECKOW reHepauuu MHUMAEHTOB B MporpamMme
npegycmoTtpeH GyHKLUMOHan A406aBAeHUA COObITUIM B UHLMAEHTBI B PYYHOM peXUME

(CM. MYHKT 6.5.2).

BaxHo
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MHUMaeHT dopmupyeTcA Ha cTpaHuue WMHUMAEHTbl, e€C/iM YpOBeHb

9

L) KPUTM4HOCTM XOTA 6bl 04HOrO U3 COOBITUIM 3TOr0 UHLMAEHTA OLLEeHUBAETCA

paBHOW WK BbilLe YPOBHA KPUTUHHOCTU CpegHAS.

AnA NnpocMoTpa UHPOpMaLMM MO BCEM MHUMAEHTaM HeObXOAMMO YyAa/UTb
HaCTPOMKM PU/AbTpaLUK, YCTaHOB/IEHHbIE MO YMO/MaHUIO, HAXKaB KHOMKY COpPOCUTL
¢ubTpBLI. [10C/1e U3MEHEeHUA HAaCTPOoeK Ha cTpaHuLe MHUMAEeHTbI ByAyT NOKasaHbl Bce

MHLUAEHTbI, 3aperMcTpUpoBaHHbIe B Mporpamme.

Paboma c uHyuoeHmamu

Ctpanuua pasgena UHUuMAEHTbI npeacTaB/eHa Ha pUcyHke 47. MHdopmauyua
00 WHUMAEHTax Ha CTpaHuue pasgena npeacrtaBseHa B TabsvvHom Buge. o
YMO/MaHMIO B Tab/mue OoTOOparkatoTCA BCE HEe3aKpbITble MHUMAEHTbI, B TOM Yucae

HAa3HA4Y€HHbIE€ Ha TEKYLLErO No/1b30BaTE/1A.

WHumaenTs) e

PuUcyHoK 47 — CtpaHuua «MHUUAEHTbI»

CBepxy Tabauubl C MHUMAEHTaMM B No/1e AMHaMUKa MHUMAEHTOB COAepKaTcA
rpadumKu, Ha KOTOPbIX MOXHO NPOC/IeAUTb AMHAMUKY BO3HUKHOBEHUA MHLMUAEHTOB B

COOTBETCTBUM C BblOpaHHbIMKW dUbTpamu. HYTobbl NMokasatb rpadumk, HeobxoaUMO

Ha)KaTb KHOMKY = . FpaduK MOKeT BblTb MPeACTaB/NeH Kak B /IMHEMHOM, TaK U B
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ctonbyatom Buge. YTobbl nmepekaouMTb OTOOpaxeHue rpaduka, HeobxoanMMO
BbIOpaTb OAUH M3 ABYX TWUMOB rpaduka B 06/1acty Tun rpaduka (/IMHEHHbIN 1au
CTon6uyaTbiif).

B Tab/mLe MHUMAEHTOB NpeACTaB/IeHbl C/1eAyoLue No/s:

1) KHomMKa Bbibopa MHuuaeHTa (@);

2) KpUTUUYHOCTB;

3) HasBaHwue;

4) Bpems peructpauuu;

5) Bpems geiicTBus;

6) AreHTbi;

7) Kon-Bo cobbiTuis;

8) OTBeTCTBEHHbIN;

9) Crartyc.

B mosne ¢ KHOMKOM BblOOpa MHUMAEHTOB COAEPKUTCA KHOMKA PaCKpPbITUA

A,0MO/IHUTE/IbHOW MHPOPMALMU O COBLITUAX, BK/OUEHHbIX B UHUMAEHT (7).

>

[Mpu Haxkatun /IKM Ha 3Ha4OK ~ CHMU3Y OT CTPOKM MHLUMAEHTA OTKPbIBAETCA

AOMNO/HUTENbHAA WHGOPMAUMOHHAA 06/1acTb, B KOTOPOM MO/1b30BaTe/lb MOXKeT

MPOCMOTpPETb AaHHble 06 MHUMAEHTe (pUc. 48).

Mpaeuna RT_win_SAM_access

Texrukn MITRE T1003/002 OS Cre PEE
T1012 Query Regist

Wcnonnaemble daiinoi \Device\Harddiskvolume3\Windows\System32\dsregemd. exe
KomaHgHbie cTRoKK "C:\MINDOWS\System32\dsregemd . exe” $(Arge) ${argl) $(Arg2)
Monbzogatenn CUCTEMA

Oomensl NT AUTHORITY

Inementei peecrpa (tonsio Windows) \REGISTRY\MACHINE\SECURITY\Policy\Secrets\DSREGCHMD\

PucyHok 48 - flononHuTebHas nHpopmaums 06 MHumuageHTe

MHUMaeHTbl, KOTOpble BblIM CO34aHbl HA OCHOBE NPaBW/ U3 BHELLHEro Habopa

(Habopa, co3gaHHoro Ha Tl-nnatdopme), nomeyaroTcsa B CTpoke MpaBuia 3Ha4YKOM

wT'. l'IpM HaBe€AE€HUM YKa3aTe/1d MbIlUM Ha AdHHYHO MKOHKY NOABUTCA OKHO C

BCM/IbIBAOLLMM COODLLLeHUeM, NpeaCcTaB/IeHHbIM Ha PUCYHKeE 49.
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BHrewnuii Habop

YcnewHo CAHXPOHU3UPOBaH

MocneaHan cu HXPOHW3aUunA:

PuUcyHOK 49 - BcnabiBatowee coobueHme ¢ MHpopmauueit o BHeliHeM Habope

B none pononHutenbHOW uHPoOpmauum 06 MHUMAEHTe B CTpoke TeXHWUKU

MITRE npegacTtaB/ieHbl TEXHUKU, KOTOPbIE NMOKPbIBAET AaHHOE Npasu/o.

Ha3sBaHne TexHWKH, Hanpumep, - TEZEMY ABAAeTCA aKTUBHOM
CCbI/IKOM, MPU HaXaTUM MO KOTOPOW /IEBON KHOMKOM MbILLM MPOUCXOAUT Nepexos Ha
cTpanuuy canTa https://attack.mitre.org/techniques ¢ noaHbiM onucannem 3TOW
TEeXHUKMU.

Mpyv HaBeAeHMM YKasaTe/Nd MbIlM HA Ha3BaHWE TEXHUKM MOABAAETCA

BCM/IbIBAOLLLEE OKHO C KPAaTKMM OMUCAHUEM TEXHUKM (PUCYHOK 50).

T1012
Hazeanwe: Query Registry

Onwucanne: Adversaries may interact with the Windows Registry to gather
information about the system, configuration, and installed software. The
Registry contains a significant amount of information about the operating
system, configuration, software, and secunty.(Citation: Wikipedia Windows
Registry) Information can easily be queried using the [Reg]
(https://attack.mitre.org/software/50075) utility, though other means to access
the Registry exist. Some of the information may help adversaries to further

their operation within a network. Adversaries may use the information from
[Query Registry](https://attack.mitre.org/techniques/T1012) during automated
discovery to shape follow-on behaviors, including whether or not the adversary
fully infects the target and/or attempts specific actions.

PucyHok 50 — BcnabiBaroLee oKHO ¢ onucaHnem texHuku MITRE
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https://attack.mitre.org/techniques

B nosne KputuyHOCTb nokasbiBaeTcA MHPOpmMauma O CTENeHU KPUTUHHOCTH
WMHUMAeHTa. Bcero npegycmMOTpeHO MNATb YPOBHEW KpuTudHOCTU: UHPopmauma
(HaMMeHee KpUTWUYHLIM YpOBEHb WHUMAEHTA), Huskui, CpeaHuii, BbiCOKMIA,
KpuTtnuHbliii (Hanbosee KpUTUYHDBIN YPOBEHb UHLMAEHTA).

B none HasBaHue Tabiuubl MHUMAEHTBI HaxOAWMTCA WMMA, NMPUCBOEHHOE
MHUMAEHTY U ero Homep. NHUMAEHTbl, KOTOPble MO/Ib30BaTe/IM CO34at0T BPYYHYHO,
NMOMEYalTCA 3HAYKOM . 3HAYOK OTODOpakaeTcA pAAOM C HazBaHUeM. [1pu HaxkaTum
/IKM Ha UMeHU UHUMAEHTA NMPOUCXOAUT Nepexos Ha cTpaHuuy UHuMaeHT.

ANA U3MEeHeHUA HasBaHWA WHUMAEHTA B nose HasBaHue crnpaBa OT UMEHMU
MHUMAEHTA COAEPKUTCA KHOMKa PegakTupoBathb (- ). KHomnKa 6yaeT oTobparkatbcsa
TO/IbKO A1 UHUMAEHTA, Yy KOTOPOrO Ha3Ha4yeH OTBETCTBEHHblM 3a ero pelleHue
no/sib3oBaTtesib. [lpM  HaXXaTMM KHOMKM OTKpbiBaeTcA OKHO PegakTupoBaHue

uHUmMAeHTa (puc. 51).

PeAakTUpOBaHWe MHLUMAEHTA

azBaHne

PuUcyHoK 51 - PegakTupoBaHue MHLUAEHTA

ANA U3SMEHeHMA UMEHM UHUMAEHTA HeOOBX0AMMO BBECTU NPOU3BO/IbLHOE UMA B
CcTpoKke HasBaHue, noc/ne 4Yero Ha)kaTb KHOMKY COXpaHUTb (/1A 3aBepLueHus
ornepauuu.

B nosne Bpema peructpauumn otobpaxkaetcA uHPOpmauMA O BpeEMEHM
perncrpauumu MHUMaeHTa.

B nose Bpemsa genctBua otobparkaetca vHdopmaumsa O BpEMeHU, B TeYeHUe
KOTOPOro Npomucxoan/1 UHUUAEHT. 3TO BPEMA PacCHMTbIBAETCA, KaK pasHuLLa MeXAay
BpPeMeEHEeM, KOrga Hayanocb nepsoe cobblTMe MHUMAEHTA, M BpPEMEHEeM, Koraa

3aKOH4YM/10Ch Noc/iegHee cobbITME HLUMAEHTA.
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B nose AreHTbl oTObpaxaeTcA uHPopmauma O rpynne, B KOTOPYH BXOAUT
areHT, A4/17 KOTOPOro CO3/,aH MHUMAEHT U MMA areHTa. [pu HaXKaTUK HAa UMEHU rPyNMbl
W/ Ha3BaHMM areHTa NpoMCXOAMUT nepexod K cTpaHmuam Fpynna v AreHr.

B none Koa-Bo cobbiTnin oTobparkaetca MHGOpmaLma 0 KoAnvecTse CobbITHi,
BXOAALWMX B UHLUAEHT.

B nose OTBETCTBEHHbIW HAXOAWUTCA KHOMKa U3meHuTb (© ), C MOMOLLbBO
KOTOPOM MO>HO M3MEHWUTb N0/1b30BaTe /1A, OTBETCTBEHHOrO 33 peLleHne UHUMAEHTA.

l'IpM Ha*XaTUM KHOMKU U3MeHUTb OTKpbIBA€TCA OKHO Bbl60p OTBETCTBEHHOIro no

UHUMAEHTY (puc. 52).

BeO0op OTEETCTEEHHOND MO MHLWAEHTY

Coxpassams

PucyHoK 52 - Bbi6op no/b3oBaTens, OTBETCTBEHHOO 3a peLleHUe UHLUAEHTA

B cnyyae, ecim OTBETCTBEHHbIM 33 MHUMAEHT Yy)Ke Obln Ha3HayeH, TO A/A
BbIOOpa HOBOro N0/b30BaTe 1A, OTBETCTBEHHOrO 3@ MHLMAEHT, HEOOXOAMMO B CTPOKeE
OTBeTCTBEHHbIM yAa/IMTb TEKYLLLErO NO/b30BaTe/IA, HaXaB B HeM KHOMNKy ~ . flasee
BbIOpaTb M0/b30BaTeNA M3 CMNWUCKA, HaxaB /IKM Ha nycTyro CTPOKYy nosA
OTBeTCTBEHHbIW, WM BBECTU B HEM C K/AaBMATYpbl MMA HOBOro MO/b30BaTe A,
OTBETCTBEHHOro 3a WHUMAeHT. /[AaA 3aBeplueHuMA npoueaypbl  Ha3HavyeHusA
OTBETCTBEHHOrO Mo/1b30BaTe/1A C/1eAYyeT Ha*KaTb KHOMKY =3

B none Cratyc otobparkaeTtca uHbopmauma O TeKyLeM CTaTyce UHUUAEHTaA. B
3aBUCMMOCTM OT TeKyllero cratyca MHUMAEHTa B nose OyayT oToOpaxkaTbcA
pas/InyHble KHOMKK, C MOMOLLbIO KOTOPbIX MOXHO U3MEHUTb HEKOTOPbIe NapameTpbl

MHLMAEHTa:
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1) 3aKpbITb MHUMAEHT — “ (aKkTUBHa Npu cTaTyce HasHaueH 1av HoBblit);

2) HasHaum1Tb AW OTKPbITb MHLMAEHT MOBTOPHO — £} (akTMBHa mpw cTaTyce
HoBbli1 1 3aKpbIT);

N7 3aKPbITUA UHLMAEHTA HEOOXOAMMO HAXKATb KHOMKY 3aKPbITb MHLUAEHT (
lﬁ) M B OTKpbIBLUEMCA OKHe 3aKpbiTMe MHUMAEHTa (pUC. 53) HaxKaTb KHOMKY

COXpaHUTb. 3aKpbiTb MHUMAEHT MOMXKHO, Aaxe eCn A/NA UHUMAEHTA He Ha3Ha4yeH

OTBETCTBEHHbIN.

3akpbiTne MHUWAeHTOB (1) X

KommeHTapuia

[3akpeiTie MHUMAEHTE]

ﬁ

PUCYHOK 53 — 3aKpbITUE UHLUAEHTOB

[0 YMO/YAHMIO B OKHE 3aKpbiTUe MHUMUAEHTA B no/se KommeHTapun CTouT
3anucb [3aKpbiTe UWHUUAEHTA], ee MOXHO W3MEHWUTb Ha MPOU3BO/IbHbIN
KOMMEHTapuii UK COXPaHUTb CTATyC MHUMAEHTa 6e3 KommeHTapuAa. MHdopmaums,
YKa3aHHaA mno/sb3oBaTesneM B nose KommeHTapui, OTOOpasuTCcA Ha CTpaHuue
UHUMAEHT.

Ana TOro, 4TOOblI HA3HAYUTL OTBETCTBEHHOrO MO/b30BaTe/IA MO HOBOMY
WMHUMAEHTY, HeOobXOAMMO HaxKaTb KHOMKYy HasHauuTb WMHUMAEHT (ﬁ) M B
OTKpbIBLLUEMCA OKHe HasHauyeHue uHUMAEHTOB (puUC. 54) B mnose OTBETCTBEHHbIN
BbIOpaTb N0/b30BaTe/ 1, OTBETCTBEHHOI O 3a pPeLleHmne MHLMAEHTA, MOC/1e Yero HaxKaTb

KHOMKY COXpPaHUTb.
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HazHaueHWe MHUMAEHTOE (1) %

e

PucyHOK 54 — OKHO «Ha3HayeHue UHLMUAEHTOB»

Kpome Ha3HayeHuMs OTBETCTBEHHOrO B OKHe HasHayeHuMe WHUMAEHTa
No/Ib30BaTe/lb MOXeT BBECTU MPOU3BO/IbHbIM KOMMeEHTapuii B nosie KommeHTapuid,
COXPaHWUTb CTaTyC MHUMAEHTa 6e3 KOMMEHTapuA WM OCTaBUTb KOMMEHTapuUM Mo
yMO/4aHUO. MHPoOpMaumA, ykasaHHaA no/b3oBatesiem B nose KommeHTapuid,
oTO6pasuTca Ha cTpaHuue UHUMAEHT.

[ANA NOBTOPHOro OTKPbITUA MWHUMAEHTA HeObXOAMMO HaxKaTb KHOMKY

HasHauntb uHumgeHT (OTKpbIT nosTopHo) (£), noc/ie yero B OTKpbIBLIEMCA OKHE
HasHayeHne MHUMAEHTOB (CM. pUC. 54) Ha)KaTb KHOMKY COXPaHUTb, M3MEHWB W/IU
COXpaHMB TeKyLlero no/b30BaTe/IA B KayecTBe OTBETCTBEHHOrO 3a pelleHue
MHUMAEHTa.

[py NOBTOPHOM Ha3HAYeHUN MOXKHO, KaK 1 NpU 11060 APYyror CMeHe CTaTyca,
A,06aBUTb KOMMEHTapWIA, KOTOPbIM 0TOBPasnTCcA Ha cTpaHuue MHuMgeHT (CM. puc.
54). Moc/e 3aBepLUeHUA onepaLlum No NOBTOPHOMY OTKPbITUIO MHUMAEHTA B HUXKHEN
4aCTW CTPaHMLbI MOABUTCA BCM/IbIBAOLL,EE OKHO C COObLLeHneM.

Ana GUAbTpaumMM UHLMAEHTOB MO TE€M WAM MHBIM MPU3HAKaAM Ha CTpaHuue
UHUMAEHTBI cogepKaTca cieaytowme GuabTpbI:

1) MokasbiBaThb NO;

2) Fpynna;

3) AreHT;

4) KpUTUYHOCTb;

5) OTBETCTBEHHDIIA;
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6) Co3gareb;

7) Mepuoa peructpauuy;

8) Craryg;

9) Mpasuo;

10) MITRE;

11) Mo/HOe MMA UCMO/IHAEMOro MoAy/ Il npouecca.

MpuHUMI paboTbl ¢ PUAbTPAaMM He OT/IM4aeTcA OT paboTbl ¢ duabTpamu B
pa3gene AKTUBHOCTb.

B none ¢uabtpos Mpasusio, MITRE, NMoaHOe MMA UCNO/NHAEMOro MoAay/s
npouecca, MNoAAEP)KMBAETCA aBTOMoAcTaB/seHne c<umBosoB wildcard (*) ans
$UNbTPOB MO arpernpoBaHHbIM MO/AM.

Ana ¢uabtpauun B none ¢uabtpa MpaBuao, c/iegyeT nucatb HasBaHue
npasuaa 6e3 paclwmdpoBKm.

[pumep:

MaliciousDomain B chrome.exe - npaBwi0 ¢  pacwmndpoOBKOM
(MaliciousDomain — npaBu/0, N0 KOTOpOMy 6yaYyT GU/ALTPOBATLCA UHLUAEHTHI).

®PunbTp Mepurog peructTpauum B CpaBHeHun ¢ duabTpom Mepurog peructpauum
(Ha cepBepe) coaepKUT OAHO AOMO/HUTE/IbHOE 3HAaYeHWe Bcé Bpems, npwu Boibope
KOTOPOro MOKas3blBalOTCA BCe KOrga-Mbo 3aperucTpupoBaHHble B MpOrpamMmme
MHUMAEHTBI.

B none ¢uabTpa CTaTyc BO3MOXKHO BblOpaThb C/ieAytoLmMe BapmMaHTbl CTaTyca
MHLUMAEHTA M3 BCM/IbIBAIOLLLErO CMUCKA:

1) HoBbil;

2) HasHauew;

3) 3aKpbIT.

B none ¢uabtpa OTBETCTBEHHbIM 33a43éTCA PUIbTPALMA MHUUAEHTOB MO
Nno/ib30BaTe/1t0, OTBETCTBEHHOMY 3a peLleHue uHumnaeHTa. Copoc 3Ha4YeHnn puabTpoB

CHROCHTE BUALTPE

OCYLLLECTB/IAETCSA C MOMOLLbHO KHOMKM
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Ana copTMpoBKM B nosAax KputuyHoctb, Bpema peructpaumm mn CraTtyc
Tab/mubl C MHUMAEHTAMM MCMO/Ib3YIOTCA KHOMKM CMELIAHHOW COPTUPOBKU |,
COPTMPOBKM M0 BO3pacTaHuio T 1M COPTUPOBKM MO YEbIBAHMIO ~ .

B HMXKHENM YacTu cTpaHuLbl MHLMAGHTBI COAEPKATCA KHOMKU A4/1A BbINO/IHEHUSA
c/1eAyoLmMx onepawmin:

— Ha3HA4YUTb OTBETCTBEHHOI O 33 UHLMAEHTDI;

— 3aKPblITb BbIOpaHHble MHLUAEHTDI;

— YA/UTb BbIOpaHHbIE UHLMAEHTDI.

YT0Obl Ha3HaYMTb OTBETCTBEHHOro, HEObXOAUMO BbINO/HUTL C/eAyroLue
AENCTBUA:

1) BblbpaTb OAMH UM HECKO/IBKO MHLUMAEHTOB C MOMOLLbIO KHOMKU BbIGOPa,
OTMETUB UX PAAXKKamu;

1) HakaTb KHOMKy HasHauuTb MHUMAEHTbl, OTKpOeTcAs OKHO HasHaueHue
WHLUUAEHTOB;

2) B OTKpbIBLUEMCA OKHe BblOpaTb OTBETCTBEHHONO UM HaXKaTb KHOMKY
CoXpaHUTb.

YT006bl 3aKPbITb UHLMAEHTbI, HEOOXOAMMO BbINO/HUTL C/IeAYHOLMe AeUCTBUA:

1) BblbpaTb OA4MH UAM HECKO/IbKO MHLMAEHTOB C NMOMOLLbIO KHOMKKU BblI6OPa,
OTMEeTUB UX PAAXKKamu;

2) Ha)kaTb KHOMKY 3aKpbiTb BblGpPaHHbIE, OTKPOETCA OKHO 3aKpbiTUe
WHUUAEHTOB;

3) B OTKpbIBLIEMCA OKHE BBECTU MPOWU3BO/IbHBIM KOMMEHTapUii U HaxaTb
KHOMKy OTnpaBuThb.

3aKpblBaTb MHLUMAEHTbI MOXHO Aaxke Toraa, Korga A/18 3TUX UHUMAEHTOB He
Ha3Ha4eHbl OTBETCTBEHHbIE 33 UX peLleHue COTPYAHUKMU.

ANA yaaneHna MHUMAEHTOB He0OXOAUMO BbINMO/HUTL C/1eAYIoLLMne AeUCTBUA:

1) BblbpaTb OA4MH UM HECKO/IBKO MHLMAEHTOB C MOMOLLBbIO KHOMKKU Bbl6Opa,

OTMEeTMB NX PAAXKKamM;
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2) HaxkaTb KHOMKY YganuTb BblOpaHHble, OTKPOETCA OKHO YaasneHue
MHLMAEHTOB (pUc. 55);

3) HaxkaTtb kHOMNKy HauaTtb yaaneHue;

4) flanee HeobXOAUMO TMNOATBEPAWUTb YAA/N€HUE B OTKPbIBLUEMCA OKHe

MoaTBepKAeHME AEACTBUA, HAXKAB KHOMKY BbINO/IHUTD;

Y¥paneHwe nHUWAEHTOB (4) X

s MaliciousDomain B msedge.exe (#28118)
* MaliciousDomain e msedge.exe (#27591)
* CeTeBoll MHAWMKATOP koMnpomeTaluu hh (#27578)

s MaliciousDomain B msedge.exe (#27572)

YaaneHue (He Hauato)

PucyHok 55 — 'pynnoBoe ygasneHue MHLUAEHTOB

B npouecce rpynmnoBoro yga/seHuA WHUMAEHTOB MMeeTCA BO3MOXHOCTb

npepBaTb OMepauuio YAANEHUA, Ha)KaB MO WKOHKe . Yganenue

\/.

MHLMAEHTOB NPEepBeTCA HA TOM MHLMUAEHTE, KOTOPbIM HEe OTMEYeH 3HAYKOM B
CMUCKe YyAanAeMblX WHUMAEHTOB. [pouecc npepbiBaHWA orepauMy MokasaH Ha

pUCYHKe 56.

YaaneHve wHUMAEHTOB (4) X

MaliciousDomain & msedge.exe (£28118)
MaliciousDomain 8 msedge.exe (#27591)

.
.
* CeTeBoii MHAMKATOP KoMnpoMeTauni hh (#27578) 7
.

MaliciousDomain 8 msedge.exe (#27572)

Yaaneuue (3 vz 4, npepeaHo)

3aKpLITh
PucyHok 56 — lNpepbiBaHue yaaneHUA MHUUAEHTOB

5) [7A 3aBepLUeHUA onepaumu yaaneHus c1egyeT HaxaTb KHOMKY 3aKpbITb.
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AAMMHMCTpaTOpy AOCTYIMHa BO3MOXHOCTb C034aHuA OT4EeTOB no

MHUMAEHTaM, 0OTOOpaxkaembIM Ha CTpaHuLe. YToObl COXpaHUTb oT4eT B popmaTe pdf,

POF

emMy Heobxo4MMO HaxKaTb 3HAYOK B BEPXHEM YacTu CTPaHuLbl C UHUMAEHTAMMU.
OTyeT CcoaepKUT MHPOPMALMIO, COOTBETCTBYIOLLYK YCTAHOB/IEHHbIM Ha CTpaHuLe

NMHumaeHTbl GuabTpam.

MHyuoenm
KU3HEHHbIM LMKA KaXa0ro MHUMAEHTA NoAgpasyMeBaeT NpoXoXaeHune Tpex
CTagum:
— HOBbIM MHUMAEHT;
— Ha3Ha4eHHbIM B paboTy;

— 3aKPbITbIM MHUMAEHT.

Ecim vHUMAaeHT He npeactaBaseT 60/blue LEHHOCTU ANA Ad/IbHenLen
paboTbl, €ero MOXHO yAaAuTb. 1A 3TOro UCMNO/Ib3yeTCA KHOMKa YAaAuTb

MHUMAEHT B 061acTn UHdopmaumsa 06 MHumugeHTe.

B 3aBMCcMMOCTM OT CTaTyca WMHUMAEHTA Yy CTpaHuubl  MUHUMAeHT
bYHKUMOHA/IBHOCTE MOXKET Ppas/MyaTtbCA. 1A HOBOrO M 3aKPbITOrO MHUMAEHTA
HeAOCTynHa  GYHKUMA  peAaKkTUpOBaHusA  WHUMAeHTa  (puc.57).  YTOObI
OTpeAaKTUPOBaTb WHLMUAEHT, Heobx0aMMO Ha3Ha4uTb no/b3oBaTe s,

OTBETCTBEHHOrIO 3a €ro peLlweHue.
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PucyHok 57 — CTpaHuua «<MHuMgeHT» (cTatyc «HoBbil»)

[Nepexog Ha cTpaHuuy UHUMAEHT BbiNo/IHAETCA Npu Haxkatum /IKM Ha nmeHu
MHUMAEHTA. [/1A MHUMAEHTA, Y KOTOPOrO Ha3Ha4yeH OTBETCTBEHHbIM 33 €ro pelueHue
no/ib3oBaTe /b, GYHKLUMA peAakTUpOBaHMA akTMBHA. CTpaHuua MHUMAEHT pasgeneHa
Ha ciegytowme obaacTu:

1) UHpopmauua 06 MHUUAEHTE;

2) KommeHTapuu;

3) Aono/iHuTenbHaA UHGpopmaLus;

4) O6HapyXeHus.

B obnactm UHpopmauma o6 MHUMAEHTE MO/b30BaTe/lb MOXKET HAa3HaYMTb
MHLUMAEHT Ha TOrO WM MHOMO aHa/MTUKA ANA Aa/ibHelLen paboTbl AU BbINO/HUTD
ApYyrvue AencTeumsa:

— pPeAaKkTUPOBaTb MHUUAEHT;

— 3aKpbITb MHUUAEHT;

— OTKPbITb MHUMAEHT MOBTOPHO;

— YAQ/MTb UHLUAEHT;
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— COXpaHuTb OoT4eT 06 mHuuaeHTe B darn dopmarta pdf Ha KomnbloTep, C

KOTOPOrO OCYLLECTB/IEH AOCTYM B MOAY/b a4MUHUCTPUPOBAHUA (KHOMKa ).
B 061actv UHpopmauma 06 MHUMaeHTe OTOOparKaloTCA C/iegytoLime AaHHble:
— Ha3BaHWE UHLUMAEHTQ;

— KPUTUYHOCTb MHUMUAEHTQ;

— OTBETCTBEHHbIV 332 pelleHne UHUUAEHT];

— CTaTyC MHUMAEHTQ;

— areHT, Ha KOTOPOM NMPOU30LL/IU COObITUA MHLMAEHTA;
— BpeMsA perucTpauumn MHUUAEHT];

— BpeMsA A4eNCTBUA UHLMAEHTA];

— OnucaHue.

PefakTMpOBaTb MOXHO C/1eAytoLMe NapamMeTpbl:
— Ha3BaHue;

— OTBETCTBEHHbIN;

— KPUTUYHOCTb;

— OonncaHume.

rA Mpumeyanue
LJ Onepauun pegakTUPOBAHUA UMEHU UHUMAEHTA, KPUTUYHOCTU, ONUCAHMA,
a TaKXXe UCK/KYEeHMne COBbITUI M3 MHUMAEHTA CTaHOBATCA AOCTYMHbIMU

noc/1€ Ha3Ha4eHUA OTBETCTBEHHOIO 3a MHLUMNAEHT.

Mocne 3aBeplleHMA peaaKTUpPOBaHMA HeOOXOAMMO HaxaTb  KHOMKY
CoxXpaHUTb U3SMEHEHMUS.

B o0o6aactv KommeHTapuu no/b30BaTe/lb MOMET YKa3aTb MPOM3BO/IbHbIN
KOMMeHTapuii (puc. 58). TakKe KOMMEHTapuM YKa3blBatOTCA aBTOMATUYECKU MNpu
nepesoge MHUMAEHTA U3 OAHOrO CTaTyca B APYron, Hanpumep, Npyv Ha3Ha4YeHUn Uan

3aKpPbITUN MHLUMAEHTA.
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KommeHTapum (1)

pe A)
HazhaHerHe MHLMAERTE]

PucyHok 58 — KommeHTapum

AnA po6aB/ieHNAs HOBOMO KOMMEHTApuA C/eAyeT HaxaTb KHOmMKy Co3gatb

KOMMEHTApUH, Noc/ie Yero oTKpbiBaeTcA OKHO Co3aaTb KOMMeHTapuid (puc. 59).

CozaaTb KOMMeEHTapHWi X

TEeKCT KOMMEHTAPWA *

PucyHoK 59 — OKHO BBOAa KOMMEHTapuA

Ana pobaBneHMAs KOMMEHTapMA K MHUUAEHTY HEOBXOAUMO BBECTU B OKHE
TEKCT KOMMEHTapMA M HaxKaTb KHOMKy OTNpaBUTb, MOC/e 4Yero KOMMEHTapui

no/sb3oBaTe/ns byaeT o6aB/eH Ha CTpaHuLy MHUMAEHTA (puUc. 60).
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KommeHTapum (2)

pe A
HasHa4ERie MHLIMAEHTE]

HOBLIA KOMMEHTAPMA NS MHLMAEHTY

PucyHok 60 — KommeHTapuu (406aB/1eHre KOMMEHTapuA)

B ob6nactn AonoaHuTtenbHasa vHpopmaumua npeacrtaBseHa MHGOpmMauuAa no
WMHUMAEHTY C YTOYHEHMEM MapaMeTpPOB, XapaKTepu3YyLWMX MHUMAEHT, TaKUX KaK
KOMaHAHasA CTPOKa, NpaBun/ia, A40MeHbI, Gal/bl.

NMHbopmauma o cobblTuAX, KOTOpble Obl/IM BHECEHbl B WHUMAEHT NpU ero
perncTpaumu, npeactaB/ieHa B 06/1actv O6HapykeHus B Tabin4Hom Buge (puc. 61).

Mepexod no cTpaHMuam B Tab/mue oCyLLeCcTBAAETCA C MOMOLLbIO NMarMHaTopa

(CM. pUCYHOK 17).

QO6HapyxeHus (2)

MokasbieaTs no:

Perncrpayna  Perucrpauma
Tpynna / Vimn arenta Onucanme Mpouece Wndopmayus
Ha cepBepe Ha arente
> 21.12.2022 21.12.2022 @ woas-Tect / 3 /) oaiin\Device\HarddiskVolumeTihelp\traceview x86.exe knacc CompatTelRunner.exe (1592)
84:44:20 84:45:83 Windows_10_x32(n KaK BpefoHOCHLI (Yara-npaswna) ExampleRule #074823
> 21.12.20822 21.12.2022 @ rona-tect / D /\ ®aiin \Device\HarddiskVolume1\Windows\System32\notepad.exe CompatTelRunner.exe (1592)
84:44:28 B4:45:06 Windows_10_x32(n KnaccuMUMpPOBaH Kak BPEAOHOCHLIA (Yara-npaewna) ExampleRule #674823

PucyHok 61 — O6sactb «O6HapyKeHuaA»
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B BepxHel 4yactn o6aactn Ob6HapykeHua oTobparkaetca MHPopmauma o6
obwem KosnuyectBe cobbITU B MHUMAEHTe M ¢uabTp MoKasbiBaTb MO (MOXHO
3a/,aBaTb C/1IeAyHOLLME 3HAYEHUS: 10, 20, 50, 100).

B Tabsvye ¢ obHapyxeHuAMM MHPOpMALMA pacnpeseneHa Nno C/1eAyowmum
noaAMm:

1) Peructpauus Ha cepBepe;

2) PerucTpauus Ha areHTe;

3) Fpynna/Ums areHTa;

4) OnucaHue;

5) Mpouecc;

6) UHpopmayms.

Peructpauma Ha cepeepe — COAepXUT MHPOPMALMIO O rode, Mecaue, AHe U
TOYHOM BPpeMeHU perncTpaumm obHapyxeHua Ha cepeepe no ctaHaapty UTC.

Peructpauma Ha areHTe - cogepXuT nHdopmaumo O roge, Mmecaue, AHe U
TOYHOM BpPEMEHM perncrpauum OOHapy>KeHUA Ha areHTe, TO eCTb MO TeKyLlemy
BPeMEeHU, KOTOpPOe YCTaHOB/IEHO HA MALLMHE C areHTOM.

pynna/msa areHTa — B nose oToH6parkatoTCA rpynna, B KOTOPOM HaXxoAMUTCA
areHT, M HasBaHWe areHTa, MMEeHa rpPynmnbl U areHTa C/AY»KaT rMnepccbi/Ikon AnA
nepexoaa K COOTBETCTBYOLMM CTPaHULLAM.

OnucaHue — COAEPKUT KpaTKOe OnucaHue cobbiTuA, KOTOpOe CUCTEMOM

onpeseneHo Kak obHapyxkeHue wuam TenemeTpwusa, CobbiTMe-ObHapy»KeHue

NoMeyaeTca 3Haukom L.

Mpouecc - cogepXWT UMA npolecca, AEUCTBUA KOTOPOro mnpuBenun K
OOHapy)XeHW MporpaMmon, MMA mnpouecca oTobparkaeTcA B BUAE CCbIKM A/1A
nepexoga K ctTpanuue Mpoueccol (CM. MYHKT 6.5.3).

B nosie UHdpopmaLmsa noKasaHbl c/ieAytoLime gaHHble N0 OBHapyKeHUHo:

— KputnuHocTb/fleicTBuE;

— MITRE;
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— Mpasuno.

KpuTtuuHocTb/feiicTBue — NokasbiBaeT YpOBEHb Yrpo3bl, KOTOPaA UCXOAUT OT
obHapyKeHHOro  cobbita  ana  3awmwaemon  UT-UHPpaCTpyKTypbl, A4
aBTOMATMYECKMX OOHAPY)KEHWN 3TO CpeAHWUM, BbICOKUA M KPUTUYECKUIM YPOBEHb, a
TaK)Ke B no/se otobparkaeTca aencTeue, NpeanpuUHATOe B CBA3U C OOHapyXKeHuem
cobbiTnAa.  [porpammor  npegycMOTpeHbl  Tpu  AencTBuA:  6/10KMpOBaTh,
AETEeKTUPOBATb U NPOAO0/IKeHMe HabtoaeHnA. B nociegHem c/iydae nose oCcTaHeTcA
NyCTbIM.

MITRE - B nosne otobparkaeTcA uaeHTUPUKATOP TexHuKu aTtaku MITRE
ATT&CK, KOTOpbI COOTBETCTBYeT COObITMO, pA00aBA€HHOMY B MHUMAEHT
(MgeHTUdMKATOp HA3HAYAETCA OMLUUOHA/IBHO).

MpaBuso - B Nos1e 0TOOpaxkaeTcA HaMMeHOBaHMeE NpaBKaa, B COOTBETCTBUM C
KOTOpPbIM COBbITUE Bb110 406aBAEHO B UHLMAEHT.

B nose MHPopMaLmsa TaKkkKe HaXoAMUTCA KHOMKa /lokHoe cpabaTtbiBaHue ().
HarkaB Ha KHOIMKY, N0/1b30BaTe/lb MOXET CO3/4,aTb UCK/OYEHUE AaA palina C MOMOLLbIO
MacTepa UCK/IYeHnA. Co34aTb MCKAKOYEHME C MOMOLLBID MacTepa MOXHO He AaA
BCEX MHLMAEHTOB.

Obwmin BMA OKHA NpU CO34AHUU UCKAOYEHMA C MOMOLLbIO MacTepa

NCKAOYEeHUM a1A Gpanna npeacTaB/ieH Ha PUCYHKe 62.

MacTep cozaaHUA UCKNKDUEHUA x
Tun ucknoueHns
Wekniouenna Ans daiinos
Xew
cecA406bd28864b82c962783853b6a2c3c7FAFd 41 faded65b22567d9

Wma daina

\Device\Harddiskvolumel\Users\user\AppData\Local\Programs
\Opera\93.8.4585.37\opera.exe

Tvn CO2A3B3EMOT0 MCKNKIUEHUR
Xew
Habop

Iskl_for_file (HE PELAKTMPOBATE M HE YAANATE)

PUCYHOK 62 — OKHO MacTepa co3AaHuUs UCKAIOYEHUIA
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B gaHHOM OKHe nossa Tun uckao4veHus, Xew, Uma ¢paina yctaHaBAMBAKOTCA
ABTOMATMYeCKM 13 BbIbpaHHOro 0bHapy»eHuA, TpebyeTca onpeaenuTb TO/bKO TUM
CO3/4,aBaeMOro UCK/IH0YEHUA: UCK/KOYEHME MO XeLl-CyMMe U/IU UCK/K0HYEHUE MO UMEHMU
daina. Takke MOXKHO yYKa3aTb Habop, B KOTOPbIN c/iegyeT 406aBUTb UCKAOYEHME.

ANA ganbHenwWero co3gaHuA UCKAKYEeHUA TpebyeTca HaxkaTb KHOMKy fanee,

rnoc/ie 4ero NPoOmU3oNAET Nepexos K OKHy A406aB/1eHUA UCKAoYeHUsA (puUc. 63).

JobaBuTb MckaOUeHKEe X
Tun Xew-CyMMe!

SHA-256
Xew-cynmma * (0

€30ccb292c8ee8be27a07518d786C 820841 a06dd  c9b2d2c14954572eedelba

AeficTEne

Pazpewnrs

KommeHTapuli

Nobasuts

PucyHok 63 — OKHO g06aB/1€HUA UCKAOYEHUA

Xel-cymMa 3ano/HAETCA aBTOMAaTUYeCKM U3 npegblayliero okHa. Ytobbl
3aBepwuTb gobaBneHUe UCKAOYEeHUs, TpebyeTcA TO/bKO OnpeaennTb AencTBue
(Pa3spewmTb/B/OKUPOBATB) M HAXKATb MO KHOMKe ,06aBUTD.

Mpu HaxaTuun /IKM Ha 3Ha4YOK 7 B CTPOKE pAAOM C KHOMKOM Bbibopa cobbiTus,
A006aBNEHHOrO B MHUMAEHT, OTKPbIBAeTCA AOMO/HUTE/NbHAaA wHbopMauMA O

BblOpaHHOM ObHapyxkeHun (puc. 64).
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OGHapyxerna m

PucyHok 64 — KapTouka cobbiTuii Ha cTpaHuue «<MHLMaeHT»
6.5.2. AKmueHOCMb
CTpaHuua pasgesia AKTUBHOCTb COAEPKUT MHOOPMALMIO MO BCEM COBLITUAM,
MOCTYNAKLWMM OT areHTOB Ha cepsep nporpammbl. OCHOBHOE (YHKLMOHA/IbHOE
Ha3Ha4eHue pa3ge/sia AKTUBHOCTb — 3TO NpOBeAeHMe aHa/IMTUKOM PETPOCNEKTUBHOIO
aHa/M3a CoObITUM C MOMOLLbIO WMHCTPYMEHTOB WU 3/1EMEHTOB, MpeACTaB/IeHHbIX B
pa3sgene. TakoM aHa/M3 MoXeT ObITb 0COBEHHO no/se3eH Npu NPOaKTUBHOM MOUCKe

yrpo3 (nogpo6bHo cM. B 4OKyMeHTe «PyKoBOACTBO aHa/MTUKA RT Protect EDR»).

O6was uHpopmayus
CTpaHuua pasgena AKTMBHOCTb MpPU  HACTPOMKax MO YMO/YAHUIO

npeAcTaB/ieHa Ha pUCyHKe 65.
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AKTMBHOCTb CopocHTs EHALTES

PErUCTDaLMA Ha CepBepe PeruCTpauMA HaarenTe  TpyRna/ VM arenTa Onwcanue Mpouece Mngopuauma

PuUcyHOK 65 — AKTUBHOCTb

B BepxHelt 4acTW CTpaHuUbl MO/Ab30BaTE/IAM MNPOrpamMMbl MOXKET ObITb
nokasaHa 06/1acTb C gMarpaMmamMm, Ha KOTOPbIX B rpaduyeckom BuAe npeacTaB/ieHbl

TUMbl U NMOATUIDI COObITUN B COOTBETCTBUU C HAaCTPOEHHbIMAN B AaHHblﬁ MOMEHT

S
duabTpamu. YTobbl Nokasatb rpaduku, HEOOXOAUMO HaKaTb KHOMKY

[padumKM pacnpegeneHua COObITUM MOXKHO NPOCMATPMBATb B KPYroBbIX

AMArpaMmMax, a TakXe /IMHEMHOM M CT0n164aToM Buae. [ANA NepeK/toYeHUA Mexay

3TUMM BUAAMM UCTMIO/b3YETCA COMETaHUe KHOMOK /e [ FEEEasisie [ (p e 66),
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TPA®WKI PACTIPEAENEHINA COBBITHIA Tun rpaguka:  Pacnpegenerve [luHamnka | A

cTouHnkn coBbITui Moatunel cobbmui

m Daiine: Oaiin 6eln npoduTax (22829) - 37.0%
m Daiine: Cozaan HoBwid daidn (8409) - 13.6%
12.8%

m Mpoueccer: 3arpyzka obpaza (790!
m Qaiine: YaaneH daiin (7545) - 12

Gaiine (47283) - 76.7%
Mpoueccel (10479)
HKyprane (1899 m Qaiine;: Dain nepermeroEaH |

Daine: Dain Gein moguduumpoeat (2977) - 4.8%

‘* ] m Kyprans: Cobeimue xypHana (1899) - 3.1%
Dainen I_‘O,‘J'KFI}C4EPVE K MMEHOB3IHHOMY KaHany
17.0% 2y o e
(1273) - 2.1%

) - 5.0%

Sawwmra dainoe (9) - < ol
Ceccnm (4) - < 0.1% m

m Mpoueccer: CTapT npouecca (1169) - 1.9%

m lMpoueccel: 3agepweHne npoyecca (1112) - 1.8%

Ton 5 npoueccoe: cl.ex= (5346) - 8.7% cl.exs (4797) - 7.8% firefox.exs (4541) - 7.4% are.exe (2951) - 4.8% postgres.exe (2280) - 3.7%

Ton 5 DLL svchost.exe: esent.d1l (599) - 1.0% schedsvec.d11 (533) - 0.9% rpcrtd. dll (236) - 0.4% wuaueng.dll (215) - 0.3% schedsvc.dl11 (183) - 0.3%

PucyHok 66 — 'paduku pacnpegeneHmna cobbitum

Hwxxe rpadukoB nosbsosatesb EDR moxeT npocmoTpeTb TOn 5 Havbosee
4aCTO BCTPEYAOLLMXCA NPOLLECCOB B 3alMLLaeMOn MHPPACTPYKTYpe, a TaKKe Ton 5
AVHAMMWYECKM 3arpyxxaembix bubamnoTek B xocT-npouecce svchost.exe.

MHpopmauma 0 cobbITMAX Ha CTpaHWue AKTMBHOCTb NMpe/cTaB/eHa B BUAe
Tab/MLbl, KOTOPas BK/OYAET B cebs cieaytome noss (puc. 67):

1) KHonka Bbibopa (7 );

2) Peructpauus Ha cepBepe;

3) Peructpaums Ha areHTe;

4) Tpynna/Ums areHTa;

5) OnucaHue;

6) Mpouecc;

7) UHpopmanyms.
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Perucrpaums na cepsepe  Pervcrpauys Ha arente

PucyHok 67 — Tabauua otobpakeHusa cobbiTuii

[/151 NPOCMOTPA CTPaHML, C COBLITUSIMM UCTO/b3YETCs NarMHaTop B BEPXHEN U
HUMKHEI YacTu Tab/mLbl C 1€BOV CTOPOHDI (CM. pUC. 17).

Mo ueHTpy Tab/mubl BBEPXY M BHM3Y HAXOAMTCA CTPOKA, MOKasblBatoLLas
KO/IMYECTBO BbIGPAHHBIX COBLITUI =727 1“7 feiss Lol0 | B BepXHeM M HUMHEN YacTu

Ta6/1I/lLl,bI C npaBon CTOPOHbI HaX0ANTCA CTPOKA, NOKa3biBakOLLLaA o6u1,ee KO/IM4EeCTBO

HalgeHHbIX COBbITMI (B COOTBETCTBUM C PpUAbTpaLMent No BpeMeHU) U NOpPAAKOBbIN

HOMep oOTobOparkaembix COObITUM

Tab/mue oTobparkaeTca 10 000 coObITUIA. [1pU HaBeAEHUM Ha C/I0BO ~-0%5 BCM/IbIBAaeT

OKHO C nogckaskoi (puc. 68).

JLnA yMeHBIIEHWA YN
PE3YALTATOE YTOUHWTE

napameTtpsl GuasTpaumm

PucyHok 68 - Mogckaska B Tabauue cobbiTuin

Kaxkgoe cobbiTne cogepxmt B cebe cBOAHYO MHbOPMaLMO, COBpaHHYO B

BUAE KapTOYKM cobbITHA (puUc. 69).
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Bpemsa pernctpauvn Ha cepeepe 11.11. 202

Bpema perncTpauunn Ha arente 11.11.2022, 13:35:12

Twn cobeiTa Daiine

MogTun cobeiTna Coznan Hoewil hain

KpuTuurocts (ypoBens BaxHocTH) coBbiTHA [ Mgopaaiys |

Arent AredT pc-ub

YHUKanbHbIA naeHTUdMKaTOp areHTa aB8a15980f87e01

Maardopma Linux 4}

Monxoe uma ucn 0 MOAYAA NpoLy Just/lib/firefox/firefox

WaenTudukatop npouecca Ha areHTCKOM cvcTeme 30481

WaeHTMdMKaTOp POAUTEABLCKOrO NPOLEcCa Ha areHTCKON cucTeme 2320

YHUKanbHbIA HAeHTUMKATOP NpoLecca B3BFSFOE-5DCB-4C51-9B6F-506F0EQ101ET
KomangHan cTpoka npouecca Jusr/lib/firefox/firefox

CuHTeTHUecKoe cobbiTHe Het

HAomen (f rpynna) noAas. A, ZANYCTMBLEro Npouecc pe-ub

Wma nonLz0BaTens, sanycrUBWero npoyecc user

Homep ceccun, B koTopoii paboTaeT npouecc Ha areHTCKOH cucTeme 0

AeiicTene, cBAZaHHOE € coBLITMEM TNpoACIKERHE HABAKOAEHHA

[ o

Monnoe uma daiina /home/user/.cache/mozilla/firefox/Ifupawg.default-release-

1627288282121/cache2/entries/2B306A37E01BE327960B7046E961A80043DD8337

PucyHok 69 — KapTouka cobbiThit

KapTouka cobbiTna oTKpbiBaeTCA Npu HaxaTtuun /IKM Ha BbIGpaHHOM cObbITUM.
B 3aBMCMMOCTM OT UCTOYHUKA OOHAPY>KEHHOM aKTUBHOCTU KapTO4Ka cobbITUM byaeT
OT/IMHYATbCA U COAEprKaTb B cebe pas/myHbi Habop nosaen. K kapToukam cobbitui
npukpen/ifeTca JSON-06HEKT, KOTOPbI OTKPbIBAETCA MPU HaKaTUM KHOMKM (=2
CnpaBa OT KapTO4ku cobbiTuA. NogpobHasa nHGopmayma o Mogenu AaHHbIX COObITUM
HaxoAMTCA B AOKYMeHTe «PykoBoACTBO aHanMTuKa RT Protect EDR».

A/A BO3BpaTa K NepBOHAYa/IbHOMY BUAY KAPTOYKM COObITUIA HeobxoamMmo
Ha)KaTb KHOMKy (7,

AaHHble  COBbITMA MOTyT WCMNO/b30BAaTbCA aAHA/IMTUKOM AAA  aHA/M33

MHUMAEHTOB WM PETPOCNEKTUBHOINO aHa/in3a, CO034aHMA NpaBu/1 UHAWMKAUUKU U

A ETEKTUPOBaHUA, NpeA0TBPALLEHUA NOC/IeACTBUM aTaK U yrpo3 4214 3awmiaemoi IT-

MHPpPacTPyKTypsbl. Mpu HaskaTum kHonku ~ { cneBa oT KoamyecTBa 3/1emeHTOoB B JSON-
0ObeKkTe CTPYKTypa OObeKTa CBepHeTcA M nog cobbiTmem OTOOPA3UTCA TO/IbKO
KO/IMY4ECTBO 3/1eMEHTOB /1A cooTBeTcTBYtoWero JSON-06beKTa M KHOMKA PACKpbITUA

ero cTpyktypbl ~ t-- -} (puc. 70).

PykoBoACTBO agMuHMUCcTpaTopa RT Protect EDR L o ect

Bepcus 1.0.15 om 12 mapma 2024 102




PucyHok 70 — Oto6paxeHune JSSON-o6beKkTa B CBEpHYTOM BUge

HekoTopble n0/A B KAPTOYKe COBbITMA COgepKaT rMnepCcbl/IKM A8 Nepexosa
K pas3/in4HbIM pa3genam nporpammbl. [Ipu Haxatum /IKM Ha MMeHU areHTa uim MMeHu
rpynnbl B CTPOKE AreHT OCYLLLeCTB/IAETCA Nepexos Ha CTPaHuLLy areHTa uam rpynrbl.

B ctpokax lMosnHoe umA mucnosaHAemoro moaynAa npouecca, lNoaHoe umA
¢daina, MoaHOoe MMA UCMONHAEGMOro MOAY/A-MHULMAaTOpa onepauuu, NMoaHoe umsA
¢daiia obpasa cnpaBa OT MMeHU daiiia UAM MOAYAA COAEPHKUTCA KHOMKA 3arpy3Ku
danna B dannosoe xpaHwavwe <. [pu HaBegeHUM KypCOpa MbIM HA KHOMKY

NMOABUTCA BCM/bIBalOLLEe OKHO C coobuweHnem 3arpysutb ¢aia B ¢aii1oBoe

XpaHuaumwe (puc. 71).

3arpy=uTe $aiin e dainoeoe

XPaHHUNMLE

PucyHok 71 — CoobLueHne o 3arpyske ¢aina B pail/10Boe XpaHuauLe

Ecam areHT, Ha KOTOPOM MPOMUCXOAMIO0 COBbITUE, OTOOpaKkaeMoe B KapTO4Ke

cobbITUA, B A@HHbBIM MOMEHT HE aKTMBEH, KHOMKA 3arpy3Kkun npnuobpeTéT Bug, .Mpwu
HaBeeHUN KypCcopa MbILIM HA KHOMKY NOABUTCA BCM/IbIBAOLL,EE OKHO C COObLLLeHneM

3arpyska ¢aiizia HeBO3MOXKHa, TaK KaK areHT He aKTUBEH (puc. 72).

3arpy=ka ¢daiina

HEBOZMOMHAE, TAK K3K aredT
He aKTHEEH

PucyHok 72 - CoobuieHue o ToOM, 4TO 3arpy3Ka ¢aii/1a HeBO3MOKHa
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Ecam areHTt, Ha KOTOpPOM nNpOou3oLw/1o CO6bITM€, adKTMBEH WU CCbl/IKA Ha

CKa4dnBaHue c|>a|71/1a AOCTYyNHAa, TO NPpU HAXKATUUN KHOMNKMHU S OTrnpaB/1IA€TCA 3anpocC Ha

3arpysky danisia, nocse yero gpana 3arpy*KaeTca B XpaHU/uLLLE.

Mpu Haxatun /IKM Ha 3Ha4YeHun naeHTUPUKaTopoB npouecca B Tabavue u
KapTO4YKax COBbITUIM OCYLLeCTBAAECTCA Nepexos Ha cTpaHuuy Mpoueccsl. MoapobHaa
MHPOpMaLMA O CTPaHULLE PacCMATPMBAETCA B MOAMYHKTE 6.5.3.

Mpun Haxatum /IKM Ha 3Ha4YeHUAX Pas/IMYHbBIX MPOBEPAEMbIX OOBHEKTOB B
CTPOKax KapTO4YKM COObITMA uAM CTOAOUAx Tabauubl COObITUM nNOABAAETCA
BCM/IbIBAOLLEE OKHO C MHdOpMaLMelt o npoBepke Ha Tl-naatdpopme ob6bekTa (puUc.
73):

— ip-agpec;

— UMA AOMEHQ;

— xew dpanna.

B BepxHen 4acTu KapTO4YKM C KpaTKuM otyeTom Tl-naatpopmbl cogepkartca
MHPOpMaLMA O npoBepsAeMoM apTedakTte. [lanee caegyeT KpaTKMM OTYET O TOM,
Korga o6bekT Obl1 0OHapykeH, U obwwmin BbiBOA 06 omacHOCTU/Ge3omnacHOCTH
o6bekTa (Hanpumep, EIEIEE). OKHO COAEPKUT KHOMKY MepeiiTn K oTuerty.
O6HOB/EHUE AaHHBIX MO OO BEKTY MPOUCXOAUT aBTOMaTmYecku. Ansa 6oaee rnybokoro
aHa/n3a HeobXOAMMO MeperTn Ha CTpaHuyy C otyeTom Tl-naaTtdopmbl, HaxKaB Ha

KHOMKy MepenTn K oTyeTy.

IP-aapec: Jannbie T-naarhopmi!

* Bnepewe obHapyxeHn: 18.11.2021, 09:41:30

MNepeidti kK oTueTy

PucyHok 73 - KapTtouka nHpopmaumm o nposepke obbekTta Ha Tl-nnatdpopme
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MpoBepAemble O0OBEKTbI B  3aBUCMMOCTM OT  COAEpXKaHuA oT4yeTa
0TOOparkatoTCA Ha CTpaHuLe AKTUBHOCTb B Pa3/IMYHOM LBETOBOM ramme. O6beKTbl,
koTopble Tl-nnatpopma onpegenseTt Kak 6e3onacHble, 0TMEYAOTCA 3€/1eHbIM LIBETOM

(1721555050, BpegoHOCHbIE 06BEKTbI OTMEYarTCA KpacHbIM LBeToMm (

O6'beI-(TbI, ANA KOTOPbIX npouecc aHa/iM3a BbINO/IHAETCA B HaCTOALlEe BpEMA,

OTO6pa)'Ka|'OTCF| CUHUM Ll,BeTOM (.'LE:-.‘"E.=.'E-.‘:"E:-L—11"—e'e—.'.'.'——'—E.':'E:"e—:—:f.'e-_-"'LE:""il—f:'F)'

Ob6beKTbl, AN1A KOTOpbIX WMHPOpmaumA Ha Tl-naatpopme OTCyTCTBYeT WM He
npoBepsA/sacb, OTMe4YalTca cepbiM  LBeToM ( ). KapTtouka ans

BPEeA0HOCHOIO 0OBbEKTa NOKasaHa Ha pUCYHKe 74.

HNomen: Aartibie TI-naarhopMi

* Bnepebie obHapyxeH: 30.03.2023, 14:30:39

[Nepeimi K oTueTy

PucyHok 74 — KapTtouka Tl-nnatpopmbl 418 BpegoOHOCHOro o6bekTa

Kaptouka Tl-nnatdpopmbl gna  obbekTa, UWHPOpmMaUMA MO KOTOpPOMY
OTCYTCTBYET, NpeAcTaB/iIeHa Ha pUCYHKe 75.
IP-appec:
* Brepeble oGHapyxeH:

HeunzeecTHBIA

MNepeitd Kk oTueTy

PucyHok 75 — KapTouka Tl-nnatgopmbl g1 OTCyTCTBYIOLWEro B 6ase o6beKTa

ANA NOKaZbHbIX ip-agpecoB M AOMEHOB nposepka Ha Tl-nnatdopme He

BbINno/HAETCA (puUc. 76).
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IP-appec nokansHOR 20HBI

PucyHok 76 — Kaptouka Tl-nnatdopmbl g9 10Ka/bHOIO ip-agpeca
Mpw oTcyTcTBMM B 6ase TI-naatdopmbl nHPopmaumm o BbiIbpaHHOM apTedakTe
WIM  HeaOCTYMHOCTM n/i1aTPOpMbl  MO/b30BATe/NI0  BbIBOAUTCA  coobLleHue,

npeAcTaB/eHHOE Ha PUCYHKe 77.

JomeH:

WMhdopmaupma ob ofibexTte OTCYTCTBYET MAM 3arpyxaeTca

PucyHok 77 - Unbopmauma Tl-nnatpopmbl HeAOCTYNHA

B ctonbue UHbopmauyma tabamubl ¢ cOObITUAMM HA CTpaHULEe AKTUBHOCTb
MOKa3bIBaeTCA COOTBETCTBYHOWAA MHPOpMaLUA:
1) KpUTHM4HOCTb OT ypoBHA UHPOpMaLmsa 40 ypoBHA KpuTuiHas,

2) AenctBre (nNo ymonyaHuto aelictBue [pogoskaTbe HabawgeHue He

NMoMeYyaeTcAa KakUM-IMO0 3HAKOM), Apyrve AenCTBUSA MOMEYATCA 3HaKamu

(peTexkTMpoBath) U “~ (6/10KMpPOBATD);

3) UmAa npaBuna (oTobpaxkaetrcA ec/M CobblITMe BXOAWUT B MHLMUAEHT),
AB/IAETCA CCbI/IKOW A4/1A Mepexo/a Ha CTPaHULLY;

4) UHuuaeHT (oTobpaxkaeTcAa UMA UHLMAEHTA, eC/iM cObbITUe Ha CTpaHuue
AKTUMBHOCTb BXOAMT B 3TOT MHUMAEHT), UMA MHUMAEHTA AB/AETCA CCbI/IKOM U

NO3BO/IAET NepenTn Ha CTpaHuly UHumMaeHT;

5) KHornka /loxHoe cpabaTtbiBaHne (- — MacTep UCK/IOYEHUI).
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dusempayusa cobbimutii

Mporpamma perncTtpupyetr MHOXeCTBO CODbITUM, MOCTYNAIOLMX OT areHTOoB.
ANA ymeHbLIeHMA KoAmnyecTBa oTobpaxkaemblx cobbiTui B Tabauue ¢ nHpopmaumen
06 aKTMBHOCTM HEOobXO0AMMO U3MEeHUTb napameTpbl  ¢uabTpauun. Cuctema
duabTpaymm B npeactaBaeHuu Mo yMOAYaHUIO COCTOUT U3 C/1eAYHOLLUX NO/ei:

1) MokasbiBaThb NO;

2) Mpynna;

3) UCTOUHUK CO6bITUS;

4) Mepuoga pernctpauum (Ha cepsepe);

5) MogTun cobbITUS;

6) 3anpoc Ha s3bike DSL.

7) AreHr;

8) Naatdopma;

9) KputnyHocTb (He MeHee);

10) AieicTBME, CBA3AHHOE C COBbITUEM.

[flocse HaxXaTMA KHOMKKM  evmémems gce  yCTAHOB/IEHHble  MapameTpbl
duabTpauumn cbpacbiBatOTCA.

MokasbiBaTb N0 — GU/ILTP yCTaHaB/AMBAET KO/MYECTBO COObITUM, KOTOpble
OTOOpaxKarTcA Ha cTpaHuLie B Tabsuue. Bo3MOXHO BbIbpaTb 0TOH6paXkeHue no 10, 20,
50 Uan 100 cOBbITUIA. 10 YMONYAHMIO HA CTpaHULLe AKTUBHOCTb OTOOpaxkaeTcAa 50
nocaegHux cobbITUM.

Mpynna — ¢uabTp No3BOAAET COPTMPOBATL COOLITUA MO BbIOPAHHOM rpynne
areHToB.

UCcTOYHMK cobbiTMA — GuAbTp NO3BO/AAET COpPTMPOBATb COOLITMA MO
C/1eAYOLWLMM UCTOYHUKAM:

1) CeTb;

2) ®aiinbl;

3) PeecTp;
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4) KypHanbl;

5) Mpouecchy;

6) Ceccuy;

7) 3awuTa Painos;

8) Cucrema;

9) Bbi30Bbl;

10) CTaTuCTUKA.

Pagom ¢ o0603HavyeHMeM UCTOYHMKA CObbITMA cogepxuTtca umdpposoe
3Ha4yeHne, COOTBETCTBYIOLW e TUMY COObITUA t, KOTOpOE MOXHO MCNO/b30BaTb MNMpPU
cocTassieHnn DSL-3anpocos.

Mepuog peructpauumu (Ha cepBepe) - 334aeTca napameTp, KOTOPbIi
yKasblBaeT Ha WHTEpBa/n BpeMeHu A/ perucTpauum cobbitnii. B Tabsuue
OTOOpaxKarTCA TO/NbKO Te CObbITUA, KOTOpPble NMPOUCXOAU/MN B AAaHHOM WHTEpBa/e
BpemMeHU. [lOCTYyNHO 3agaHne napameTpa M3 CMCKa UK C MOMOLLLbIO KaZleHAapA.

ANA 3agaHMA napamMeTpa U3 Crucka HeobxoaMMo ycTaHoBUTb ¢iar CNUCOK,
KaK MOKa3aHO Ha pucyHke 78. flasee BbIOpaTb M3 OTKPbIBLLUErOCA CMUCKA OAHO U3
C1eAyrOLLMX 3HAYEHUM:

1) He 3agaH;

2) 15 MUHYT;

3) 14ag¢;

4) 8 Yacos;

5) 1 4€Hb;

6) 1 Heaens;

7) 1 mecsay;

8) 3 mecsaua.
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Mepwog perucTpayum (Ha cepeepe) ©Q Cnucox Kanengapk

1 AeHe 2  [E

PucyHok 78 — Beibop nepuoga peructpaumm cobbiTus U3 CNUcKa

AnA 3aaaHuA napamMeTpa U3 Ka/zieHaapa cieayeT ycTaHoBUTh paar KaneHgapeb,
KaK NOKa3aHo Ha puUCyHKe 79. flasnee Heob6xoanMMo HaxkaTb /IKM Ha nycToe nose BBoAa
M YCTaHOBUTb B OTKPbIBLUEMCA Ka/leHAape rog, MecAl W AaTy A/ Ha4ya/IbHOro M
KOHEYHOro 3Ha4eHW BPEMEHHOro MHTEepPBa/a, NOC/1e Yero HaxaTb KHOMKY BbibpaTb

(pvc. 80).

Mepuog pervcTpaumm (Ha cepeepe) Cnucok @) Kanewnaape

——

PucyHoK 79 — Bbibop nepuoga permcrpaumm cobbiTua B KaZleHaape

| ow [z ] >

MH BT Cp Y1 NOr C6 Bc MH Br Cp Y1 NOr C6 Bc

1 2 1 2 3 4 5 6
3 4 5 6 7 8 9 7 8 9 10 1 12 13
10 n 12 13 14 15 186 14 15 16 17 18 19 20
17 18 19 20 21 22 23 21 22 23 24 25 26 27
24 25 286 27 28 29 30 28 29 30

31

16 v I 14 ~v I 02 v 16 v I 14 v 1 02 v

11.05.2021, 16:14:02 - 11.05.2021, 16:14:02 O4UCcTUTE

PucyHok 80 — KaneHgapb ana Bbibopa nepuoga peructpaymm cobbitum

3Ha4eHune BbIOPAHHOro BpeMEeHHOro MHTepBasia 0TobpasuTca B nose Mepuoa

peructpauum (Ha cepsepe) (puc. 81).
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[epwoa perucrpauwm (Ha cepeepe) Cnwcok o Kanenaapo
06.05.2021, 16:14:02 - 15.05.2021, 16:14:02 =

WL LSS

PucyHok 81 - OTobpakeHue neproga perucTpaymm

ANA OYUCTKM YCTAHOB/IEHHOrO MWHTEpBasia HeOOXOAUMO Ha)KaTb KHOMKY
Ounctutb (Cm. pyc. 80).

MNoaTun cobbiTnA — GU/ILTP NO3BO/IAET COPTUPOBATL COOLITUA MO NOATUNY, ANA
KaXaoro tuna cobbiTuii onpegeneHsl cBOM noatunsl. K npumepy, a1a cobbiTna Tuna
CeTb OnpegeneHbl c1eAyoLme noATUNbl COObITUI:

1) UcxogAiee noAKA0HEHNE;

2) Bxogslee nogk/toueHue;

3) OTnpaBKa;

4) Npuem;

5) DNS-3anpoc;

6) SSL HELLO;

7) Apyrve obHapyxeHus;

8) Ob6Hapy:keHue: cpabaTbiBaHWE MHAMKATOPA KOMINPOMETALMY;

9) OTKpbITHE /I0Ka/IbHOrO NopTa Ha npuem (LISTEN);

10) CeTb: DNS-oTBeT;

11) CeTb: OB6Hapy:KeHue: cpabaTbiBaHWUE CETEBOIO UCK/IIOHYEHUS.

Pagom ¢ 0603HavyeHnem noaTuna CcoaepKuTca ero umdpoBoe 3HayeHue st,

KOTOpPOE MOXHO UCMO/1b30BaTb Npu cOCTaB/eHun DSL-3anpocos.

lNpumeyaHue
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3Ha4yeHuA nogTmnnNoB HE YHUKaA/IbHbl, MO3TOMY, €C/IM B 3alnpocCe YyKa3dTb

9
LJd

st:0, T0 370 6ygeT 03Ha4aTb M noaTMn CeTb: UcxoaALLee NOAK/NIOYEHUE, U
®aibl: Co3gaH HOBbIM paa 1M NoaTUMbI APYrMX TUMNOB CObbITUMIA. AaA
TOYHOCTM 3anpoca HeobXOAMMO YKasbiBaTb euie U Tun cobbitua (t).
Hanpumep, DSL-3anpoc t:0 AND st:6 nokaxkeT cobbiTna ceTn, CBA3aHHbIE

¢ SSL HELLO-3anpocamwu.

3anpoc Ha A3biKe DSL — ¢uibTpyeT cOObITMA B COOTBETCTBUM C BBEAEHHBIM B

nose GuaAbTpa 3anpoCoOM.

= Mpumeyanue
L. B HeKOTOpbIX C/1y4asx 3anpoc MONKeET BbiTb COCTaB/eH He3hPEKTUBHO,

TOrga nporpamMmma npegynpexgaet o6 3Tom no/sb3oBaTe/s ¢ NOMOLLbIO

3Ha4YKa Hag ctpokoi BBoga ( ). Mpy HaBegeHUM Kypcopa MbIM HA
3HAYOK MOABUTCA MpeAyNpeXAAtOLLMNA TEKCT O XKe/aTe/lbHOM KOPPeKLmu

3anpoca.

B npaBoW 4acTn CTPOKKU GUAbTPA HaA, KHOMKOM E=3 coZepXaTca npumepsbl

DSL-3anpocos (puc. 82).

app:*dns.exe - HassaHue npouecca "dns.exe”
act:1 - npeanpunatoe gedictene “Paspewenc”

act:@ AND svri:d - mpegnpuHATOe AedcTEMe "JanpeweHo” M KpUTHHYHOCTE "KpuTHHHaR

r_p:[8@ TC 98] AND r_ip:217.85.12.8 - yaaneHHuid nopt ¢ Homepow ot 80 ao 90 v yaanenuniid IP-agpec 217.65.12.8

t:@ AND size::=188 - ceTegble cobBITMA, ¥ KOTOpLIX pasmep coobwerua Gonswe 100 GadT

act:l - cobetya, He nMerowme cratyc "Paspeweno”

PucyHok 82 - lMpumepnbl DSL-3anpocos

PykoBogcTBO agmuHucTpatopa RT Protect EDR L Protect
Bepcus 1.0.15 om 12 mapma 2024 11 1




AobassneHue cobbimuli 8 UHYUOEHM
Ha cTpaHuue pasgena AKTMBHOCTb NM0/1b30BaTe/lb MOXeT A006aBUTb O4HO UK
HECKO/IbKO COObITUI B MHUMAEHT. /1A 3TOro caeayeT BblgenuTb nx GAa>KKOM B /1eBOM

yactu Tabamubl & nanee B HMMKHENM YacTM  CTPaHMLbl HaaTb  KHOMKY

u
. Ecm tpebyetca pobaBuTb cOObITME B HOBbIM MHUMAEHT, TO U3

CMUCKa OonepaLmii, OTKPbIBLLErocs Npu HaxkaTuu KHOMKK 106aBUTb B UHUMAEHT (puC.

83), HeobxoaMMO BbI6paTh onepavuio HoBbi.

LOoB3aBEMTE B MHHUMAEHRT ™

PucyHoK 83 — Cn1cok onepauuii ¢ CoObbITUAMM Ha CTPaHULLe «AKTUBHOCTb»

B pe3y/ibTaTe BbINO/IHEHUA OMepaLun OTKpOeTCA OKHO flobaBseHne cobbITui
B HOBbIMA MHUMAEHT (puc. 84), B KOTOPOM C/eAyeT 3arno/HWTb noas HasBaHue,
OnucaHme u BblOpaTb OTBETCTBEHHOrO 3a pelleHWe WHUMAEHTa B noje
OTBeTCTBEHHbIA. [10 YMO/YAHWIO OTBETCTBEHHbIM 33 pelleHWe MHUMAEHTA
Ha3Ha4aeTCA No0/b30BaTe/lb, A00aB/AKOLWMNN COObITUE B HOBbIM MHLUAEHT.

Mona HasBaHue 1 OnucaHue He AB/AIOTCA 06A3aTe/IbHbIMU A f06aBAeHuA

COObITMA B HOBbIN UHLMAEHT.
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MazeaHne

OTeeTcTREHHLIA *

pe (7)

MepeiiTh K MHLWASHTY

[NobasneHne cobbithii (1) B HOBbIA MHUMAEHT

PucyHok 84 - flo6aBaeHne cobbiTU1 B HOBbIM MHLUAEHT

B HMXKHeM 4YacTM OKHa HaxoauTcA daaxkok leperTU K MHUMAEHTY, Npu

YCTaHOBKE KOTOPOro NPOMCX0AUT aBTOMATUYECKMIA Nepexos Ha cTpaHmuy MHuuaeHT

nocsie pobassneHna uHUMAeHTA. /1A 3aBepLueHmA onepauumn 4o06aBaeHna cobbiTvA B

HOBbIM MHUUAEHT HEOOXOAMMO HaXKaTb KHOMKY . Ecan Tpebyetca fo6aBuThb

cobbiTME B CyLLEeCTBYHOLLMM MHUMAEHT, TO U3 CMMCKA OnepaLui, OTKPbIBLUErocs npu

Ha¥KaTWUU KHOMKM A,06aBUTb B MHUMAEHT (CM. puc. 83), cieayeT BbIOpaTh onepaumo

CywiecTByIOWMIA. B pe3y/ibTaTe BbINO/HEHMA ONepaLumn OTKpoeTcA OKHO fAlo6aB/eHue

co6bITHi1 B MHUMAEHT (puc. 85), B KOTOPOM B nosie UHUMUAEHT He0OX0AMMO BblbpaTh

CYLLeCTBYHOLMA UHLMUAEHT.

MepedTy K MHLMEEHTY

JoGaenenre cOBLITMA B MHLUMASHT

JA0B3aENTL

PucyHok 85 — lo6aBseHue cobbITUA B CyLLECTBYIOLMA UHLUAEHT

B HUXKHEM 4aCTu OKHA, TaKXe Kak U B OKHe fob6aBseHue cobbiTuii B HOBbIM

WHLUMAEHT, HaxoauTca ¢axkoK MeperT K MHUMAEHTY, Npu YCTAaHOBKE KOTOPOro
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noc/1e Ha*KaTusa KHOMKMU NMPOUCXOAUT aBTOMATUYECKUM Nepexos Ha CTpaHuLy
MHUMAEHT 4/1A BbIOpAHHOIO MHUMAEHTA. Ecn paaxkok NMepenTu K UHLMAEHTY B OKHax
Ao6aBseHne cobbiTU1 B HOBbIM MHUMAEHT 1 [lo6aB/seHne cobbITUIA B UHLMAEHT He
yCTaHaB/MBaTb M HaxaTb KHOMKY AobaButb, TO OyageT BbINO/NHEHa BblOpaHHaA

onepauuA. Mo/sb30BaTe/Ib NPU 3TOM OCTAaHETCA Ha CTPaHMLe AKTUBHOCTD.

Mepexodel kK Opy2um cmpaHuyam us mabauysbl ¢ cobbimusmu

B Tabauue cobbITnii MOXHO NepenTu Ha gpyrue cTpaHuubl. [Npu HaxaTum /IKM
Ha UMeHU rpynrbl areHTa B cTo/16ue Mpynna/MmMsa areHTa oCyLLLeCTB/AAETCA Nepexoys Ha
cTpaHuuy Fpynna B pasgen Hactpowka Fpynnbl. [Mogpo6Hasa uHbopmayma o6 aTom
pa3aene paccMaTpuBaeTcA B MyHKTe 6.6.3. [py HaxaTum /IKM Ha MMeHU areHTa B
ctonbue Fpynna/UmAa areHTa OCyLLeCTB/AETCA Mepexos Ha CTpaHuuy AreHT B
pasgene Hactpoiika areHTta. [pu Haxkatum /IKM Ha MMeHu npouecca B cTos6ue
Mpouecc B KapTouKe COBLITUA OCYLLECTB/IAETCA Nepexos Ha cTpaHuyy Mpoueccol (CMm.

MYHKT 6.5.3).

6.5.3. [Iposepka c nomowbto TI-nnam¢popmei

Tl-nnatdopma coOnoCTaBAAET U AaHA/IM3UPYET AaHHbIE KOMMbIOTEPHbIX YIPO3 U3
HECKO/IbKMX UCTOYHUKOB B PEXKMME pea/IbHOrO BpeMeHU A7 NOAAEPMKKM 3aLUTHBIX
aencteui nporpammbl «RT Protect EDR». Ha pgaHHbIi MOMEHT B Mporpamme
npeAyCcMOTpeHa NpoBepKa c/1eayoLmx apTedaKToB:

— XeLw;

— rno6anbHbIM ip-agpec;

— rnobanbHoe MMA fOMeHa.

[poBepKa BbIMNO/HAETCA B HECKO/IbKUX MCTOYHUKAX, B 3aBUCMMOCTM OT TUMA
aptedaKkTa Habop UCTOYHUKOB, B COOTBETCTBUM C KOTOPbIMU NpOBepAeTcA apTedakKT,
MOXET OT/IMYATbCA:

1) BHewwHWe uctouHmkm (Hanpumep, MalwareBazaar);
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2) VirusTotal;

3) 3aKk/1t04eHUe aHa/IUTUKa;

4) YARA;

5) 10G;

6) Public Tl;

7) Whois.

BepaukTbl TI-naatgopmbl  paBHO3HAYHbI C  aHA/MTUKOM cepBepa EDR.
Hanpumep, ecin BepaukT Tl no onpeagenéHHomy xewy OyseT OTMeYeH Kak
BPeAOHOCHbIN, a Ha cepBepe EDR TOT e xew byageT oTMedeH Kak 6e3onacHbli, TO
BygeT cosgaH uMHUMAEHT. TO Xe camoe npousongeT u B 06paTHOM c/yyae, Koraa
cepeep EDR oTmevaetr apTedaKkT KaK BpegoHOCHbIM, a Tl-naatpopma Kak
6esonacHbin. Ecam npasBuna Tl-naatdopmbl v npaeBuna cepsepa EDR 6yayt
Ayb6AmMpoBaTb Apyr Apyra, TO B C/ly4ae OOHapy»KeHuWsa BpeAOHOCHOM aKTUBHOCTU
CO3434YyTCA ABa He3aBUCMMbIX WHUMgeHTa. CTpaHuubl oTtveta Tl-nnatdopmbl
OTKPbIBAOTCA Ha BK/IaaKe O6wasa mHPopmauuma, KOTOpaA COAEPHKUT CBOAHblE

AQHHbIE U3 BCEX AOCTYMHbIX A/151 BbIBpaHHOro apTedakTa UCTOYHMKOB (pUc. 86).

raar 2iin (SHA-256): 1 AF6F2323681 £ . " =

JaHHble cepBepa aHaNMTUKA

sz

Bepamkr

Bnepesie o6HapyseH

Sarpymen va cepaep
Pasuep daiina
SHA-256

SHA-1

MDs

TisH

Imphash

SSDEEP

O6Hapywentbic wmera rowersnaiiexe (P

PucyHok 86 — Otuet Tl-nnatdpopmbi
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B BepxHel 4acTu CTpaHULLbl OTYeTa OTOOpakaeTcA HaMMeHOBaHUE U 3HaYeHue
aptedakta u BepaukT Tl-naatbopmbl. Ha neBoM naHenn otyeTa OTOOpaxKaroTCA
BK/I3A4KM C HAaUMEHOBAHMAMM UCTOYHUKOB AAHHBIX, OT KOTOPbIX OblIM MO/y4YeHbl
CBeAEHUA A7 BbIHECEHHOrO BepAMKTa. Ha mpaBoi maHesnu oTyeTa oTobpakaercs
nHpopmauma o BbiIbpaHHOM apTedakte. MHPopmaumAa npeacTaBseHa B TabAMHHOM
BuAe. Moaa Tabauubl cogepkaT c1eAyoLme gaHHble:

1) BepauKT (6€30nacHbIli/BpegoHOCHbIN);

2) Bpemsa obHapyxeHus (Korga aptedakt obHapy:KeH BrepBsble);

3) Bpems 3arpy3ku ¢aiina Ha cepsep;

4) Pasmep ¢aina (onyuoHanbHO);

5) XeLw, paccUYMTaHHbIN Mo aaroputmy SHA-256 (ONLUOHA/IBHO);

6) XeLl, paccyuTaHHbIl No aaroputmy SHA-1 (onyMoHanbHO);

7) XeLl, paccyMTaHHbIN Mo aaroputMy MD5 (OnuMoHa/bHO);

8) XeLw, paccunTaHHbIl no aaroputmy TLSH (onuuoHanbHO);

9) XeLl, paccuuTaHHbIi no aaroputmy Imphash (onumoHasbHO);

10) XeLl, pacCcuuTaHHbIM No aaroputmy SSDEEP (onumoHaibHO);

11) OBHapy:KeHHble MMeHa (ONLMOHANbHO).

/1A TAKUX AAHHBIX, KaK 3HAYEeHMA XeL-CYMM 1 OBHapYyKeHHbIX UMEH, A0CTYMHA
byHkumA KonmpoBanuA B b6ydep obmeHa. AnAa KonupoBaHua B Oydep obmeHa
HeobX0AMMO HaxaTb KHOMKy CkonuposaTb B 6ydep obmeHa (') B cTpoke ¢

Bbl6paHHbIM 3Ha4eHnem Xell-CyMmMbl U/1n O6Hapy)-KeHHblMl/l MMEeHaMM.

CrnpaBa oT Tab/mLibl C AAHHBIMM HAXOAMUTCA KHOMKA "= . TIpy HaXKaTUM KHOMKK

dopmat oTyeTa MmeHseTcA Ha JSON-popmar (puc. 87).
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[aHHble cepBepa aHANUTUKK

o

v 25 tems

PucyHok 87 — OtyéT B JSON

/ltoboi 3nemeHT nam 610K 3nemeHToB B popmaTe JSSON MOXKHO CKONUMPOBATD,
Ha)KaB KHOMKY e, AnAa BO3BpaTa K pe3yabTaTam oTdyeta B ¢dopmate HTML

Heo6Xx0AMMO HaxaTb /IKM Ha 3Ha4oK -,

6.5.4. Mpoueccol

B nporpamme «RT Protect EDR» cogepuTca AOCTYMHbINM A1A MOHUMaHUA U
3pdeKTMBHbIN B pacc/i1eg0BaHUM UHCTPYMEHTAapUM A/NA aHazivM3a MNoBeAeHus
nporpammM, 3anyCKaemblX Ha MallMHe areHTa, KOTOpblM MO3BO/AET HaUTH
MHbOPMALUIO O 3anycKe, paboTe U1 OCTAaHOBKE TOW /I MHOM NPOrpPpaMMbl B CUCTEME
areHTa. Ha ctpaHuue Mpoueccsl N0/1b30BaTe/Ib MOXKET Y3HaTb 061w yto MHPOpmaLmto
O 3anycKaemblX MporpamMmmax:

— KaKue goyepHue npouecchl 3anyCTu/i pogmTeNbCKUM NPoLece;

— C Kakumu dpainamum npouecc cBAsaH (Kakue daitibl co34aBas, YMTas, B KaKue
BHOCW/l USMEHEHUA);

— KaKue K/IH04M peecTpa npoLecc co34aBasl U B Kakne BHOCU/ U3MEHEHUS;

— C KakMMM ceTeBbIMW coeauHeHuAMM u bubsanotekamm DLL npouecc

B3aMMO/ENCTBOBA/;
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— KakMne TO4YKM aBTO3anycKa OblAn CO34aHbl NpoUeCCOM;

— pacnpoCTPaHEHHOCTb NPOLLECCa B areHTCKOW CeTU U T.4,.

O6wasn uHpopmayus

Ha ctpaHuyy lMpoueccbl nepexod OCyLecTB/AAeTCA MO CCbl/IKaM M3 pasHbIX
nosnern Tabamy ¢ cobbITUAMM Ha CTpaHuuax pasgenos MHUMAEHTbl U AKTUBHOCTb.
Hauwie BCero ccbl/IKa npeacTaB/ieHa Ha3BaHMEM npouecca WM  3Ha4YeHUem
YHMBEPCA/IbHOrO YHUKa/ZbHOro uaeHtudukatopa (UUID). CcbiikM B mporpamme
OTOOpaXkaloTCcA CMHMM UBETOM, A/1A nepexoga Heobxoammo Haxkatb /IKM Ha
BbIOPaHHYIO CCbI/IKY. EC/IM HaXKaTb Ha CCbIIKY nmepexoda K CTpaHuue npouecca, TOo
No/Ib30BaTe/Il0 CTAHOBUTCA AO0CTYMNHAa MHPOpPMAUMA O BbIOpaHHOM mpouecce U ero
AepeBOo, B rpaduyecKOM BMAeE TMOKA3blBalOLWEe OTHOLEHUE POAUTENbCKUX W
Ao4epHux npoueccos (puc. 88).

B BepxHen 4actu cTpaHuubl lMpoueccsl nocepeavHe MpeAcTaB/l€HO WMA
npouecca u ero ugeHtnodurkatop (PID), ganee pagom C umeHem OTObparkaeTcs
coctoaHme npouecca (EZEE)/==sswe ) B npaBoM 4acTM Ha 3TOM Ke CTPOKe
pPacno/1aratoTCA Ha3BaHWe rpynmnbl U UMA areHTa, Ha KOTOPOM AaHHbIA npouecc 6bia
3anyweH. HasBaHuA rpynnbl M areHTa OoTobpaKarTcA B BMAE TMMNEPCCbIIOK A/1A

BbIcTpOro nepexoga K ctpaHuu,am Fpynna v AreHr.

PykoBoACTBO agMuHMUCcTpaTopa RT Protect EDR L o ect

Bepcus 1.0.15 om 12 mapma 2024 118




Mpouecc svchost.exe (PID 872 ® tona-Tecr / WIN_SERVER_2008

=T taskeng.exe Mokasano 5 aoueprinx npoueccos us 198 g
772)
System smss.exe smss.exe wininit. exe services.axe svchoste: taskeng.exe
“@ @4 @72) 432) (512) ©72) (10940)

taskeng.exe
10872)

1 wesenn

rdopmarua Mcrnonrsemsiii Moyne \Device\Harddiskvolume T\windows\System32\svchast exe L,

‘ ) C\Windows 32\svchost.exe -| e
Daiine (70) KomaHgHas cTpoka \Windiows\system32\svchost exe -k netsucs

Bpemn crapra / 3aBepuwiesun 153 / Mpoujece 3anywen
Cems (3)

WmA nonkbzoearena (SID)
Peectp (1)

SHA-256 93h2ed4004ed5f7f3039ddTechd22cTede24b8373b4d9efad6e45a179h1 32528 (P ]

Npoueces (4)
. ! Lndposan nognmcs

2arpy. / 7
Sarpyxetuie DLL /SO (147) ®naru ncnonkAEmoro Moayna Xocr (Svchost)

Toukw 3ETOzENYCKE (1) usce rpynn (ProcHiveRoot)  Ocuoamuis cucramnsie oayn sarpyxewss (LaterStage)

MoBeaeHuacKkme NpUzHAKM
PaCrpOCTPaHEHHOCTS (12/377)

PacnpocTpaHeHHoCTL agent_1cbcS6 17.11.2621, 21:16:3a
CoBere crapTa

Bee coBLITUA NpoLiecca | Kiouesbie coBbmun npoLecca (8) CIGS R S 3aBepuMT: npoLece

PucyHok 88 — UHpopmauusa o npouecce

B ueHTpasbHOM YacTn HaxoAuTcA 06/1acTb OTOOparkeHUs gepesa npouecca, B
KOTOPOM MOXHO OTC/1eAMUTb BCHO LLenOoYKy COObITUI MpoLecca, Kak NpesLlecTBYOLLMX

€ro BO3HMKHOBEHMUIO, TaK U NOC/1eAYHOLWUX, eC/M TaKoBble umetoTcsa (puc. 89).

wininit.exe

26SYSTEMDG SMss.exe Smss.exe

CErss.exe

PucyHok 89 - flepeBo npouecca

B BepxHeli yacTu 061acTn 0TOOpaxkeHna gepesa NnpoLecca HaXOAUTCA KHOMKa

MN3MeHUTL OpUeHTauuIo AepeBa TI, C MOMOLBLI0 KOTOPOIi M0/Ib30BaTE/lb MOXET
CMEHWUTb TOPU30HTa/ZIbHOE OTOOparKeHue aepeBa MpoLecca Ha BepTUKa/sbHOE U

HaobopoT.
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PAAOM C KHOMKOM M3MEHEeHWUA OpMeHTaLUMM AepeBa HaxOoAUTCA KHOMKa

N3meHuTb pasmep o6sactu pgepeBa --. [locne HaxaTMA KHOMKM 06s1acTb

OTO6pa)-KeHMF| AepeBsa npoueccoB yBe/IMHUTCA UM YMEHBLUMTCA COOTBETCTBEHHO

(puc. 90).
Mpouecc suchost.exe (PID 572) (ERNE ® 1onA-TecT / WIN_SERVER_2008
(= @ !
taskeng.exe
772)
System smss.exe smss.exe wininit.exe services.exe svchost. taskeng.exe
@ (@84 @72) (432) 512) (872) (10940)

Bce cobTin npouecca | Knioueebie coBbmu npoLiecca (0) SRR Sl 3apepunTs npoLiece

PucyHok 90 — U3meHeHue pasmepa ob6sacTu gepeBa

AAMUHUCTPATOP MOMEeT 3a4aBaTb BPEMEHHbI WHTepBasn OTOOparkeHus
AepeBa MnpoLeccos, BbIOpaB MHTEPBa/Z M3 CMMCKA WM 334aB €ro C MOMOLLbIO
KaseHpaapA.

[pocMOTp AepeBa NpoLeccoB B C/y4ae OTOOpParKeHUA MHOXeCTBa BETOK
pPOAUTE/IbCKUX U AOYEPHUX TMPOLLECCOB OCYLLECTB/AAETCA C MOMOLbIO KHOMKM
nepemMelyeHus 0OBEKTOB (3HaYOK pyKM). A/ nepemelleHua gepeBa npouecca
HeobX0AMMO HaBeCTM Ha Hero Kypcop Mol (Npu HaBegeHWUM Ha 06/1acTb
oTOOparkeHMA aepeBa MPOLECCOB KYPCOP MbIlM MEHAET CBOe OoTobpaxkeHue Ha
3HAYOK PYKM) U, 3axkaB /IKM, nepemecTuTb M306paxkeHue gepesa. [pu HaBegeHUU
Kypcopa MbllLM Ha UMA rnpoLecca no/1b30BaTe /0 NokasblBaeTCcA KOMaHAHaA CTPOKa

3TOro npouecca.
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ANA yMeHblUeHuA/yBeiM4eHnA macliTaba oTobpaxkeHma gepesa NpoL,eccos C
MOMOLLbIO KO/1eCa MPOKPYTKU MbILLIM YBE/IMYUTb UAM YMEHbLUMTL MacliTab, 3axkas

knasuwwy Ctrl.

= MNpumeyaHue
I.‘. Ec/m KOAn4ecTBO go4epHMX NpOoLEeCcCoB A8 BbIDpaHHOrO poAUTE/IbCKOro

npouecca npeeBbillaeT 0To6pa>KaeM0e no yMO/HaHUKO YMC/10 Npoueccos,

5

TO B BEPXHEM MPaBOM Yyr/1y OKHa NOAB/IA€TCA KHOIKA , MO3BO/IAOLW,aA

A06aBuTb B 06/1acTb OTOOpaxkeHmna OCTaBLUMECA AOYEPHUE NpoLecchl.
PAgOM C KHOMKOM 3arpy3kuv HaxoAauTca MHOOPMALMOHHAA CTPOKa, B

KOTOPOM MOKa3sblBaeTCcA obliee KO/AM4eCcTBO BbIBOAMMbBIX B 06/1acTb

— - -
J oL}
i

)-

oTobpaxenusa npoueccos ( R

CHu3y oT 0b6aacTn oTobparkeHua gepeBa NpoueccoB HaxoauTca 061acTb ¢
nogpobHoM uHbopmMaumen o0 Bblge/I€HHOM B AaHHbIA MOMEHT pOAUTE/IbCKOM WU
Ao04epHeM npouecce.

Ansa BeiBOgA MHbOpMaLmumn 06 onpeaesieHHOM npouecce He0b6XoAMMO HaXaTb
JIKM Ha 3Hauok @ noA Ha3BaHMEM 3TOro npouecca, nocae yero OT BbIOpaHHOro

POAUTENbCKOrO npolecca O6yAyT MOKasaHbl ero goyepHue npouecchl. 3HAYoK

M3MEHUTCA Ha ©, a cHu3y 06aacTm gepeBa npoueccoB oTobpasutca Tabamua ¢
BK/1agKamu (cM. pyc. OwmnbKa! UCTOYHUK CCbIIKU He HaliaeH. ). YToObl BO3BPATUTDL 4
epeBO B UCXOAHOE COCTOAHME, TO eCcTb ybpaTb Ao4vepHue npoueccsbl BbIOpaHHOro
npouecca, Heo6xoaMmo Haxkatb /IKM Ha 3Ha4yoK @ ewe pas.

BK/1agKW, KOTOpbIE BK/AKOYAOT MHOXECTBO 3/1MEHTOB, MOTYyT MOArpy*aTb

nHGoOpMaLMIO B Te4eHUe HEeKOTOPOro BpeMeHU, B 3TOT MOMEHT PAAOM C MMEHEeM

BK/IQAKM OTOOPasUTCA MUratolWmii 3HA4YOK (k npumepy, ). MNocne
3aBepLUeHUA 3arpy3ku MHPOpMaUMM PAAOM C HA3BaHMEM BK/I34KM OTOOpPasUTCA
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KO/IMYECTBO 3/1IeMEHTOB, Ha KOTOpble TaK W/IM MHaye MOB/IMA/ MPOLLECC, BbIOpaHHbIV
paHee (K npumepy, Peectp (154)),

B Tabauue oTobpaxkaloTca caeayrolme BRAAAKHM:

1) Undopmauus;

2) daiinbi;

3) CeTb;

4) PeecTp;

5) Mpouecchi;

6) 3arpy»keHHble DLL/SO (/15 npouecca %SYSTEMZ BMecTO 3arpy»KeHHbix DLL
6yAyT yKa3aHbl 3arpyKeHHble MOAY/M A4pa);

7) TOYKM aBTO3anycKa;

8) PacnpocTpaHeHHOCTb;

9) CobbiTHe CTapTa;

10) Mpasuna/MITRE.

B HUMKHel YacTu cTpaHuLbl Mpouecc HaxoAATCA KHOMKKU onepavumit:

1) Bce cobbiTka npouecca ,
)

2) Knroueekble cofeimka npouecca (1) .
)

BOCCTEHOEMTE Dansl

3) ;
4) :

Bce cobbiTMa npouecca — MNpU  HAXKATUM  KHOMKKM  Bce cobeimia npolecca
NMPOUCXOANT NMEPEXOA K CTpaHuLLe AKTUBHOCTb, Ha KOTOPOM ByAyT npeACcTaB/eHbl BCe
A04YepHMe  mpoueccbl  BbIOpaHHOro  poAuTenbCKoro  npouecca.  [ogpobHyto
nHbopmauuio 0 paboTe Ha cTpaHuL,e AKTUBHOCTb MOXHO Y3HaTb B MyHKTE 6.5.2.

KatoueBbie cobbiTHA npouecca - npu HaxaTum KHOMKM
Knougesie codermir npoueccs (1 npoucxogMT nepexod Ha CTpaHuly AKTMBHOCTb, Ha
KOTOPOW OTOOPAKATCA BaKHble COObITUA (MHAMKATOPbI, UK COBBLITUA C YPOBHEM

KPUTUHHOCTU OT YPOBHA Huskaa u an.ue), CBA3aHHblE C npoueccom. ﬂpl/l 3TOM
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oTobparkaemble cOObITUA A0/MKHbI NOAYUMHATLCA 10rMKe DSL-3anpoca, ykasaHHOro B

CTpOKe 3anpoc Ha A3bike DSL (puc. 91).

AKTMBHOCTb

Ompasm,

PucyHok 91 - KatoueBble cobbiTuA npouecca

BOCCTEHOEMTE Hars

— KHOMKa nO3BO/IAET BOCCTAHOBUTb ¢aliabl, 3aTPOHyTble
BPeA,0HOCHbIM MPOLLeCcCOM, eC/v 3TU $pai/bl 6blm 3ape3epBUpPOBaHbI MPOrPaMMON.
— KHOMKa M03B0/A€eT 6bICTPO OCTAHOBUTb BPEAOHOCHYHO aKTUBHOCTb

npouecca. KHomMKa akTUBHA, €C/IM NPOoL,EeCcC HAX0AMUTCA B COCTOAHUM EZTED,

Bknadka «MHpopmayus»

B tabsvue pasagena otobparkaetca obuwiasa uHbopmauma o npouecce. AnA
3TOro No/Ib30BATE/IK0 MOKA3aHbI C/eaytoLLue nossa (puc. 92):

1) UcnonHaemblit MOgy/b;

2) KomaHgHasA CTpoKa;

3) Bpems cTapTa/3aBepLueHuss;

4) Umsa nonb3osaTtens (SID);

5) SHA-256;

6) Undposas noanmcs;

7) daarn UCNo/sHAEMOro MoAyAs;

8) NoBegeHYeCKNe NpU3HaKY;

9) PacnpocTpaHeHHOCTb.
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Wcnonnaemulin mogyns “Device\HarddiskVolumed\Program Files\OpenVFN Connect\OpenVPNConnect.exe 4,
KomaHgHan cTpoka "C\Program Files\OpenVPN Connect\OpenVPNConnect.exe”

Bpemsa crapra / zaBepwenna 14.84.2023, 14:57:17 / [pouecc 2anywieH

Wma nonwzoearena (51D) anpg (5-1-5-21-2128777103-1425054835-474545895-1001)

SHA-256 2550cfcchbe99a225a1ebA234533 16fAdccd 1ca855f9cdded3afead61cdeaady (P D

Lindpoean nognuck

®aaru ucnonHAeMoro mogyna Hert A3HHBIX

CoBbimve o CHE 10 (Synthetic) OcHoBHbIE CCTEMHBIE MOAYAN Sarpyxenb (LaterStage)
nOBeHEHlIeCKHE MPHUZHAKK
MNokazaTs Bee..

PacnpocTpaHeHHOCTE 5 (1.28 %) * @ WORK f ANPG_WORK_10 17.11.2821, 19:16:19

PucyHok 92 - O6was uHpopmayms o npouecce

UcnosHaemblii MOAY/b — B M0/1€ 0OTOOparkaeTca MMA MOAYAA UCMO/HAEMOro
darna, MHMLMMpOBaBLLEro 3anycK npouecca. PA4OM ¢ MeHeM HaxoAUTCA 3HAYOK
3arpyskm moayna B $anioBOe XpaHuaule ANA NpoBedeHUA AOMO/HUTE/IbHOMO
aHazu3a (CM. NyHKT 6.6.7).

KomaHgHaa cTpoKka — B no/se oTobparkaeTcAa 3Ha4YeHMe KOMaHAHOW CTPOKM,
KOTOpasA 3anyCcTu/ia paccCMaTpuBaeMblii npouecc.

Bpemsa cTtapTa/3aBeplieHusa — B nose otobparkaeTca rog, mMecsal, YMc/10 U
BpemMA A0 CeKyHAbl, B KOTOpOe Obl/i BbINO/HEH CTapT W 3aBeplUeHue
paccMaTpMBaeMOro npouecca Ha areHTe.

MUmsa nosb3oBartens (SID) - B nose oTobparkaeTcA MMs Mo/sb3oBaTens U
naeHtTndumkatop 6e30nacHOCTM MO/b30BaTe/IA, OT UMEHU KOTOpPOro 6bia 3anyLueH
paccmaTpuBaembli npouecc.

SHA-256 - B nose oTobpaxkaerca Xxew-Ccymma ucnoaHaemoro daina,
3anyctusluero npouecc. lNpu Haxkatumn /IKM Ha 3Ha4yeHune xeLl-CyMMbl NMo/1b30BaTe 1t
MOKa3blBaeTCA BCM/blBalOLLEe OKHO C KpaTkum otyetom Tl-naatpopmbl 06
ucnonHAemom ansne. PAgOM C Xxew-CymmoOn OTODOparkatoTcA ABe KHOMKU. [lepBas
KHOTMKa MO3BO/IAET CKOMMpOBaTh xew B 6ydep obmeHa (). Bropas nossonAeTt
nepeiiTi Ha cTpaHuLy Mpouecchl U MOAY/u AnA BbIGpaHHoi xetw-cymmbl (B).

LUudpoBasa nognucb — B nose otobpakaerca 3HavyeHne ceptudmkata Code

Signing ana ncnosHAemMoro ¢gainsa paccmaTpuBaemMoro npouecca.
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®narn ucnosHAEMOro Moay/aa — B MO/e MOKasaHbl ¢arn, ¢ KOTOPbIMU
MCMO/IHAGTCA NPOrPaMMa, KHOMKa | 19%338T= B grKpbiBaeT A40MN0/IHUTE/IbHYIO0 06/1aCTb
¢ ¢s1aramu MCNOZIHAEMOro MoAyAA npoLecca.

MoBegeHuyeckne npusHaku — B MO/I€ MOKa3aHbl MOBEAEHYeCKMe MPU3HAKM
NnporpaMMbl, KHOMKa 0% 8 grKpbIBaeT  AOMO/HUTE/IbHYIO 06/1acTb  C
noBeAeHYeCKMMM NMpU3HAKaMu npouecca.

PacnpocTtpaHeHHOCTb — B M0/1e 0TOOpaxkaeTca, Ha KaKOM KO/IMYeCTBe areHToB
6b11 0OHapyKeH npouecc, KpOMe TOr0 MPOCHUTAHO NPOLEHTHOE COOTHOLLEHME TaKUX
areHToB K ux obuemy KoaunyectBy. [TOMMMO 3TOro, MOKasaH areHT, Ha KOTOPOM

npouecc 6bi1 06Hapy»KeH Brnepsble.

Bknadka «@atinbl»
B Tabauue Bkaagku Panabl oTtobpaxkaercA uHbopmauma o ¢annax, ¢

KOTOPbIMU CBA3AH pacCMaTpuBaeMblli npouecc (puc. 93).

Coaaan MeperMeHoBaH YaaneH MoauduuMpoEaH MpoduTan

Daiin AeiicTeune

C:\Users\Yulia\AppData\Roaming\Avast Software\Avast\log\cef_log.txt 1, Mogudmumposan

C\ProgramData\Avast Software\Avast\Fonts\RobotoCondensed-Regularttf 1, MpoynTaH

C:\ProgramData\Avast Software\Avast\Fonts\RobotoCondensed-Bold.itf 4, MNpoYnTaH

C\ProgramData‘\Avast Software\Avast\Fonts\proximanova-regular.otf 4, MpoYnTaH

C:\ProgramData\Avast Software\Avast\Fonts\proximanova-light.otf .1, MNpoYHTaH

C:\ProgramData\Avast Software\Avast\Fonts\proximanova-bold.otf 1, MNpoYHTaH

C:\ProgramData\Avast Software\Avast\Fonts\OpenSans-Regular.itf 4, MNpoYHTaH

C:\ProgramData\Avast Software\Avast\Fonts\OpenSans-Light.tif 4, MpoumnTaH

C:\ProgramData\Avast Software\Avast\Fonts\OpenSans-ltalic.ttf 4, MpoumTaH

C:\ProgramData\Avast Software\Avast\Fonts\OpenSans-Bold.ttf 1, MpoumnTaH

C:\ProgramData\Avast Software\Avastilog\js_consolelog 1, NpounTad

C\ProgramData\Avast Software\Avastilogh\AvastUlLlog L, Moandmumposad  MpouMTaH

C\ProgramData\Avast Software\AvastilogiHtm|RemoteContent.log 4, MpoynTaH

PucyHok 93 - Unpopmauusa o ¢paisnax npouecca
o
Ana  ¢uabTpaumm  dannoB  npeaycMoOTpeHa  cuctema  (P/1aXKKOB

Cazpan Moguduumposad MpoHmTaH MeperMeHosaH ¥naneH . CDan, COOTBeTCTByI'OLU'V“z

BbIOpaHHOMY MapameTpy, Npu CHATMM draXkKa He ByaeT oTobpaxkaTbca B Tabsuue.
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Ps40M € abCOMOTHBIM UMeHeM daiina 0TObpaxkaeTca KHOMKa 3arpysku daitaa (=) B
dainsoBOe XpaHuauLLe A9 NpOBeAEeHUA A0MO/HUTE/IbHOrO aHa/M3a C NOMOLLbHO Tl-
n/1aTpOpPMbl UM NPOrpamMmbl MPOCMOTpPa ¢painnos.

Ecav cpeam pencteuii ¢ Gpainom, NpuUCyTCTBYIOLLEM B CMIUCKE, BbIN10 YaaneHue,
TO OH rnomevaeTcA 3Ha4Ykom . [lpu HaBegeHUM Kypcopa MbIlM Ha 3HAYOK

Mo/Ib30BaTe/t0 BbIBOAUTCA Npeaynpexkaatolee coobuieHue (puc. 94).

B cnucke aelicteunii ¢ dainom

NpUCYTCTBYET yaaneHve

PucyHoK 94 — CoobLieHne 0 NpucyTCTBUM B CNUCKE YaaseHua ¢paiina

Bknaodka «Cemb»

Bo Bk/iagke CeTb oTobGpakaeTca MHGOPMALUA O CETEBbIX MOAK/IOYEHUAX
npouecca (puc. 95):

1) BXxoAsLume nogKAt0HeHUS;

2) UcxogAlme noAK/IYeHUs;

3) DNS-3anpocbl.

Bxoaawme nogknrouderna (0)

HeTt nogkatouenuid

WNcxopawme nogkntoueHna (5)
|IP-agpec WMma xocta ¥YaanenHsii nopt MpoTtokon

443 TCP

17.88.21.29

443 CP

443 Tcp

443 Tcp

213:.180.193.232 shayandexnet 443 TCcP

DNS-zanpocsi (0)

HeT zanpocoe

PucyHok 95 — UHopmaLmsa 0 ceTeBbIX NOAK/NIOYEHUAX NpoLecca
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MHPOpmaLma O ceTeBblX MOAK/IOYEHUAX MpeAcTaB/eHa B TabiM4yHOM Buge.
Tabaunua Ana Kaxkaoro TMna NOAK/AIOYEHUA BK/IKOYaeT B cebA cieayroLme noa:

1) IP-agpec;

2) NmA xocTa;

3) YaaneHHbli nopr;

4) MpoToKo;

IP-agpec - noKasbiBaeT ceTeBOM aagpec COOTBETCTBYHOLLEr0 CeTeBOro
NOAK/NOYEHUS;

MmAa xocta - B nose oTobpaxkaeTcA AOMEHHOe WMMA KOHEYHOM TOYKM, C
KOTOPOM OCyLLEeCTB/AA/I0Ch CETEBOE COeAMNHEHME;

YaaneHHbld NOPT — B Mo/se OTOOpaxkaeTcA HOMep MOpTa, MO KOTOPOMY
OCYLLLeCTB/IA/NOCh CETEeBOE COeANHEHME;

MpoTtokon - B nosne oTobpakaeTcA ceTeBOM MPOTOKO/, MO KOTOPOMY
OCYLLLeCTB/IA/I0Ch CEeTEeBOE COeANHEHME.

ANA BXOAALLEro NOAK/OYEHNA KPOME yAa/1€eHHOrO NMOPTa YKa3blBaeTCA eLe 1
/I0Ka/IbHbIM MOPT.
Bknadka «Peecmp»

Bo Bkaagke Peectp oTobpakaetcA uHPoOpMaumAa O KAKOHAX peecTpa, C

KOTOPbIMU NPOU3BOAMWA AEUCTBUA BbIBpaHHbINM npouecc (puc. 96).

CosaaH MepenmeHoBaH YaaneH MoanduumposaH

Knwu peectpa 3HaueHue OeiicTene
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\BITS Start B HAaUEHWE KAIFOUA SANUCAHI AAHHBIE
YWREGISTRYWMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Cozgan HOBBIA Ko
V\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc DisplayName B sHaueHNe KIr0ua 3aNMCaHLl AaHHbIE
YWREGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ErrorControl B 3HaueHMe KNHOMA 3anWucatbl JaHHLIE
YWREGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ImagePath B sHauYEHME KIFONA SANMCAHBI JAHHBIE
YWREGISTRYWMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ObjectName B sHAYEHME KIFOMA SANMCAHBI JAHHBIE
\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Start B sHaueHWe KIroua 3aNMCaHbl JaHHbIE
YWREGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Type B sHaueHWe KWIroua 3aNMCaHbl JaHHbIE
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\Trusted|nstaller Start B 3HaueHWe KHYA 3aNWCakbl SaHHEIE

\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\GoogleChromeEle

: R \I’TEQE‘DEHT B sHaueHMe KIFOYA 3aNWCaHB] JaHHBIE
vationService

PucyHOK 96 — K/toum peecTtpa, Ha KOTOpble 4elCTBOBa/ NpoLecc

PykoBogcTBO agmuHucTpatopa RT Protect EDR L Protect
Bepcus 1.0.15 om 12 mapma 2024 127




MHbopmauma O KAYax peecTpa npeacTaB/neHa B Tabsvue, B KOTOpPOWM
NMPUCYTCTBYIOT C/eAytoLme cToAbLbI:

1) MyTb K/AOYA peecTpa — B Mo/e MPOMNMUCLIBAETCA MyTb K/AKOYa peecTpa, C
KOTOPbIM BbIOpaHHbIV NpoL,ecc Npou3BoAU/ TE€ U/U UHbIE AEeNCTBUS,;

2) 3HayeHne — B Mosie OTOBpaXkaeTcA 3HayeHue, KOTopoe Obl/I0 BHECEHO
BbIOpPaHHbIM NMPOL,ECCOM B K/HOY peecTpa;

3) AeiictBUe - B no/se oOTOOparkaeTca AeUCTBME, KOTOpPOEe COBEepLUMA
BbIOpPaHHbIM Mpouecc C K/AKYOM peecTpa: 3TO MOXeT OblTb BHECEeHWe AaHHbIX B

3Ha4eHMne K/1lo4a, ygaa/sieHne Kar4a, co3gaHne HOBOro K/1to4a n 1.4.

Bknaodka «[poyeccoi»
Bo Bksagke [Mpoueccbl oTobpaxkaetrcA wuHPoOpmauuAa O npoueccax,
B3aMMO/A,EeMCTBOBABLUMX /M B3aUMOAENCTBYIOLLMX C BbIOPAHHbIM MPOL,ECCOM.
NHbopmayma pa3buTa Ha gBe MHGOPMaLMOHHbIe 061acTH LOCTyN K npoueccy

“ AocTyn K HUTU npouecca (puc. 97).
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Joctyn k npoueccy (6)

Kon-so
Wma ucnonnaemoro obpaza 3anpoweHHELIe NpaBa MNpeaocTaBneHHbIe NpaBga cobbLirmii
C:A\Windows\System32\smss.exe 0x001FFFFF (PROCESS_ALL_ACCESS) 0x001FFFFF (PROCESS_ALL_ACCESS) 4
C\Windows\System32\autochk.exe 0xQ01FFFFF (PROCESS_ALL_ACCESS) 0x001FFFFF (PROCESS_ALL_ACCESS) 1
0x00101441 (SYNCHRONIZE, 0x00101441 (SYNCHRONIZE,
PROCESS_DUP_HANDLE, PROCESS_DUP_HANDLE,
C\Windows\System32\csrss.exe PROCESS_QUERY_INFORMATION, PROCESS_QUERY_INFORMATION, 2

-

\Windows\System32\wininit.exe

-

A\Windows\System32\winlogon.exe

PROCESS_QUERY_LIMITED_INFORMATION,

PROCESS TERMINATE)
0x001FFFEF (PROCESS_ALL_ACCESS)

0xDO01FFFFF (PROCESS_ALL ACCESS)

PROCESS_QUERY_LIMITED_INFORMATION,
PROCESS_TERMINATE)

0x001FFFFF (PROCESS_ALL_ACCESS)

0x001FFFFF (PROCESS_ALL_ACCESS)

0x00101441 (SYNCHRONIZE,
PROCESS_DUP_HANDLE,
“\Windows\System32\svchost.exe PROCESS_QUERY_INFORMATION,
PROCESS_QUERY_LIMITED_INFORMATION,
PROCESS_TERMINATE)

0:00101441 (SYNCHRONIZE,

PROCESS_DUP_HANDLE,

PROCESS_QUERY_INFORMATION, 1
PROCESS_QUERY_LIMITED_INFORMATION,
PROCESS_TERMINATE)

-

foctyn K HATKM Npouecca (4)

WmAa ucnonnsemoro oBpaza 3anpolweHHEIe NpaBa MNpeaocraBneHHble Npaga Ken-no ~
cobuIThi
C:\Windows\System32\smss.exe 0x001FFFFF (THREAD_ALL_ACCESS) 0x001FFFFF (THREAD_ALL_ACCESS) 2
C\Windows\System32\autochk.exe 0xQ01TFFFFF (THREAD_ALL_ACCESS) 0x001FFFFF (THREAD_ALL_ACCESS) 1
C:A\Windows\System32\wininit.exe 0x001FFFFF (THREAD_ALL_ACCESS) 0x001FFFFF (THREAD_ALL_ACCESS) 1
C\Windows\System32\winlogon.exe 0xQ01TFFFFF (THREAD_ALL_ACCESS) 0x001FFFFF (THREAD_ALL_ACCESS) 1

PucyHokK 97 — UHpopmaumsa Ha BKaagke «lpouecchb»

MHbopmauma npepctaBsieHa B Tabauue, KOTOpasa COAEPKUT cC/eayrolme
noasa: Uma ncnosnHaemoro obpasa, 3anpolueHHble npaBsa, lpegocTaB/ieHHbIe NpaBa,
Kos-Bo co6bITU.

B obnactm AocTyn K npoueccy nokasaHa MHPOPMAUMA O TOM, K KakuM
npoueccam B cucteme BbIOpaHHbIM NpoLecc oCyLecTs/IAA 4OCTYM, Kakue npasa npwm
npeAoCTaB/I€HUN A0CTYNA OH 3aNpOCK/, U KaKKe rnpasa bblin eMy npeaoCcTaB/IeHbI.

B ob6aacTu locTyn K HATU npouecca nokasaHa MHGOPMaLMA O TOM, K KakUM
HUTAM BblOpaHHbIM  Mpouecc Kakue

ocywecTts/1aa  agocrtyn, w“ npaBsa npu

npeAoCTaB/ieHnM 40CTYyMa Obl/M 3anpoLleHbl U MPeA0CTaB/eHb!.

Bkaaoka «3azpymeHHoie DLL/SO»

Bo Bkaagke 3arpyxeHHble DLL/SO oTobpaxaeTcA nHpopmaLma O HaTUBHbIX U

.Net-6ubnmnotekax DLL, ncno/b3yembix BbibpaHHbIM npoueccom (puc. 98).

FIRT
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HatueHbie (nokazavo 13 us 13) Pazmep daiina Moanuce PazmeweHme Xew (SHA-256)

101376 303108087 7he3516b5 7569107842611
> WDevice\HarddiskVolumed\Windows\System 32\dhepesve 95cc5baade4592020d0%b41 2500400
. @0
97280 0x00007FFICETEDD cf105fdd2 c026eb14047d 767 0e7d594
0o - dedTdetbeTd347d5ebisfdebsde3dT
> ‘Device\HarddiskVolumed\Windows\System 32\nlaapi.d i & P
0%0000TFFICBTFDO [l b
0o
T321¢ e1dbd64ba370b97e03150Mfe82a081
WDevice\HarddiskVolumed\Windows\System 32\dhcpcsve ec2093c39d 160bfi989%e27 aead4faad
) =
6 [ b
17405 0x00007FFICT2B00 24ecd30657cfB2%9as25348e
N “Device\HarddiskVolumed\Windows\System32\rasadhip. 0o - 23f0eccc74b808asd1f
d Ox00007FFICT2BAD
ala]
509440
N wDevice\HarddiskVolumed\Windows\System 32\ FWPUCL
T.OLL
.MET {nokazaxo 0 u3 0) Pasmep q:aﬁna Mognnce PasmeweHme Xew (SHA-256)
H YHEH D

PucyHok 98 — Cnucok 3arpykeHHbix 6ubmotek DLL

BakHo

Ecim B npodumne 6e30nacHOCTM areHTa yCcTaHOB/IeHa onuuAa Uckao4YaTb
CcOo6bITUA 3arpy3Ku U3BECTHbIX MOAy/el, TO B cnmncke DLL 3Tux moaynen
He 6ygaeT. MNogpObHbIM CMUCOK M3BeCTHbIX DLL-61banoTeKk cogepKuTca B

NMyHKTE 6.9.2.

PAgoM C Has3BaHMeM OUB/IMOTEKM HAXOAWMTCA KHOMKA packpbitna (2)
AOMNO/IHUTE/IbHOM MHGOPMALUKU O COObITUM, CBA3AHHOM C BUBAMOTEKONM. pU HaxKaTUK
/IKM Ha KHOMKY OTKPbIBAaeTCA KAPTOYKa COObITUM, CBA3aHHAA C pacCMaTpMUBAEMbIMU
npoueccom u bubamortekon. Ana npouecca 4SYSTEM? 6yaeT npeactaBneH CMCOK
3arpyKeHHbIX Mopy/en Aapa, AONO/HUTENbHAA MHPOPMAUMA O KOTOPbIX TaKKe

CTAHOBUTCA AOCTYMHOM NPU HaXKaTUM KHOMKKU 2.

Bknaodka «Tovyku asmo3sanycka»
Bo Bknagke ToukM aBTO3anycka oTobOpaxkaetcA MHPOpPMaLMA O TOYKaX

aBTO3anycKa, CO34aHHbIX paccMaTpuBaeMbIM NpoLeccom B peectpe (puc. 99).
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Peectp (21)

Kniou peecrpa 3nauenue Tin gannsx

PucyHok 99 — Touku aBTO3anycka

PAgOM C Ha3BaHMEM TOYKM aBTO3anycka B Tabsvue HaxoaMTCA KHOMKA
PacKpbITUA A0MNO/NHUTE/IbHOM MHOpMaLmK ( » ), KOTOPOE OMUCbIBAET CO34aHME TOUKM
aBTo3anycka. [lpy Haxatmn J/IKM Ha KHOMKY 7 OTKpbIBAaeTCA KapToO4yka 3TOro

cobbITUA.

Bknaodka «PacnpocmpaHeHHOCMb»
Bo Bknagke PacnpocTpaHeHHOCTb OTobOpaxaetca wuHbopmauua o

pacrnpoCTpaHeHUM BbIBPAHHOIO MpoLLecca B areHTCKoM ceTu (puc. 100)

Bpema Nepeoil perMcrpawum Tpynna/arext MyTk o MCNoAHAEMOrD daiina
® WORK / MAXP_10 WDeviceHarddiskViolume3yWi wshSystem32emd.exe
® WORK / ROMAN-PC WDevice\HarddiskVolumet\Wind pstem32emd.exne

PucyHoK 100 — Bkaaaka «PacnpocTpaHeHHOCTb»

Bknaodka «Cobeimue cmapma»

Bo Bk/ragke Cob6biTMe CTapTa MoOKa3aHa KapToyka cobblTuA Aasa cTapTa

npouecca (puc. 101).
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Bpemsa permcrpauuv Ha cepeepe @9.96.2823, 13:17:01

Bpema pErMCTPALMIK HA AreHTe 80,86, 2023, 13:1

Tvn cobbITHA Mpoueccsl

Mogrun cobmTra C1apT npouecca

KpMTHYHOCTE (YPOBEHL BAXHOCTH) COBLITHA [ Haodropasasyms |

Arent L. s

YHUKAAbHbIA MAEHTUHNUKATOP areHTa Sefed3alf77e13813b5b340f8adfefedc25c254978
Maargopma Windows .

MonHoe UMA MCNOAHASMOTD MOZLYAA NPOLECca \Device\HarddiskValumed\Windows\System32\cmd.exe 4,
MAEHTHHMKATOP NPOLECca HA aTEHTCKON CUCTEME 17164

WMAEHTHOWKATOP POANTENLCKONO NPOLECTE Ha ATeH TCKOW
cucTeme

PucyHok 101 - CobbiTne cTapTa

Bkaaodka «IMpasuna/MITRE»

Bo Bkaagke MpaBuaa/MITRE cogepxutca nHdopmaumna o cpabaTbiBaHMAX
aencteyowux B EDR npaBu/, a Takke TEXHUK, TaKTUK 1 npoueayp MITRE (TTP) ana

BblGpaHHOro npouecca (puc. 102).

CpafameleaHue npasun CpaGamelaarue MITRE

Hassanwne npasuna KonuuecTeo cpabartBaHui MITRE Konuuecteo cpabaTeiBaHui

T1059/001 3

PucyHok 102 - Mpasuaa/MITRE

6.5.5. Mpoyeccel u Modyu
Ha cTpaHuue [Mpoueccbl M MOAY/AM MO/1b30BATe/lb  MOXKET OLEHUTb
PacnpoCTPAHEHHOCTb MporpamMmbl (MOAY/sl) B areHTCKOM CeTU, a TAKMKe Y3HaTb
BepAMKT Tl-naatdopmbl no 3toit nporpamme (puc. 103). PacnpocTpaH&HHOCTb
MporpaMmbl MOKA3bIBAET, HA KaKUX areHTax noAsAsaAcA $ai/ c onpese/sieHHOM XeLw-

CYMMOMN.
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Mpouecchbl v Moaynu CopociTs GuasTps

Mokassieats no Moanucs Vi moayns Mratdopma
s B Beeaute MMA MOAYAR M| He 3agana + B
Xew moayns (SHA-256) Mepwo perncrpauun (w2 cepeepe) © Crucor Kanenaaps
- 2 3 > Hatigero: 145, noxasaro’ ¢ 110 50
PerueTpayua Ha Perucrpauua Ha Yueno
pau pau Mepamunoe obHapyseHme Xew mogyan (SHA-256) Vimn mogynn Moanucs PacnpocTpanehme
cepaepe arente arenTos

> | 14112022 ® Arent pc-ub rtpaves (HeT Aamkbix) 1 25%
10:21:45 [

> 14.11.2022, 14.11.2022, ® Arent pc-ub meg (HeT namHbIX) 1 25%
18:21

> 12.11.2022 ® AreHT pe-ub uic (HET AanHbIX) 1 25%
10:20:44 | 18:20:58

> 14.11.2022, 14.11.2022, ® AreHT pc-ub (HeT AaHHbIX) 1 25 %
10

> 14.11.2022, 14.11.2022, ® AreHT pe-ub £ amake (HET AanHbIX) 1 25%
10:20:43 | 18:20:58

> 1am ® Arent pe-ub d1ass | firefox (HeT aakHbIX) 1 25 %
10t 10:28:2 Bll4ges

> 14.11.2022, 14.11.2022, ® Arent pc-ub rtpavfss (HeT namHbIX) 1 25%

16:26:00 10:20:15 L

PucyHok 103 - lpouecchl U moayu

Mo/b30BaTe/Ib MOXKET UCKATb HYXKHYIO MPOrpaMmy C MOMOLLbIO PUAbTPOB:

1) MokasbiBaTb Mo (10, 20, 50, 100 CTPOK B Tab/uue);

2) Naardpopma (Windows uam Linux);

3) Umsa moayas (TpebyeTcs BBECTU MMA MOAY/IA MO/HOCTBIO);

4) Moanuce;

5) Tun noanucuy;

6) Xew mogyas (SHA-256);

7) Mepuog, peructpaumm Ha cepBepe (MOXHO BbIOpaTb B CMUCKE WU
KaseHaape).

BepaukT Tl-nnatdopmbl OTKPLIBAETCA, €C/M MO/b30BaTe/ib HaXXMeT no/e ¢
XeL-CyMMOoW. [lepBOHa4Ya/IbHO OTKPbIBAETCA KPAaTKMM OTHET. [10/1HbIN OTYET A0CTYNEH,
€C/IM HaXaTb KHOMKy MepeiTu K oTyeTy.

Monb30BaTe/Ib MOXeT MPOCMOTPEeTb AOMO/HUTE/IbHYIO WHGOPMAaLUIO U3
KapTOYKM COOBbITMA CTapTa Npouecca, KOTOpasa OTKPbIBAETCA NMPU HAXKaTUM KHOMKK > .

B Tabavue ¢ OCHOBHOM WHPOpMaLMen O nporpamMme OTOOpaKarTcA
c/ieAytroLime noAs:
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1) Bpems peructpauum ctapTa npolecca Ha cepBepe;

2) Bpems peructpaumu ctapTa npoLecca Ha areHTe;

3) Ha Kakom areHTe nporpamma 6bi1a 06Hapy»KeHa BnepBble;
4) XeLl NporpamMmbi;

5) Umsa daitna (Mms nporpammbl);

6) 3/1eKTPOHHas NOAMUCH;

7) Y10 areHTOoB, Ha KOTOPbIX Obl/la 0BHapyKeHa NporpaMmma;

8) PacnpocTpaHeHue nporpamMmsl (B MPOLLEHTaX OT O6LLEero Y4C/1a areHToB).

6.6 A2eHmbl

B 06s1acT AreHTbl OCHOBHOW MaHe/sIM NMPOrpamMmbl HAaXo4ATCA C/1egyroLime
pa3saeibl:

1) AreHTbl;

2) Mpynnbi;

3) Bepudukauus;

4) TepMuUHan;

5) Fpaduku;

6) XpaHuauiue.

B pa3sgene AreHTbl npeacTaBsieHa wuHbopmaumA 060 BCex areHTax,
3apernMcTpupoBaHHbIX B NporpaMmme. Kpome Toro, agMMHUCTPATOP MOXKET A400aB/ATb
areHToB B rPynnbl UK YA/AATb UX U3 TPYMMbl, CO34aBaTb/y4a/ATb FPYMMbl, BHOCUTb
M3MeHeHMA B KOHOUIypaLMIO HAaCTPOEK 3aLLUTbI areHTOB U T.1.

B pa3sgene TIpynnbl agMUHUCTPATOP MOMKET BHECTU W3IMEHEeHUA B
KOHUrypayumo OTAe/1bHO B3ATOM IrPyMMbl areHTOB: A00aBUTb areHTa, UCK/AIYUTb ero
M3 rpynnbl, CO34aTb HOBYIO rpynny u T.4.

B pasgene Bepudukayma agMUHUCTPATOP  MOXeT  NpOCMOTpeTb
MHPOpMauuo 06 areHTax, OXxugawwmx BepudMKaUMIO U BepudpuLMpOBaTb

BblGpaHHOro areHta(oB).
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B pa3sgene TepmuHan agMUHUCTPATOP MOXET BbIMO/IHATL KOMaHAbl AAA
yrnpas/ieHUA OnepaLOHHON CUCTEMOM, YCTAHOB/IEHHOM Ha XOCTe BbIDPAHHOIO areHTa
C MOMOLLIbIO KOMaHAHOW CTPOKM, A TaK»Ke NMPOCMOTPeTb KpaTKyto MHbopmaumio 06
3TOM areHTe: UMA KOMMbIOTEPA, NpoLeccop, ip-agpec 1 T.4.

B pasgene Tpapuku nosb3oBaTesb  MOXET  MNpPOCMATpuBaTb M
KOHOurypuposatb MHbOpMaumMio 06 aKTUBHOCTM OTAE/bHO B3ATOMO areHta B
rpadpuyeckom Buge.

B pa3sgene XpaHwauiie no/ib30BaTe/lb MOXKeT paboTaTb C 3arpy*KeHHbIMU
darnamu: npocmaTpmBaTb NOAO03pUTE/IbHBIE UM TPpebytoLme ucciegosanma danel,
npocMaTpuBaTb NoApOo6HY0 nHPopmaumio 06 3Tnx ¢paraax B ot4étax Tl-naatdopmbl,
YAANATb 3arpy’KeHHble ¢$an/ibl UM NPOCMATPMBaATbh MX B MPOrpaMme MpocMoTpa

$annoB u T.A4.

6.6.1. A2eHmeol

O6was uHpopmayusn

Ha cTpanuue AreHTtbl B TabsM4yHOM Buge npeacTaBsieHa UHPopmauua o6
areHTax, 3aperucTpMpoBaHHbIX B MpOrpaMme, U noas GuabTpauumn Aa8 MOUCKa U
COPTMPOBKM areHTOB MO 3Ha4YeHUAM GU/IbTPOB.

PaboTa c Tabsnmuert npocMmoTpa areHToB 1 puabTpamu, oTobpakeHue obuero
KO/IM4eCTBa 3/1eMeHTOB B Tab/mue, oTobpaxkeHue BblIbpaHHbIX 3/1eMEHTOB UAEHTUYHDI
OMUCaHHBbIM B pa3ze/siax AKTUBHOCTb M MHLMAEHTBI (CM. MyHKTbI 6.5.1 U 6.5.2).

CtpaHuua AreHTbl NpeacTaB/ieHa Ha PUCYHKe 104.
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AreHTbl

MoKazeIEET N AKTHEHOCTE

50 B Akieen
Vi arena Cereeoii aapec
AMTE UMA BeeauTe aApec
VmA KoMnbioTepa Homer:
U VMR m MEH

Vzonawms MpoGaeMHsii

Bce arenTl Bce arenTn

3anpoc Ha f3bike DSL

BeeauTe 3anpoc, ENter A0 OTPaEky

Onua /NC_DRIVER 3onooii obpaz

Bce areHThl Bce areHTh:
Mpynna / Uma Bepcua omen / Mima
pynna / P EPS CeTepuie aapeca A /
arenra arerta KomnbraTepa

> @ WORK / 2504 0.64 MSHOMEVANPG
ANPG_WORK_10 QR

> ® ubfuzing {} 300 045 162.168.117.38 ubfuzing

EEEanbnanEEOnnE

OmpasuTs

pynna
He Buipatia st

OnepaLytoHHas cuctema

BEeAUTE OC LH
ABTOMaTMYECKOE OOHOBNEHIE

Bce arentul : [
3awMTa areHta

Bee areHTsl ¢ ®

TepHoA perncTpaLuu {Ha cepeepe)

15 MUHYT

3awua ot yganeHus

Bce arentul

OnepaunoHHan cucTema Yacoeoii noac

MaikpocodT Windows 10
KOpNOpaTvWEHaR - 64-paspraKan

Europe/Moscow +0300

Ubuntu-20.04 [Linux 5.4.0-150-
generic]

Etc/UTC +0000

PucyHoK 104 — CTpaHu1ua «AreHTbl»

Moss ¢punempayuu Ha cmpaHuye «AzeHmol»

(oo
Arewt
He BeiBpan 2

Yacosoii nosc

He BLiGpaH ®
Hacrpaiikn
He 3ajaHo s @
Mhatdopma
He za1ama
© Crucox Kanexgape
MonR 417 HANLTPALMM
He ELIGpaHs! v
6, nokazaHe: ¢ 100 26
CocToanue Kondurypauna

Mpouns 3auuTe!
Zakrei: anpg-test

o fHUma
CobbiTaii 3315 7

Ha cTpaHuue AreHTbl NpeagycMOTpeHbl C/eaytolime noasa eunbtpauum (puc.

105):
1) MokasbiBaTh Mo;
2) AKTUBHOCTb;
3) Fpynna;
4) AreHr;
5) UMs areHTa;
6) CeTeBoii agpec;
7) OnepauuoHHasA cucTema;
8) YacoBoli nosc;
9) Umsa KomnbloTEP3;

10) flomeH;

11) ABTOMaTHU4eCcKoe O6HOB/IEHUE;

12) HacTpoiiku;
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